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Content and Threat Visibility
View URL, threat and file/data
transfer activity in a clear, easy-
to-read format. Add and remove
filters to learn more about
individual elements.

Modern Malware Detection and Prevention

Malware has evolved to become an extensible networked
application that provides attackers with unprecedented
access and control inside of the targeted network. As the
power of modern malware increases, it is critical that
enterprises be able to detect these threats immediately,
even before the threat has a defined signature. Palo Alto
Networks next-generation firewalls provide organizations
with a multi-faceted approach based on the direct analysis
of both executable files and network traffic to protect their
networks even before signatures are available.

e WildFire™: Using a cloud-based approach, WildFire exposes
previously unseen malicious executable files by directly
observing their behavior in a secure virtualized environment.
WildFire looks for malicious actions within Microsoft
Windows executable files such as changing registry values
or operating system files, disabling security mechanisms, or
injecting code into running processes. This direct analysis
quickly and accurately identifies malware even when no
protection mechanism is available. The results are immediately
delivered to the administrator for an appropriate response
and a signature is automatically developed and delivered
to all customers in the next available content update.

Behavioral Botnet Detection: App-ID classifies all traffic
at the application level, thereby exposing any unknown
traffic on the network, which is often an indication of
malware or other threat activity. The behavioral botnet
report analyzes network behavior that is indicative of a
botnet infection such as repeatedly visiting malware sites,
using dynamic DNS, IRC, and other potentially suspicious
behaviors. The results are displayed in the form of a list
of potentially infected hosts that can be investigated as
possible members of a botnet.
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Traffic Monitoring: Analysis, Reporting and Forensics
Security best practices dictate that administrators strike a
balance between being proactive, continually learning and
adapting to protect the corporate assets, and being reactive,
investigating, analyzing, and reporting on security incidents.
ACC and the policy editor can be used to proactively apply
application enablement policies, while a rich set of monitoring
and reporting tools provide organizations with the necessary
means to analyze and report on the application, users
and content flowing through the Palo Alto Networks next-
generation firewall.

e App-Scope:Complementing the real-time view of applica-
tions and content provided by ACC, App-scope provides
a dynamic, user-customizable view of application, traffic,
and threat activity over time.

* Reporting: Predefined reports can be used as-is, customized,
or grouped together as one report in order to suit the
specific requirements. All reports can be exported to CSV
or PDF format and can be executed and emailed on a

scheduled basis.

¢ Logging: Real-time log filtering facilitates rapid forensic
investigation into every session traversing the network.
Log filter results can be exported to a CSV file or sent to
a syslog server for offline archival or additional analysis.

e Trace Session Tool:Accelerate forensics or incident
investigation with a centralized correlated view across
all of the logs for traffic, threats, URLs, and applications
related to an individual session.
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GlobalProtect: Consistent Security Everywhere

Applications are not the only forces of change in the enterprise.

Increasingly, end-users simply expect to connect and work
from any location with any device of their choosing. As a
result, IT teams are struggling to extend security to these
devices and locations that may be well beyond the traditional
perimeter of the enterprise. GlobalProtect meets this challenge
by extending consistent security policies to all users regardless
of their location and device.

First, GlobalProtect ensures secure connectivity for all users
with a transparent VPN that supports a range of devices
including Microsoft Windows, Apple Mac OS X, and Apple
i0S. Once connected, all traffic is classified by the firewall,
enablement policies are applied, traffic is scanned for threats,
and the network and user are protected.
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for all users, no matter where
they are located.

Additionally, GlobalProtect can apply additional
controls based on the state of the end-user’s device.
For example, a user could be denied access to certain
applications or sensitive areas of the network if the
device has an out of date antivirus or does not have
disk encryption enabled. This allows IT to safely
enable application usage across a range of end-user
device types, while retaining a consistent next-generation
approach to security.
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