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•	 Application Behavioral Characteristics

•	 Able to transfer files from one network to another
•	 Used to propagate malware
•	 Consumes 1 Mbps or more regularly through  

normal use
•	 Evades detection using a port or protocol for something 

other than its intended purpose with intent 
•	 Has been widely deployed	
•	 Application has had known vulnerabilities
•	 Prone to misuse or is easily configured to expose more 

than intended
•	 Tunnels other applications

•	 Underlying Application Technology 

•	 Client-server based	
•	 Browser-based
•	 Peer-to-peer based 	
•	 Network protocol 

Applipedia 
Browse up-to-date 

application research and 
analysis at the Palo Alto 

Networks Application and 
Threat Research Center.

Expanding the List of Applications
The list of application App-IDs is growing rapidly with 
3-5 new applications added weekly based on input from 
customers, partners, and market trends. Customers that 
find unidentified applications on their network can 
capture the traffic and then send the information back 
to Palo Alto Networks for App-ID development. Once  
a new App-ID is developed and tested, it is added to the 
list as part of the weekly content updates.
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