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Policy-based Management
Content-ID is enabled on a per rule basis using individual or 
group profiles to facilitate policy-based control over content 
traversing the network. 

URL Filtering  
Complementing the threat prevention and application control 
capabilities is a fully integrated, on-box URL filtering database 
consisting of 20 million URLs across 76 categories that enables 
IT departments control web surfing and access to high risk 
sites. The on-box URL database can be augmented to suit the 
traffic patterns of the local user community with a custom, 1 
million URL database. URLs that are not categorized by the 
local URL database can be pulled into cache from a hosted, 180 
million URL database. In addition to database customization, 
administrators can create custom URL categories to further 
tailor the URL controls to suit their specific needs. URL filter-
ing visibility and policy controls can be tied to specific users 
through the transparent integration with enterprise directory 
services (Active Directory, LDAP, eDirectory) with additional 
insight provided through customizable reporting and logging.

File and Data Filtering 
Data filtering features enable administrators to implement  
policies that will reduce the risks associated with the transfer 
of unauthorized files and data. 

�r��File blocking by type: Control the flow of a wide range of 
file types by looking deep within the payload to identify the 
file type (as opposed to looking only at the file extension). 

�r��Data �ltering:  Control the transfer of sensitive data patterns 
such as credit card and social security numbers in application 
content or attachments.

�r��File transfer function control:  Control the file transfer  
functionality within an individual application, allowing  
application use yet preventing undesired inbound or outbound 
file transfer. 
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Log Correlation and Reporting 
Powerful log filtering enables administrators to quickly investigate 
security incidents by correlating threats with applications and 
user identity. The log viewer enables an administrator to click on 
a cell value to immediately create a filter that can be narrowed 
down further by combining multiple criteria using an expression 
builder and additional log fields, even if they are not visible in  
the log viewer. To tie the user identity to the threat, the log viewer 
leverages the integration with enterprise directory services. Log  
results can be exported to a CSV file for offline archival or further 
analysis. The trace session tool accelerates forensics and incident 
investigation with a centralized, correlated view across all of the  
logs for traffic, threats, URLs, and applications related to an 
individual session.

Reporting is enabled through a set of predefined reports that 
can be customized, pulling data from any of the log databases 
and then saving them for future use. Once the desired report is 
created, it can be configured to run on a regular basis, emailing  
a set of PDF reports or exporting them to CSV or PDF. 


