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_ - The Al Trifecta
Identity Security in the Era of Al

Al is transforming businesses, enabling smarter decisions, faster execution, and unmatched efficiency.
With the deployment of every new Al tool—whether a chatbot, automation script, or analytics engine—
organizations introduce new digital identities that they may or may not be prepared to secure.

Attacker’'s weapon:
Hypertargeted phishing,
credential theft, and fraud.

Al plays a multifaceted role in identity security. It can be used as:

- An attacker’'s weapon, powering highly targeted phishing and automated credential theft. Source of new risks:
- A source of new risks, from deepfakes to synthetic identities, that undermine trust and Overprivileged identities, sophisticated

authentication systems. deepfakes, and synthetic identities.
- A defender’s ally, accelerating detection, automating response, and fortifying identity controls.

Protecting these new Al identities requires security strategies built for Al's speed and complexity.
Traditional tools can't keep pace. Purpose-built security solutions are needed to manage access,

Defender’s ally:
Accelerated detection, automated response,
and strengthened identity controls.

monitor behavior, and secure humans and machine digital identities at the heart of every Al initiative.

In this e-book, you'll learn how attackers are using Al, why Al systems are a risk, and how advanced Al
tools can bridge identity security gaps to help secure your innovations today and in the future.

u
94%

61%

of organizations of them plan to
lack identity expand Al for both
1-2. 2025 Identity Security Landscape, CyberArk, May 2025. security controls human and machine
for Al and LLMs! identity protection.?
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‘o] Case Study

The Evolving Threat Landscape
for Al The Guido Crosetto Deepfake Scam

Al fundamentally reshapes cyberthreats. By analyzing vast datasets, attackers can now use Attackers cloned the voice of Italy's Defense

Al to craft phishing emails that mirror legitimate communications in tone, style, and timing— Minister, Guido Crosetto, convincing a senior

making them nearly impossible to distinguish from legitimate business communications. executive to authorize a fraudulent transfer

These Al-powered scams adapt in real time, increasing success rates and luring even .
security-aware users into breaches. of funds. This Al-powered deepfake scam

underscores the urgent need for advanced controls

Once attackers gain access, Al automates credential harvesting and privilege escalation e . . . . ..
9 g and privtied to verify identity and communication authenticity.*

at an unprecedented scale and speed, with traditional defenses struggling to keep up.
Coordinated multichannel campaigns, which combine email, chat, and voice, allow attackers
to infiltrate systems faster and more efficiently than conventional methods. When they

gain privileged access, threat actors can disrupt operations, exfiltrate data, or entrench
themselves in critical systems.

The numbers tell the story. Nine in ten organizations experienced at least one Al-driven
credential breach in the past year, and more than half were hit multiple times.® The speed,
precision, and scale of these attacks outpace legacy defenses, underscoring the need for
modern, identity-first security strategies.

9 in 10 organizations experienced
Al-driven credential breaches
in the past year.

3. 2026 Identity Security Landscape, Palo Alto Networks, May 11, 2026.

4. “Ttalian Elite Targeted by Scammers Using AI Voice Impersonation,” Bloomberg, February 2025.
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Al as a Risk Vector Q Spotlight

Idira FuzzyAl

The more organizations rely on Al, the more they must secure the foundations powering

it. Al models are trained on valuable data, often including proprietary or sensitive Protecting Al models from threats like jailbreaking
information, which makes them magnets for attackers. Threats range from corrupting . . .

o o - o starts with knowing their weaknesses. Palo Alto
outputs through data poisoning to “jailbreaking” models, manipulating them to bypass N )
safeguards, expose sensitive data, or perform unintended actions. Networks Idira™ FuzzyAl uses advanced algorithms to
Shadow Al further complicates security. Unapproved Al tools introduced without IT simulate real-world attac.ks, revea“_ng vulneral?llltles
oversight can inadvertently leak API keys, expose sensitive data, or integrate insecure before they can be epr0|ted. Continuous testlng
code into workflows. The diversity of Al deployments—from public cloud and on- helps organizations harden systems, reduce risk, and

premises to third-party platforms—adds complexity. maintain Al trustworthiness

Strong security for Al systems starts with discovery and context, secure access, lifecycle
management, and compliance. Organizations need a clear view of the Al agents across
their organization, the ability to secure these agents, monitor their behavior, and limit
permissions through privilege controls. This resilience ensures that as Al grows, the
need for trust and security also grows.

66%

say they cannot of organizations

secure shadow now deploy Al

Al usage in their solutions in the
organization.® public cloud.®

5-6. CyberArk, 2025 Identity Security Landscape.
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Al as a Defender

While Al can be a potent weapon for attackers, organizations are also increasingly

deploying it to detect anomalies in user access, uncover synthetic identities, and
verify legitimate users with speed and precision. Machine learning algorithms analyze
vast datasets to spot suspicious logins, unusual access patterns that traditional tools
often miss, triggering early intervention before damage can occur.

Within security operations centers (SOCs), Al acts as a force multiplier. It filters
noise, prioritizes critical threats, and accelerates response—automating actions like
compromised account isolation or access revocation. This frees analysts to focus on
complex issues and strategic security initiatives.

Al's greatest strength lies in detecting the unexpected. It can uncover new attack
paths, detect coordinated activities across multiple accounts, and shut down
threats in real time. By integrating Al into existing identity controls and processes,
organizations gain a proactive, adaptive defense posture that keeps pace with
modern attack speeds.

Al agents

of organizations could automate up
are already using Al to 40% of cyber

in their identity activities in 3 years.®
security programs.’

7. CyberArk, zozs Identity Security Landscape.

8. Securing Agentic Al: Identity as the Emerging Foundation of Defense, Palo Alto Networks, May 11, 2026.
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The Age Of AI AgentS of organizations

plan to deploy Al

Al agents are moving beyond assisted workflows to autonomous action. They act independently, agents in the next

making operational decisions, like approving payments or modifying infrastructure. In the
next three years, analysts predict Al agents will be deployed in around 76% of businesses, 3 years.
transforming the means of how work gets done.’

Agent autonomy comes with new security challenges. Al agents require privileged access

to interact with systems, networks, and data in ways that create a much broader attack
surface. If their credentials are stolen, access rights mismanaged, or decision-making models
compromised, the impact can be immediate and severe, ranging from minor operational
disruptions to large-scale data breaches.

of CISOs rank agentic Al
among their top three
cyber risks, ahead of
ransomware and supply-
chain threats.”®

Securing Al agents requires the same rigor applied to privileged human and machine identities.
The best practices include:

- Discovery and context to understand what agents are running, their owners, and potential risks.

- Secure access principles that grant only needed permissions to Al agents, limit the scope and
intent of assigned tasks, and revoke credentials the moment they're not needed.

- Lifecycle management and compliance to log agent actions and communications, ensuring
auditability and compliance across the full agent lifecycle.

As Al agents become core to business operations, organizations that build security into their

design—rather than bolting it on later—will be best positioned to reap the benefits without . .
amplifying their risks. of organizations

currently deploy
agentic risk registries
and dynamic
authorization

controls at scale.”

9-11. Palo Alto Networks, Emerging Foundation of Defense.

paloalto ‘ IDIRA" Identity's Role in Securing Al Risks, Controls, and Challenges

NETWORKS




paloalto

Building a Resilient Al
Security Strategy

Al adoption is accelerating faster than Al security. An overwhelming 94% of
organizations lack robust identity controls for Al and LLMSs, increasing their exposure
to threats like data breaches, privilege misuse, and operational disruption.” Protecting
these powerful systems starts with strong identity governance—controlling credentials,
enforcing privileged access management, and monitoring every action.

A secure Al foundation relies on an identity security solution that discovers, manages,

and secures Al agents with the right level of privilege control. This combination
ensures Al systems operate securely while enabling organizations to innovate with
confidence.

Organizations that invest in proper skills, controls, and monitoring will benefit most
from Al's power, with trust and resilience becoming lasting advantages.

12. Palo Alto Networks, Emerging Foundation of Defense.
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Autonomous Agents: Tomorrow's Opportunity,
Today's Risk

Regulatory alignment:
Design Al policies that comply with evolving legal and
ethical standards, from data sourcing to bias mitigation.

Bridging the expertise gap:
Equip teams with the technical and regulatory
skills needed to maintain compliance and security.

Governance frameworks:
Define transparent policies for Al access, usage, and decision-
making that meet compliance and ethical requirements.



Continuous Innovation
in Al Security

Static controls can't
keep pace with adaptive

threats. Use red-teaming,

adversarial testing, and
dynamic policy updates
to strengthen defenses
with every Al release.
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Preparing for the Future

Al is evolving fast, and attackers are, too. Treat Al security as a living program that adapts with your models, data, and workflows.

Leveraging Advanced
Solutions

|dira Al Agent Identity
Broker acts as an
enforcement point

using MCP—protecting
secrets, governing API
keys, and enforcing least
privilege without slowing
development.

Identity's Role in Securing Al Risks, Controls, and Challenges

Building Organizational
Readiness

Upskill teams, create
Al-specific response
playbooks, and automate
monitoring for drift or
anomalies. Partner with
security providers to fill
expertise gaps.

Enabling Progress
Through Trust

Transparent controls,
provable compliance,
and secure-by-design
principles build trust,
making Al adoption faster
and safer.




Securing Al's Advantage

Starts Now

The opportunity and imperative to secure Al's advantage is now. Al will keep transforming
businesses, but only if organizations maintain trust and accountability throughout its
evolution. While Al is a tool for innovation, it's also a target for exploitation. Its value rests
on how well we secure the systems, data, and identities it touches.

The way forward is proactive and collaborative. By investing in strong Al identity Take the Next step with Idira
security controls, governing deployment responsibly, and embracing Al for defense,

organizations can unlock the benefits of Al while reducing its risks. Human insight, Al's promise is limitless, but only when anchored
combined with automated protection, will keep progress safely on track. by intelligent and adaptive identity security. Idira
provides a unified, next-generation platform

that secures all identities—human, machine, and
agentic—delivering the guidance and technologies
you need to innovate with confidence.

SECURE YOUR Al AGENTS NOW e]
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About Palo Alto Networks

Palo Alto Networks (NASDAQ: PANW), the global Al cybersecurity leader,
protects our digital way of life with a comprehensive portfolio of cybersecurity
solutions and platforms across Network, Cloud, Security Operations, Al, and
|ldentity. Trusted by more than 70,000 customers and powered by Unit 42°
threat intelligence, our Al-driven platforms eliminate complexity, empowering
enterprises to modernize with confidence and securing the speed of
innovation. Explore the future of security at www.paloaltonetworks.com.

, ® 3000 Tannery Way © 2026 Palo Alto Networks, Inc. A list of our trademarks in the United States and other
, pa oa o Santa Clara, CA 95054 jurisdictions can be found at https://www.paloaltonetworks.com/company/trademarks.html.

NETWORKS

Main: +1.408.753.4000 All other marks mentioned herein may be trademarks of their respective companies.

Sales: +1.866.320.4788 idira_eb_identitys-role-in-securing-ai 051926
Support:  +1.866.898.9087

www.paloaltonetworks.com



http://www.paloaltonetworks.com

