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As cyberthreats continue to evolve, organizations must stay ahead of emerging risks and attacker tactics. 
Insights from the 2026 Unit 42® Global Incident Response Report highlight the key trends shaping today’s 
threat landscape and the security gaps organizations must address.

This eBook brings together industry experts to examine the report’s most important findings and what they 
mean across sectors. Learn how organizations can strengthen incident response readiness, identify their 
most critical risks and make more informed security investment decisions.

Some key takeaways from this eBook include:
 
•	 The most important findings from the 2026 Unit 42 Global Incident Response Report and the trends 

defining the year ahead;

•	 The top cyberthreats and biggest security gaps organizations are facing across sectors in 2026;

•	 How organizations can strengthen and test incident response readiness, and what questions should 
they ask when evaluating security solution vendors.
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Key Findings From the Global Incident 
Response Report

TOM FIELD: What are some of the key findings from  
the 2026 Unit 42 Global Incident Response Report?

MATT BRADY: The report confirms a critical 
inflection point in the threat landscape, which is 
defined by speed and interconnected risk. The 
patterns we highlighted last year continue to 
intensify. Attackers are moving faster, and they’re 
automating more of their intrusion life cycle, using 
AI to expand their tradecraft. What this means for 
organizations trying to defend against this activity 
is that the acceleration is shrinking from a detection 
and response standpoint, and it’s exposing the limits 
of traditional security architecture.

Within that acceleration, a deeper pattern has 
emerged. In the more than 750 incident response 
cases that we responded to, over 90% of those 
cases were enabled by preventable gaps in both 
visibility and in the inconsistent application of 
controls. For CISOs, the implications are relatively 
straightforward. The speed, automation and 
cross-environment complexity of today’s intrusion 
operations outpace what’s currently fragmented. 
Security teams need to adapt to what the 
adversaries are doing at this point in time.

Four Key Cyberthreat Trends in 2026

FIELD: Can you discuss the four key trends that you 
have identified that are going to shape the 2026 	
threat landscape?

BRADY: AI has become a force multiplier for the 
adversary. It compresses the attack life cycle from 
initial access all the way to impact. It also introduces 
new attack vectors. End-to-end attacks have 
become 4 times faster than the previous year, and 
data exfiltration in some cases was under an hour, 
approximately 22% of those cases. Adversaries are 
moving faster and are able to get data out of the 
network faster. It’s definitely a concern from a 	
speed aspect.

The second thing we noticed is the targeting of 
identities, especially from a human-centric point 
of view. There was an increase in what we saw 
from voice-based phishing or vishing. A lot of 
cybercriminal threat actors were using that type 
of initial access technique. It’s become the most 
reliable path for attackers to be successful. Identity 
weakness played a material role in almost 90% of 
our investigations last year, and these attackers 
are increasingly using stolen credentials, tokens 
and things of that nature to exploit the fragmented 
identity estates that organizations have within 

“Attackers are moving faster, and they’re automating more of 
their intrusion life cycle, using AI to expand their tradecraft.” 

– Matt Brady, Senior Principal, Unit 42, Palo Alto Networks
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their organizations. They’re using that to escalate 
privileges and move laterally and ultimately 
accomplish their actions on objectives.

The third trend is more on the software supply chain 
risk side of things. Organizations are becoming more 
interconnected when it comes to moving to cloud 
or SaaS-based applications. Attackers know that. 
They’re moving more toward targeting those points 
of integration, going after those tools and those 
application dependencies, and they’re doing that to 
be able to bypass perimeters at scale. This shifts the 
impact from an isolated compromise to widespread 
operational disruption. It’s just expanding the blast 
radius for these types of incidents than before.

Finally, the last trend is nation-state attackers. 
They continue to improve in terms of their stealth 
and their persistence. Similarly, in terms of tactics, 

techniques and procedures, there’s not much of 
a difference from a cybercriminal point of view, 
except for the fact that they are much stealthier, 
much more disciplined and they’re willing to stay 
entrenched in networks much longer. Some of 
these threat actors, for example, North Korean 
actors, they’re relying a lot on persona-driven 
infiltration. They are using things like fake 	
identities and synthetic identities. They are 
deepening the compromise of core infrastructure 
and virtualization platforms. They’re going after 
edge devices and compromising or exploiting 
vulnerabilities in those products.

There are definitely early signs of these threat 
actors using AI-enabled tradecraft to reinforce these 
types of attack life cycles that they’re following. 
Those are the four big trends that we saw in 2025 
that we expect to carry into 2026.
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Industry Preparedness for        
Extortion Risks

FIELD: What is your message to key industry 
representatives across sectors?

BRADY: From Palo Alto Networks’ point of view, 
we definitely saw all of these industries were 
in the top five in terms of being both targeted 
by and impacted by extortion-related security 
events. That could be with encryption, the 
actual deployment of ransomware or it could 
be pure data theft and extortion. No encryption 
event at all. This means that organizations that 
are operating in one or more of these industries 
represented today need to be prepared to 
respond to these types of intrusions because, 
again, if it involves encryption, there’s likely 
going to be some type of operational 		
disruption that’s going to lead to lost 		
revenue and lost profits.

But if it’s from a pure data theft point of 
view, for example, if it’s customer data that’s 
going out the door, that could have serious 
consequences in terms of consumer trust, 
reputational damage and then the follow-on 
financial impacts from the recovery of such 
breaches. From an extortion point of view, we 
definitely saw these industries impacted due to 
encryption events or non-encryption events.
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Customer Concerns That Align With 
Threat Trends

FIELD: How do the trends that Brady		   
identified match the concerns that you 		
hear from your customers?

LIIA SARJAKOSKI: They match well. From a practical 
and acute perspective, the focus of manufacturing 
CISOs is they’re concerned with AI-accelerated 
spear phishing and deepfakes as the initial entry 
vector to the organization. Second, there’s also high 
awareness of the fragility of their business-critical 
OT environments because they’re often out of patch. 
There are shortcomings in segmentation and visibility, 
shortcomings in remote access, and a lot of limitations 
on how much of that can be fixed.

Finally, they’re also concerned with 	
future-looking initiatives, securing AI adoption 
and protecting that data against new threat 
vectors that are related to AI applications, 
such as generative AI as assisted workers 
or in predictive maintenance applications or 
introducing agentic AI to the supply 		
chain management.

TROY AMENT: When we think about healthcare, the 
sector is, unfortunately, being attacked on multiple 
fronts. If you’re a health system today, you’ve got 
to worry about your internal systems, but there’s 
a large ecosystem of different partners that you 
depend upon, such as payers, medical device 
manufacturers and your own internal systems. 
These organizations need to be both looking 
at those partners, but then moving beyond 
foundational security controls. Adversaries are using 
automation and AI to become much more advanced.

Health systems are going to need to continue to 
accelerate the modernization of both the clinical 
systems that they use and eliminate their 	
technology debt, but then also modernize their 
cybersecurity capabilities. 

An identity in healthcare is very complex. You 
can have a clinician who started out as a student 
because a lot of these people work in the 
community, live in the community, they might have 
been a volunteer and then they may move into 
leadership, but then these clinicians also move 
into IT departments and become privileged users. 
Making sure that you’ve got strong identity within 
your practice that is continually measured and 
changed through governance is very important.

“For manufacturing, most breaches are enabled by exposure, 
not attacker sophistication. Systematically going after those 

exposures matters.”
– Liia Sarjakoski, Director, Manufacturing Industry Leader, Palo Alto Networks
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PAUL LEONHIRTH: In financial services, we do 
a lot of work with our Unit 42 team. The report 
notes that AI is a force multiplier for attackers with 
identity. Attackers are logging in, not hacking in. 
The software supply chain risks are expanding. This 
directly mirrors financial services industry concerns, 
such as shadow AI and data leakage, about securing 
the rapid adoption of AI.

There has been a surge in unmonitored non-human 
identities, or NHIs, that can control AI agents. These 
introduce a range of vulnerabilities, particularly 
across third-party fintech integrations, cloud 
environments, software-as-a-service (SaaS), and 
banking-as-a-service (BaaS) platforms. Addressing 
these risks has become a top priority for the 
industry. Industry groups such as FS-ISAC and the 
Cyber Risk Institute have specific AI working groups 
and some new AI risk management frameworks 
based on NIST that have been refined with both 
the expertise and support from the financial 
regulators for things like responsible AI adoption 
and governance, which are oftentimes missing these 
days from the equation.

Top Cyberthreats by Sector

FIELD: What is the top cyberthreat in your 
sector today?

LEONHIRTH: For financial services, it’s ransomware 
in terms of data theft and extortion. But the threats 
originating from social engineering and business 
email compromise from phishing attempts have 
become much more effective, as they include use 
of deepfakes and synthetic identities. These threats 
are centered on credential theft for harvesting PII and 
being able to get access to unmanaged devices to 

steal payments and trading credentials. Those are the 
top threats.

AMENT: If you think about healthcare and the 
anatomy of a breach and a ransomware attack, 
that’s where, internally, health systems are most 
concerned. It starts with communications. If you think 
about an ICU, these aren’t single ICUs anymore. ICUs 
depend upon call centers that do patient monitoring 
remotely, which could be hundreds of miles away. 
Ensuring resiliency in your workflows from a clinician 
perspective to respond is super important.

We’re seeing a level of AI adoption in healthcare 
unlike anything observed in past waves of innovation. 
Financial services, manufacturing, retail adapt much 
faster to these new technologies. Healthcare has 
always been slow, but what’s happened in healthcare 
is that physicians have seen the value in using 

https://www.fsisac.com/
https://cyberriskinstitute.org/
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things like ambient listening. When physicians see 
that value, they’re the biggest spokesman within a 
healthcare organization, and they drive adoption. 
We’re going to see that adoption continue to happen. 
As that attack surface significantly grows, we have 
to think about governance and ensure that those new 
edges are protected.

SARJAKOSKI: From a manufacturing perspective, 
if we take a step back and think about the recent 
incidents in the news with massive shutdowns 
and delivery problems, even reducing GDP of 
whole countries, it’s the financially motivated 
ransomware and extortion attacks. AI-powered 
attacks and identity as a vector are top threats to 
the manufacturing sector, but at the same time, 	
we must recognize the rise in highly targeted 
nation-state activity aimed at stealing designs and 
other intellectual property. Key sectors under threat 
include drones, aerospace, defense, high tech, 
semiconductors and pharmaceuticals.

Critical Cybersecurity Gaps in 2026

FIELD: What is the biggest cybersecurity gap within 
your sector that must be addressed in 2026?

SARJAKOSKI: Each organization prioritizes based 
on their own risk analysis. I don’t want to be 
overly prescriptive, but on average, manufacturing 
organizations have gaps and blind spots in their OT 
networks - OT remote access, third-party contractor 
access, OT applications, industrial SaaS applications, 
AI SaaS applications, OT to Cloud conduits, 
manufacturing execution systems, maintenance 
management, configuration management and overall 
fragmented data for critical AI applications. Working 
toward closing those gaps with unified visibility, control 
and identity across that entire organization footprint is 
a good recommendation for many organizations.

AMENT: From a healthcare perspective, 
unfortunately, healthcare organizations still need 
to double down at least half of the industry and 
foundational security controls. Things like identity, 
legacy, technology debt and encryption. But 
the other portion of it - while it isn’t necessarily 
cybersecurity-related, it certainly is a differentiator 
for systems that have done this - is application and 
technology rationalization.

If you’re in a health system that has done significant 
acquisitions, mergers and divestitures, you’ve 
probably got a landscape across your environment 
that has multiple clinical systems doing the same 
things. Those could be EMRs, PAC systems and 
laboratory systems. When you have that as a CISO 
and you’ve got multiple boundaries that you’re 
trying to protect that haven’t been consolidated, 
that becomes challenging. I’ll probably step in 
for organizations that have moved beyond those 
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foundational security controls and have effective 
consolidation and governance around their clinical 
stack, and they just need to mature more around 
security operations.

I look at what these other industries do, certainly 
leading in healthcare. One example of that would be 
things like ISACs - financial services, manufacturing 
and retail have led there. I feel really good about 
where we’re at from a healthcare ISAC perspective. 
But because it’s such an interconnected ecosystem of 
organizations, one health system or many thousands 
of health systems may use the same partner that’s 
affected by a ransomware attack - that information 
sharing is just so vital during those incidents.

LEONHIRTH: For financial services, one of the 
largest gaps is identity, but it’s also visibility and 
control over identity because of this massive sprawl. 
Non-human identities constitute up to 80% of all 
identities, and they have access to things like API 
keys. We’ve got autonomous agents operating with 

excessive standing privileges now, and we still 
have to rely on fragmented security operations to 
manually triage and deal with workflows.

Overall, the prevent, detect and response cycle 
needs to rapidly accelerate. The way firms in 
various sectors are addressing this, whether it’s 
banking, financial markets or insurance, we see 
a real motion toward adapting secure by design. 
If you have seen the open letter to third-party 
suppliers from JPMorgan Chase, it’s about enabling 
partners and almost requiring them to manage 
and support their initiatives around third-party risk 
by building security within our software. In other 
words, this relates to a famous quote, “We need 
secure software, not security software.” We need 
security embedded by design into our software so 
we don’t have to add things on later to make them 
secure. Secure by design is a big theme. Most of the 
industry is adopting it.

“Because Health-ISAC is such an interconnected ecosystem 
of organizations, one health system or many thousands of 

health systems may use the same partner that’s affected by 
a ransomware attack - that information sharing is just so vital 

during those incidents.” 
– Troy Ament, Global Industry Leader, Healthcare, Palo Alto Networks

https://www.jpmorganchase.com/about/technology/blog/open-letter-to-our-suppliers
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Improving Sector-Specific 
Cyber Resilience

FIELD: What can each of your sectors do differently 
to do better?

AMENT: A lot of health systems went through a 
transformation of having point-based solutions 
for their clinical systems. Why did we do that? We 
did that because we had enormous challenges of 
connecting those systems and integrating them. We 
had challenges of those systems becoming acquired 
and maybe becoming obsolete. We moved to single 
platforms. We were very strategic about it because 
we had challenges integrating the laboratory, getting 
to the hospital-based systems and getting to the 
clinic systems.

The same thing happened around radiology and 
pharmacy as well. In today’s world, our security 
teams are having the same challenges. It could be our 
network security teams or our identity security teams 
mapping that back to our security operations center. 
Those are the same challenges that we’re facing in 
both the clinical space and we’ve solved that, and 
we’ve overcome them.

My advice to a lot of the organizations is simplification, 
ensuring visibility within your security operations and 
making threat hunting gets much more effective. The 
threat hunters who work in our security operations, they 
don’t want to be working on level one and level two 
incidents. It just doesn’t provide value to them in the 
long term within their career. What we can be doing is 
leveraging security tools to perform automation and 
enable threat hunters to work on more critical tasks. 
Organizations should also be able to find more threats 
more quickly through that automation, securing the 
environment as well.

Lastly, leverage expertise. Expertise is important 
because I didn’t fight a security incident every single 
day within my environment as a former CISO, but I 
had partners who had that experience, and they were 
enabling these threat defenses against the adversaries 
every single day. They knew what the next step the 
adversaries were going to take. It’s important to have 
a partner that has that expertise, who know what the 
adversaries are doing today and what their next steps 
are going to be, and then helping the security team 
during a significant incident.

SARJAKOSKI: For manufacturing, most breaches 
are enabled by exposure, not attacker sophistication. 
Systematically mitigating those exposures matters. 
For the various types of social engineering attacks, 
the browser endpoint and identity can make a huge 
difference. For effective IT-OT segmentation, which 
limits the exposure to the sometimes vulnerable 
OT environment, and 70% of the OT attacks 
originate from the IT infrastructure. New technology 
introduction is a fundamental business requirement 
for manufacturing, but how do you drive a strategy 
where you secure all of your AI, all your identities and 
data, and avoid introducing new vulnerabilities? 
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Achieving seamless collaboration between InfoSec 
teams, emerging OT security teams, engineering/OT 
operations and broader security operations remains 
a work in progress. On average, organizations still 
face significant challenges in building effective 
coordination across these groups.

LEONHIRTH: In financial services, you said security 
is solvable. I’m not sure it’s ever solvable. It might be 
manageable. It’s all about being agile and managing 
change. We may never solve everything, but we 
certainly have to manage our environments to keep 
up. Within our sector, it’s about shifting from reactive, 
siloed point products for security.

Everything we do is about resilience, and that is how 
it will continue to be. There are two other priorities. 
One is identity security in terms of implementing zero 
standing privileges and just-in-time access. Those 
are going to be critical to solving things differently. 
And the second is we’re seeing a lot of momentum in 
secure access, things like bring your own device with 
secure browsers. Secure browsers can now defend 
and isolate sensitive financial data on those endpoints 
and allow us to protect our corporate and business 
users, so they’re not just left to defend against 
everything by themselves. Those are the two things 
we’ll see that become solvable here.

Closing Security Gaps Effectively

FIELD: How do security leaders go about securing the 
gaps that attackers rely upon the most for success?

BRADY: It’s all about strengthening identity 
governance across the human part of the workforce 
and the agentic part of the workforce. NHI is becoming 
highly prevalent within the corporate environment. 

The starting point is understanding how to secure a 
wide range of identities and putting playbooks in place 
to address anomalous activity. In essence, it begins 
with getting the fundamentals of identity security right.

The other thing involves enabling your security 
operations professionals to leverage and harness the 
power of AI. The attackers are obviously leveraging 
it. Letting AI handle the signal-to-noise ratio and 
then letting those threat hunters, through their years 
of expertise and training, go after the adversaries, 
going after the things that are most important from a 
detection and response standpoint, is vital. The key 
challenges are identity and speed - how defenders 
can shift their approach, take control from attackers 
and become far more proactive in this space.

SARJAKOSKI: I would say “know your enemy.” There 
is a lot of industry-specific threat intel available about 
threat actors, TTPs and IOCs, so that you can focus 
your controls and detections to where it matters the 
most. In order to do so, what you need to have is 
holistic visibility across your entire digital footprint 
for manufacturing, IT, OT, cloud, SaaS, AI agents 
and remote connections, and have unified policy and 
identity constructs across all of that.

AMENT: Healthcare organizations are evolving, so 
having governance embedded in business operations, 
clinical operations and having your teams out there 
knowing what’s changing in your environment are 
important. It could be something as simple as a new 
laboratory device being implemented in the pharmacy 
or implemented in the laboratory that’s doing flu tests. 
And that previous device may have been very secure, 
but the new one might have a new vulnerability. 
Making sure that you’re connected to the business, 
both from clinical and operations perspectives, 		
is very valuable.
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We are all invested into Health-ISAC along with 
Unit 42 in our industries. Our customers can leverage 
that information, talk to peers, talk to them about 
an incident that occurred within their environment, 
learn from their partners within the ecosystem to see 
and understand what they’re doing so that they’re 
leveraging the most secure partners that are out 	
there. Those are all things that organizations can 
continue to do.

LEONHIRTH: Partnerships and visibility are key. 
In most industries, the security teams are trying to 
consolidate their security telemetry into a unified 	
view. Palo Alto Networks has acquired a new 
observability platform called Chronosphere that 
addresses this. The idea is to start to eliminate the 
blind spots and use automation and AI to detect and 
contain lateral movement at machine speed and help 
humans be more successful. It’s not about replacing 
jobs in our field. It’s going to be about making the 
limited resources we do have on the human side 	
much more effective.

BRADY: Visibility is critical because a lot of 
organizations typically focus on gaining visibility 
internally and probably not enough externally. We 
are working with an Intel provider like Unit 42 to say, 
“Here’s a third or fourth-party supplier that’s been 
breached and we’re able to know that before they 
might even know it and put in the right protections in 
place on our end to stop any residual risk.”

Everything we’re doing from a cybersecurity 
standpoint on the defensive side of things should be 
intelligence-driven. We’re doing that on the business 
side of things when businesses are trying to enter into 
new markets. We are putting more emphasis on both 
internal and external visibility, which helps reduce a lot 
of the blind spots.
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“The top threats [within financial services] are centered on 
credential theft, data theft of PII and being able to get access to 
unmanaged devices to steal payments and trading credentials.”

– Paul Leonhirth, Global FSI Lead, Palo Alto Networks

Strengthening Incident 
Response Readiness

FIELD: How can security leaders strengthen and test 
their incident response readiness?

BRADY: The most common way is through tabletop 
exercises. It’s practice makes perfect. If you’re 
prepared, you’re going to be better able to play in the 
game. Things like tabletop exercises, working with 
pen testers and adversary emulation capabilities are 
helpful. That’s the best way from a rinse-and-repeat 
approach standpoint to get your first responders 
ready to handle what’s coming at them. As time 
goes on, you’re not only understanding where 
the gaps are from a control standpoint and from a 
visibility standpoint, but also where the gaps are 
in communications when you’re communicating 
between cyber defenders or other personnel within 
your organization. Because you’re going to need to 
work with your legal team and communications team 
if you’re responding to certain types of incidents.

Those types of exercises are absolutely 
invaluable and need to be performed on a regular 
basis by organizations. 

LEONHIRTH: In the financial services sector, we’ve 
got a robust way to do more hands-on keyboard 

simulations within our cyber ranges, and the value 
comes from bringing non-security people into the 
mix to test your resilience. And that would involve 
legal and communications, and maybe even HR and 
other parts of the business that maybe are not up 
to speed on how security deals with an ongoing 
incident. There is a move toward doing automated 
red teaming across the application stack. We’ve got 
capabilities now to provide continuous AI red teaming.

SARJAKOSKI: From a manufacturing perspective, 
manufacturing CISOs extensively leverage tabletop 
exercises. Higher up in the organization, you’re able 
to run it maybe even with the board of directors. 
That way, you develop more awareness. But then 
further down, there’s also the SecOps perspective, 
where you need to understand how to bring all of 
your data under a unified SOC so that you have a 
data platform and you’re able to break down the 
silos between those environments to fight AI with AI 
so that you can protect against the new AI-powered 
threat vectors. It is required to understand how to 
bring that AI ability into your SOC response.

AMENT: Some experience that I’ve seen that’s 
been effective in healthcare is bringing a CEO, 
a COO and a CFO from another health system 
who have experienced this firsthand where their 
clinical operations has been massively effective. 
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We’ve seen that to be powerful within healthcare 
because what it does is it puts peers together, 
put physicians together with CFOs. The CFO 
understands, “Gosh, this is the thing that affected 
my revenue.” The CEO will say, “This really affected 
our brand.” And the physician’s going to talk about 
how that affected patient care.

That’s powerful, doing that within a tabletop exercise 
with a peer organization. There are organizations 
within the Health-ISAC umbrella that are willing to do 
this, but then you also need to have a partner at the 
table that understands the threat and is examining 
your organization, and how you’re built, where your 
strengths are, where your weaknesses are, and 
brings those to light and challenges you. Because 
sometimes when you’re running your operation, it’s 
hard to see the blind spots. It’s hard to look in that 
mirror and see the defects.

Evaluating Cybersecurity 
Vendor Capabilities

FIELD: What questions do our viewers need to 
be asking about the capabilities of their security 
solution vendors?

AMENT: Within healthcare, reimbursements are 
tough. How can I do more with less? We are at 
a critical stage right now where we’ve got that 
opportunity to leverage automation and AI within 
our security operations. We’re also at a point from 
a technology security perspective where there are 
platforms out there that can simplify the environment. 
In healthcare, that simplification has driven value.

SARJAKOSKI: They should be asking: How can I 
help reduce complexity, eliminate silos and improve 
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the operational efficiency of our security? Ultimately, 
the goal is to close the gaps that threat actors are 
currently exploiting. Manufacturing environments, 	
in particular, are highly complex and heterogeneous, 
combining legacy systems with modern digital 	
assets. What manufacturers need is security that 
simplifies this landscape - not solutions that add 
further complexity.

LEONHIRTH: The key question is: Is the solution 
going to consolidate our fragmented tool 
environment or does it add to our complexity? 
We see a lot of large financial institutions 
going through every year or so through a tools 
rationalization effort to survey the inventory of all the 
overlapping functions and features they have and 
figure out how to reduce the number of vendors they 
have to deal with because of the third-party risks 
and operational risks.

The question for AI is: Are these AI capabilities going 
to meaningfully or measurably improve my cyber 
resilience or are they just going to speed things up? 
Because sometimes faster information doesn’t 
necessarily yield the kind of result you want. Then 
lastly, how does the platform secure the entire 

ecosystem from code to the cloud and address 
emerging AI applications and agentic agents at the 
same time? You need to have a 
holistic view around data and the operational 
improvements that can be yielded from 	
observability across the full stack.

BRADY: For somebody who has worked at a number 
of different organizations, I would say ask them: 
What are your products doing to solve some of 
these threat trends? From a speed perspective, 
are your products leveraging AI to help combat 
the AI enablement used by threat actors? From 
an identity standpoint, what are you doing to help 
us better secure identities, identify anomalies and 
how the identities might be used from a supply 
chain standpoint? How are you helping identify risk 
exposure? How are you helping figure out ways to 
lock down the expansion of threat actors moving 
from one attack surface to the other?

If you’re a vendor and you’re not addressing the 
problems that you’re talking about, then there’s 
going to be more questions than answers that come 
up from a customer point of view.
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provides education, research and news that is specifically tailored to key vertical 
sectors including banking, healthcare and the public sector; geographies from 

North America to Southeast Asia; and topics such as data breach prevention, 
cyber risk assessment, OT security, AI and fraud. Our annual global summit 
series connects senior security professionals with industry thought leaders 

to find actionable solutions for pressing cybersecurity challenges. 
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