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In this eBook, Palo Alto Networks Unit 42® and Commercial experts break down the evolving threat 
landscape and what it means for organizations in 2026. Drawing on key findings from the new 2026 Unit 42® 
Global Incident Response Report, the experts share data-driven insights and guidance on modernizing 
security strategies through stronger detection and response, the impact of enterprise browsers on user 
security, and the role of managed services. 

Some key takeaways from this eBook include:
 
•	 Insights from the Unit 42® report on emerging attack patterns, ransomware trends and adversary tactics 

targeting commercial organizations; 

•	 How Cortex XDR® improves cross-environment visibility, how Unit 42® MDR strengthens 24/7 threat 
detection and response, and how next-generation firewalls enhance network-level protection against 
sophisticated attacks; 

•	 Why securing privileged access with Prisma Browser is essential to reducing credential theft and 
session hijacking risks in modern hybrid environments; 

•	 Strategic recommendations for aligning detection and response investments with real-world threat 
trends, and important considerations when sourcing and evaluating security vendors.
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2026 Global Incident Response
Report Insights

TOM FIELD: Can you share some insights from the 
latest 2026 Unit 42® Global Incident Response Report? 

CUONG DINH: The 2026 report is a real wake-up 
call because it shows we’ve had a critical inflection 
point where attack speed and identity have 
converged. There are four major highlights that 
every leader needs to have on their radar. First, we 
are seeing that the attack timeline is compressing 
at a staggering rate. In the fastest cases our teams 
investigated, attackers went from initial access to 
full data exfiltration in just 72 minutes. To put that 
into perspective, it is four times faster than what we 
saw last year. Second, identity has officially become 
the primary weapon for adversaries. Weaknesses 
in identity play a role in nearly 90% of our 
investigations. Attackers aren’t breaking in anymore. 
They are simply logging in using stolen credentials 
and tokens. Third, the browser has emerged as a 
primary battleground. Nearly half of the incidents 
we tracked involve some form of malicious 
browser-based activity. This is because the browser 
is now where the vast majority of enterprise work 
lives. Finally, attack complexity is growing. Almost 
90% of the intrusions we saw weren’t limited to one 
area. They span multiple attack surfaces, moving 

from endpoint to the cloud and SaaS platforms, 
making siloed defense almost impossible.  
 
Recent Threat Landscape Evolution 

FIELD: How has the threat landscape evolved since 
last year’s report?

DINH: The evolution since our 2025 report has been 
defined by a shift in how attackers get paid and how 
fast they move. The biggest change is that extortion 
is decoupling from encryption. A few years ago, 
ransomware meant your files were locked. Today, 
encryption was only present in 78% of our cases, 
a sharp drop from the 90%+ we saw previously. 
Attackers are realizing they don’t need to lock your 
files to get paid. They can just steal the data and 
threaten to leak it, which is much faster and harder 
to detect. We’ve also seen a massive velocity shift. 
As I mentioned, the fastest attacks are down to 72 
minutes. But even more concerning is that over 20% 
of all incidents now reach full exfiltration in under an 
hour. Finally, supply chain risk has expanded. It’s no 
longer just a vulnerability in a piece of code. It’s now 
about the misuse of trusted connectivity. Attackers 
are exploiting SaaS integrations and vendor tools to 
bypass the perimeter entirely. In fact, SaaS-related 
breaches jumped significantly in our data this year.

“Attackers aren’t breaking in anymore. They are simply logging 
in using stolen credentials and tokens.” 

– Cuong Dinh   |   Principal Consultant, Palo Alto Networks
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Commercial Sector Threats

FIELD: What threats pose the greatest risk to 
commercial organizations today? 

DINH: For the commercial sector, the stakes have 
never been higher because the perimeter we knew 
has effectively dissolved into two things: identity 
and the browser. When you consider that 65% 
of initial access is now driven by identity-based 
techniques, commercial organizations are the top 
targets for credential theft and social engineering. 
Enterprise exposure is rising. The median initial 
ransom demand we saw this year hit $1.5 million. 
To stay ahead, we’re advising commercial leaders 
to focus on three pillars. One, secure the browser. 
Since most work happens in a browser tab, 
deploying a secure enterprise browser is essential. 
This allows you to wrap security controls directly 
around the session, which stops credential 
harvesting at the source. Two, prioritize extended 
detection and response, or XDR. Because 87% of 
attacks cross multiple environments, you cannot 
rely on disconnected tools. You need a platform 
that stitches together endpoint, network and 
cloud signals into one single view so you can see 
the whole story of an attack in real time. Finally, 
modernize network protection. Even with great 

identity controls, you still need a next-generation 
firewall to block command-and-control traffic and 
stop lateral movement. It’s about creating a 
zero-trust environment where even if an attacker 
gets a foot in the door, they have nowhere to go.

MARTY LEE: One of the key areas discussed is the 
enterprise browser space, because getting insights 
into what people are doing on the web has, for a long 
time, been a challenge within network security. For the 
longest time, we’ve had to tell people to do decryption 
or packet inspection, and it’s just such a barrier to 
entry. There are so many requirements, so many 
different things happening in terms of certificates that 
make it challenging. All of that goes away once you go 
to the browser. You’re able to see what’s happening 
live, and it changes what you have from an actual 
insight standpoint and your ability to respond.

LUIZA KLAUS: From a SOC standpoint, we see a lot 
of our commercial customers having to do manual 
correlation, which is a huge liability. If you have to 
create a rule to find something, that means you have 
to know what you’re looking for. A lot of times we 
don’t know what we’re looking for with these types 
of attacks. If your SOC is not powered by automation 
the way attackers are today, you’re going to 
struggle, and that’s what we’re seeing.
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Vulnerability in Hybrid Environments

FIELD: Where are customers most vulnerable to 
attacks across hybrid environments? 

LEE: The area I’ve seen the most is shadow 
IT and shadow AI. It’s one that we’ve talked 
about for a long time. You can only know what’s 
going on if you have full visibility, and that has 
expanded into what it means to have shadow 
AI. Everybody, whether a normal employee or 
executive staff, anyone on the development 
side, is using AI in some way to assist their work. 
There’s a huge challenge around what it means 
to have sanctioned versus unsanctioned versus 
tolerated AI, and where organizations can see 
those boundaries. As we continue to grow into 
hybrid environments, more and more employees 
are working remotely or in other locations, making 
it harder to know truly what they’re doing. Having 
that true insight as well as addressing permissive 
overreach when it comes to availability and access 
are critical. Identity is a huge issue as a whole, but 
overall, shadow IT evolving into shadow AI has 
probably been one of the biggest vulnerabilities 
I’ve seen in hybrid environments.

KLAUS: To add to the identity point mentioned, 
identity silos are a huge problem we’re seeing. A lot 
of times the SOC doesn’t have visibility over SaaS 
logons, cloud IAM and information that’s critical 
to understanding when an attacker is bypassing 
something like multifactor authentication.
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Modern Day Detection and  
Response Struggles

FIELD: Where do customers struggle most with 
detection and response today? 

LEE: The other area where we run into challenges is 
whether organizations feel empowered to actually 
solve the problem. What I mean by that is there are 
so many organizations in the commercial space that 
are growing, sometimes moving from being a small-
sized business to a medium-sized business or from 
a medium-sized business to a large-sized business. 
Having the autonomy and authority to make those 
decisions, whether in-house or by recognizing 
they’ve reached the scale where they need to invest 
more in their response strategy, is critical. Some 
of that means reaching out to Unit 42®, preferably 
earlier, and more proactively than reactively. But 
even then, understanding what managed services 
mean is important. There are plenty of customers 
I talk to regularly who would love to have a 
full-service SOC, but the ability to pay for it, staff 
it and everything else just isn’t there. We’re seeing 
more and more organizations leaning into what 
managed services can offer on that front.  

KLAUS: Consolidating the data into a single pane of 
glass is key to being able to detect and respond in a 
timely manner. We see a lot of our customers growing 
faster than normal, and having a managed SOC or 
a team with that experience that can grow with our 
customers is going to be key.

The Palo Alto Networks Approach 
 
FIELD: How is Palo Alto Networks helping commercial 
customers improve detection and response?

KLAUS: We talk about SOC transformation a lot with 
our customers, but it goes beyond that because our 
solutions don’t just address what’s going on in the 
SOC, they address what’s going on in the cloud and 
in the network. We take that information and give it to 
the SOC teams to understand what happened from 
beginning to end, but also to automate responses 
and prevention so that you’re not looking for things 
because we’ve stopped them before they could keep 
going. Our next-generation SIEM solution has helped 
a lot of our customers get there, and we have a range 
of additional capabilities on the network side.
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LEE: One of the areas that has separated what we 
can do from a security standpoint is something 
we’ve been talking about for a long time, which is 
platformization. At first, I’ll even admit I thought it 
might’ve been a marketing play: “Hey, wouldn’t it 
be great if everybody bought everything from Palo 
Alto Networks?” What makes it different, and what it 
means from an actual impact standpoint, is how well 
everything integrates. There are so many instances 
I’ve seen, whether with others in the market or 
customers I talk to, where they’ve bought so many 
different pieces of different solutions, and the right 
hand doesn’t quite know what the left hand is doing. 
We’ve built that natively into our platform, so if a 
customer is using our enterprise browser, the alerts, 
security rules and insights we can see there are the 
same across the network. Those same alerts, that 
same threat intelligence, what we’re seeing and 
our ability to act on it, feed directly into our Cortex 
platform and directly into our cloud security. Having 
that capability across everything we’re doing, and 
shortly being able to add CyberArk from an identity 
pillar, is going to change so much of what we can do 
to simplify people’s lives and increase their security 
posture. Because we’re not saying buy everything 
from Palo Alto Networks just because we want you 
to. We’re saying go that direction because of how 
well everything works together. It can reduce your 
frustration and increase your ability to respond more 
effectively, without putting yourself at greater risk.
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Case Studies on Platformization

FIELD: Can you share any case studies or results 
that illustrate this platform approach? 

LEE: We had a customer that went through 
this a couple of months ago. It was one of our 
larger opportunities, an early Palo Alto Networks 
customer who ended up spending about eight 
times what they had originally purchased with 
us, because they believed in what they could 
see. They had started with just a small firewall 
footprint. From there, conversations grew to cover 
executive strategy, overall architecture, security 
goals from the CIO and CISO, and even where 
they wanted to be from a business perspective 
three years from now. And then somebody asked 
the important question: Why wait three years if 
you can do it today?

They went through the process. They are going 
through that transformation now, leaning in 
across the board, moving into XDR, joining us on 
the journey toward SASE with Prisma Access, and 
adopting the enterprise browser. They are truly 
embracing the platform because of how much it is 
going to simplify their environment. They’re going 
from roughly 45 security tools down to about six 
from us. The results so far have shown the value 
of what we can provide.

KLAUS: From the perspective of tool consolidation, that 
was a key win for us and for the customer. But the other 
win for the customer was mean time to detection and 
mean time to response going from days, sometimes 
weeks, to minutes, to understand what happened and to 
stop it. The value is there, and our customers are slowly 
but surely starting to see it. 
 
Aligning Detection and Response With 
Modern Threat 

FIELD: What are your recommendations for aligning 
detection and response investments with today’s 
threat landscape?

DINH: This is the question that gets to the heart of 
why we do this research. If you look at the data, the 
biggest takeaway for 2026 is that we can’t keep 
throwing more tools at the problem. We have to 
change the strategy of how these tools work together. 
I have three main recommendations. First, we have to 
move away from siloed defense. Our report shows that 
87% of intrusions aren’t hitting just one spot; they’re 
bouncing from endpoints to the cloud to a SaaS 
app. If your team has to jump between five different 
consoles to piece that story together, you’ve lost the 
race. You need to invest in a unified detection and 
response platform that stitches those signals together 
automatically. It’s about having one clear timeline of an 
attack instead of five different fragments.

“Shadow IT evolving into shadow AI has probably been one of 
the biggest vulnerabilities I’ve seen in hybrid environments.” 

– Marty Lee   |   Technical Solutions Director, Palo Alto Networks
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Second, you have to solve for speed through 
automation. When the top tiers of attackers can 
exfiltrate your data in just 72 minutes, manual triage 
is a luxury you don’t have. The recommendation is to 
move investment toward AI-driven automation. The 
goal isn’t to replace your analysts, it’s to clear the 
noise off their desks. If automation can handle the 
first five minutes of an incident, like isolating a host 
or revoking a token, it gives your human experts the 
breathing room they need to handle the actual crisis.

Finally, you have to treat identity as your new 
perimeter. With identity a factor in 90% of our cases, 
that’s where the budget needs to go. We’re moving 
away from static security, where you’re safe just 
because you logged in, to continuous verification. 
You want tools that are constantly checking: Is this 
user still who they say they are? Is their device still 
healthy? Is this behavior normal for this hour of 

the day? If you secure the identity and you secure 
the browser, you’ve neutralized the primary way 
attackers are getting in today.

LEE: The first and probably biggest thing I tell people 
is: don’t wait. There are so many times people are 
trying to decide where they need to go, or they 
know they have severe challenges, or they’re trying 
to understand what it means to actually secure their 
environment and their architecture. No customer is 
too small. No problem is too big. Don’t wait. Reach 
out. We’re here to help.

KLAUS: The only thing I’ll add is that we keep 
solving problems with products and we keep adding 
on because we’re trying to solve for one small thing 
when there’s a larger thing we need to solve for. 
I tell our customers: Take a step back, let’s talk about 
where you want to be, and let’s get you there.
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Learn More on Palo Alto Networks’ 
Capabilities

FIELD: Where can our viewers learn more about the 
threat landscape and Palo Alto Networks’ capabilities? 
 
DINH: This is a great place to wrap up. While we 
covered a lot of ground today, there’s much more 
data available to help you secure your specific 
environment. First, if you found the stats shared 
today useful, like the 72-minute exfiltration window, 
you’ll want to download the full 2026 Unit 42® 
Global Incident Response Report. It’s packed with 
deeper dives into these trends and includes specific 
checklists for defenders that we couldn’t fit into 
today’s session. Second, for those who want to stay 
updated in real time, I recommend bookmarking 
the Unit 42® research blog. Our threat intelligence 
teams are constantly publishing deep dives into new 
adversary tactics as they emerge, which is a great 
resource for staying one step ahead. Finally, if you’re 
looking at your own stack and wondering where to 
start with things like secure enterprise browsers or 
XDR, you can find detailed architectural guides and 
resources on our main website. 

The best next step is often a conversation. We 
have experts who can walk you through a proactive 
readiness check to see how your current response 
plan holds up against these 2026 benchmarks. 
We are eager to help you turn these insights into a 
concrete action plan for your organization.

LEE: Unit 42® resources are incredible, and keeping 
up with those blogs is something I do myself. There’s 
also a lot of great content on our podcasts, particularly 
Threat Vector, as well as our YouTube channel. We 
have our Palo Alto Networks user group, called Fuel, 
and it’s a great way to connect with other customers 
and hear what they’re seeing. We’re constantly hosting 
webinars and in-person events to keep you more 
engaged. For me, it’s Threat Vector, our YouTube 
channel and Fuel. 

KLAUS: If you want to dive deeper into your 
architecture to understand what you’re doing today 
and where you want to be in the future, reach out to 
our account team. Get us involved.

“If your SOC is not powered by automation the way attackers are 
today, you’re going to struggle, and that’s what we’re seeing.” 

– Luiza Klaus   |   Domain Consultant Manager, Palo Alto Networks
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