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Legacy detection and response are no longer enough. As revealed in the 2026 Unit 42® Global Incident 
Response Report, threat actors are now leveraging AI to accelerate the attack life cycle, leaving traditional 
SOCs hampered by disconnected tools and manual workflows struggling to keep pace.

Traditional SIEM architectures are reaching a breaking point. To defend against AI-powered threats, 
organizations must move beyond manual “human-scale” security to an “AI-scale” SOC. Get a deep dive 
into the 2026 threat landscape where we will explore the four major trends redefining global risk.

In this eBook, we will discuss:
 
•	 Insights from the 2026 Unit 42®️ Global Incident Response Report: What the data tells us about the 

current speed of exfiltration and the shift in attacker tactics;
•	 The AI burden: How AI-driven attacks are overwhelming understaffed teams and where legacy SIEMs 

fail most;
•	 Fighting AI with AI: A practical look at how Cortex XSIAM® transforms security operations by 

automating the heavy lifting of detection and response;
•	 The blueprint for an AI SOC: The critical questions security leaders must ask to close the gap between 

detection and remediation.

Don’t just manage the noise - learn how to build a SOC that outpaces the adversary.

Clay Brothers
Senior Technical 

Consulting Director, 
Palo Alto Networks

Principal SecOps Advisor, 
Palo Alto Networks

Trevor Stuart

https://www.paloaltonetworks.com/resources/research/unit-42-incident-response-report
https://www.paloaltonetworks.com/resources/research/unit-42-incident-response-report
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Insights From the Global Incident 
Response Report

TOM FIELD: What are your insights from the latest 
2026 Unit 42 Global Incident Response Report?

CLAY BROTHERS: First is the collapsing attack life 
cycle. We’re seeing attacks are now happening four 
times faster than what we captured last year. In our 
fastest cases, attackers were moving from that initial 
access to data exfiltration in just under 72 minutes 
compared to five hours previously. So that attack life 
cycle is collapsing.

Second is the identity as the new perimeter. 
We’re seeing attackers more often leveraging 
material weaknesses in identity posture, and they’re 
actually logging in with real credentials rather 
than breaking in with exploits - about 90% of our 
incidents involved identity.

Third is encryptionless extortion. The past couple 
of years, we’ve seen this trend. A couple of years 
ago, the trend was you encrypt data, you hold it for 
ransom and you ask for a payment. Now, attackers 
are doing that less and less. They’re opting for faster, 
quieter data theft and business disruption rather than 
encryption and looking for that payment.

Fourth is preventable gaps. Oftentimes in incident 
response, we think attacks are happening in a 
unique, impossible way to prevent or detect. But in 
reality, in 90% of 750 incidents that we captured last 
year, they were addressed with preventable gaps, 
things like limited visibility, inconsistently applied 
controls and excessive identity - the common things 
each and every customer of ours is looking into.

Fifth is a browser-based battlefield. We’re seeing 
48% of our incidents involve browser-based 
activities, up from just 44% last year.

Four Major Trends Identified in the Report

FIELD: What are the four major trends you have 
identified that are impacting the global threat 
landscape this year?

BROTHERS: The four major trends are no surprise to 
anyone. AI is the force multiplier. We’re seeing that AI 
is allowing lower-skilled attackers to cause business 
disruption. For advanced operators, they’re able to 
move a lot more at scale. When a new vulnerability 
is announced, we’re seeing it just takes 15 minutes 
for those threat actors to scan and identify those 
vulnerabilities for exploitation.

“AI has lowered the barrier of entry, so even less sophisticated 
actors can now execute attacks that were once limited to highly 

resourced APT groups.” 
– Trevor Stuart, Principal SecOps Advisor, Palo Alto Networks
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The second trend is identity as the most reliable 
path to success. We’re seeing that 65% of initial 
access is tied to identity, such as social engineering, 
credential misuse, brute force attacks and breach 
credentials on the darkweb. They’re leveraging these 
weaknesses and identity to gain that initial access.

The third trend is the expanded software supply 
chain. Everyone is familiar with the Salesloft 
Drift incident. We’re seeing a surge of about 3.8 
times. We’re seeing attacks leveraging that SaaS 
application. That was 23% of all of our cases in last 
year where attackers are leveraging those trusted 
libraries in SaaS apps to be able to gain initial access 
and cause widespread business disruption.

The fourth trend is the evolution of the nation-state 
attacker. Nation-state attackers are working on 
persona-driven infiltration. This is oftentimes seen 
where they are applying for real jobs, using fake 
personas, fake resumes, interviewing, obtaining the 
job, working for a few months and delivering value, 
all while gaining deep trust and deep access to 
critical data for exfiltration.

SOC Must Match Attack Speed

FIELD: What’s the message to SOC leaders based on 
the four trends you have identified?

BROTHERS: Maintaining a SOC is a difficult job, but 
the message is first aligned to the attacker speed. 
During initial access, data exfiltration just takes about 
72 minutes. You have to align with that or be better 
than that. The world of manual triage, investigation 
and response is a thing of the past. You must deeply 
integrate your SOC, your detection and response, 
and rely heavily on automation to match this pace.

Detection Gaps in Legacy SOC Models

FIELD: Where do you see the biggest gaps in 
traditional detection and response?

BROTHERS: The biggest gaps we’re seeing is 
traditional SOCs oftentimes rely on manual correlation 
rules. Rules that have been in place for many years 
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are aligned with some compliance requirement 
or business requirement. Attackers are able to 
morph their attack in a variety of different ways to 
evade manual detection rules. You must rely on a 
SaaS-based model that’s able to constantly look for 
suspicious or malicious activity beyond what you’ve 
configured in your SIEM.

SIEM Struggles With Data and Correlation

FIELD: Where do you see legacy SIEM architectures 
struggle the most today?

TREVOR STUART: They struggle with data, data and 
more data. The traditional model of having limited 
visibility into what you need from a data perspective to 
say that you are properly ingesting the right things from 
the right sources at the right time is a huge struggle 
with legacy SIEM architectures. If I were to double 
down outside of the data, it would be correlation. 
Far too often, whenever I’m talking to organizations, 
specifically at the practitioner level, we start uncovering 
how much time they are spending on detection 
engineering. It’s a significant portion of their job. With 
the pace in which attack landscapes change, these 
landscapes move even quicker.

Having the ability to have a fully staffed team to go 
into the SIEM-specific querying language to tune out 
maybe a new thumbprint or a new behavior in existing 
correlation roles, is impossible. You’ll have to start 
thinking about what the SIEM can do for you from an 
adaptive perspective on those rules. Are these static 
rules that you’re bringing in once in a blue moon? Or 
does the system itself have the ability, with common 
threat intelligence, to adapt to those rules based upon 
the new threats that we’re seeing outside, but giving 
you that benefit on the inside?
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AI Lowers Barrier, Speeds Attacks

FIELD: To what degree are AI-powered attacks a 
game-changer, adding further burden to understaffed, 
overworked SOCs?

STUART: I am never going to claim to be a red teamer, 
and I always tell customers and organizations this 
very transparently to paint the true picture. It is the 
lower barrier of entry. Traditionally, you have to have 
APTs that are backed by hundreds of billions of dollars 
to have the sophisticated attacks that are carried out 
rampant speeds and are impossible to defend against. 
But now, any script kiddie or anybody who knows how 
to ask a question to conceptually understand how to 
carry out an attack can, with an LLM, carry out those 
attacks at a much lower level of entry. What that does 
is it directly correlates to that fourfold times in terms 
of speed that we saw from 5 hours now down to 72 
minutes from initial access to data exfiltration.

The sheer speed and adaptability of the attacks that 
are fueled by AI are very difficult to defend against. If 
you’re purely relying on traditional mechanisms from 
a detection engineering perspective or even some 
of the non-behavioral-based detection mechanisms 
that the data sources downstream are your primary 
defenses, you’re already starting way behind that 
eight ball.

Enhanced Visibility, Automation, Data 
Quality With XSIAM

FIELD: How are you helping to change the SIEM 
game with Cortex XSIAM?

STUART: Looking at other organizations that have 
different types of SIEMs from a platform perspective 
that are out there for customers and organizations 
to consume, when I moved into Palo Alto Networks, 
there was an immediate “aha” moment for me 
coming from an outside blue teamer to now being 
a defender for customers on the inside here at 
Palo Alto, which is going to be the sheer amount of 
connectivity and capabilities we have to provide to 
give customers the true visibility they need in their 
SIEM. A lot of the vendors out there have a great 
first-party coverage scenario or game plan, but 
as soon as you start thinking about other security 
vendors or application sets that you need to bring 
in from a visibility perspective, often teams are 
left doing some type of coding, whether that’s a 
lightweight codeless platform or some type of 
custom configuration with the downstream app 
team in order to get the right data in.

There is just not enough time or enough headcount 
for a lot of these organizations to say that they 
can do that at scale. So from a Cortex XSIAM 
perspective, what might seem limited in other 

“We’re seeing attacks happening four times faster than what 
we captured last year. In our fastest cases, attackers moved 

from initial access to data exfiltration in just under 72 minutes, 
compared to five hours previously.”

– Clay Brothers, Senior Technical Consulting Director, Palo Alto Networks
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platforms, we have over 1,200 different ways from 
a connectivity perspective to start tagging and 
bringing in information from applications and data 
sources that you need in your SIEM. This is not 
going to be a bunch of custom coding. These are 
going to be common API configurations that are 
going to be in our marketplace that will allow you in 
a few clicks to have a much broader stroke from a 
visibility standpoint in making sure you could answer 
that question of: Can we bring that in? We have the 
ability to control what data from a transformation 
perspective we can bring in that’s going to give us 
the best data quality, which will then allow us to use 
good data to get great outcomes.

A lot of times when you’re looking at platforms, 
that data model is going to be what can make or 
break you. In the world of AI and agentic SOC 
platforms, we all know AI is only as good as the data 
you give it. If I’m looking at what I would classify 
as an ineffective traditional SIEM with a bunch of 
discombobulated data types and data structures, 
the agentic capabilities that could be there for you 
to be empowered by are going to have really poor 
outcomes because of different schemas, lack of 
context, lack of clarity and maybe several false 
positives coming in. Within XSIAM, we have various 
models that are running over that data to bring it 
to a unified structure, which gives you that clean 
foundation where now I, as an analyst, will either 
have better outcomes from my own decision-making 
tree, or maybe I have your traditional automation 
through our playbook library that will have great 
ability to parse through that data and have good 
outcomes driven from it.

But then ultimately, how can I start adopting 
agentic capabilities? Now, that AI system will have 
a clean data model to make the best contextual 

recommendations and take action on your behalf. 
Those are the few areas where I believe XSIAM is 
changing the game. We started as a platform that 
was a data lake under the hood. We had to be smart 
and intelligent about what we do with that data. But 
then, for our own use cases, we knew that we had 
to flip the model of being an analyst-driven SOC, 
which comes with a whole board of things that could 
potentially fall over to how we leverage  
automation first.

If you start looking under the covers of what’s 
going on within XSIAM, everything is automated out 
the gate down at the lowest possible level, which 
is fantastic because that would traditionally be 
something that maybe I or my colleagues would need 
our eyes on. Our automation-first approach on top of 
the data is going to be absolutely paramount and is a 
true game changer.

Fighting AI Threats With AI Defense

FIELD: Are you’re helping your customers fight AI 
with AI?

STUART: I do joke with my customers when I talk 
about that because it’s a buzz term, but when you 
start thinking about the tactical reality of what the 
XSIAM platform does, I can with 100% assurance say 
we are definitely doing that.
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XSIAM Delivers Scale, Speed,  
Efficiency Gains

FIELD: What results can you share?

STUART: I’m a big believer that there’s proof in the 
numbers. Let’s look at the example of a massive 
insurance and financial services company. They 
had around 35,000 endpoints that were removed 
from CrowdStrike, which was on the backend; their 
SIEM was Splunk and then they had XSOAR, which 
is our automation platform, and they went ahead and 
consolidated and migrated over into XSIAM. These 
numbers are almost jaw-dropping if you think about 
it. Let’s start with visibility.

Before XSIAM, they were analyzing 1,500 gigabytes, 
so 1.5 terabytes a day, which you would think, “Hey, 
that’s pretty visible. That seems to be quite a bit.” But 
you can tell because after XSIAM, they were doing 
9,000 gigs or 9 terabytes a day because they had the 
capabilities to hook into everything they truly needed 
to, and they were going into a unified data model, 
which gave the positive outcomes.

A lot of customers, they feel they have to make the 
decision on, “Well, if I put more into my SIEM, I want 
to have way more white noise and false positives 

I need to tune out due to multiple discrete data 
repository types or data structures.” And so they end 
up saying, “Let’s just not bring it in.” Within XSIAM, 
you could see they brought in 6x of what they were 
actually bringing in, which to any analyst would make 
them a little bit fearful because they would think, 
“Okay, great. I was having a ton of different data 
sources I had to go ahead and model through. Now I 
have to go ahead and maintain these at scale.” Well, 
they did 6x in terms of data, which came from almost 
four and a half times more data sources. And the 
natural thought would be, “Now I have more cases to 
go through,” which is true.

This 40x increase of actual cases or issues that 
were able to pop up that were having to be worked 
from this financial institution went up because we’re 
increasing the data detection per volume 6x of the 
capability we’re bringing in. All these numbers is a 
lot more going into XSIAM, we’re getting more data 
sources, we’re getting more visibility and we’re 
detecting more, which is ideally what you want to 
be able to say you can do as a defender. When you 
start thinking about the overall cases resolved by 
automation, we increase that too. This insurance and 
financial services company is doing right around 
60%. I have to say, 60% is pretty impressive for a lot 
of the organizations that we talk to day in and day 
out. But even still, as we were able to increase all this 
data and do all the increased detection capabilities, 
we’re also along the way still able to increase the 
amount of cases that were resolved by automation.

But the big numbers here that are most important to 
any CISO or risk officer and definitely the analysts 
or directors in SOC is going to be the incident 
closeout rate. They had very inconsistent results 
with their current tooling in terms of how they were 
able to close out incidents. What that looks like is 
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that day over day, week over week and month over 
month, this particular organization had cases that 
just went completely unanalyzed and were unable 
to be closed. In XSIAM, we were able to give them 
a confidence score of 99% of all the incidents that 
came into XSIAM, which is huge. Considering the 
mean time to contain the incidents, we were able to 
decrease that by 50%. They went from over an hour 
to contain an incident to 32 minutes, which is great.

We have all this automation. We looked at the 
headcount, the skilled individuals that we would 
assign to go look at triage, investigation, and then go 
down into the response and the containment aspects 
of the incident response plan. We were able to work 
with this organization and we redeployed five full-
time employees to be their standard tier=one triage 
analyst, and we were able to move them to  
become proactive threat hunters - that’s a huge 
success story.

Many times organizations feel they can’t be 
proactive. They have all these posture pieces coming 
in, they want to do red hunting and they want to do 
tabletop exercises, but because they’re inundated 
with being just forcefully going through a queue 
day in and day out, they can’t make that shift. All 
these numbers, and then the closeout rate, and 
then the decrease in the time to contain incidents as 
they’re coming in, have relieved those five full-time 

employees from being the detection engineers and 
from being the automation engineers, to now being 
able to do proactive things for this organization.

This was a huge success for anybody who’s maybe 
in the financial institution or those companies that are 
in FSI. The other example I could go ahead and bring 
up would be one of our GSIs. GSIs are obviously 
working with other customers. They’re going to be 
quite a massive entity. In this example, they had over 
90,000 users with 225,000 endpoints. They used to 
be a CrowdStrike, Splunk and XSOAR customer, and 
they also moved a similar stack to XSIAM. This was 
pretty incredible because they were already doing 
around 15 terabytes a day in Splunk, but they were 
able to do over 50 terabytes a day whenever we 
moved them into XSIAM, which is a 3.5x increase. 
That’s huge. The raw alerts went up 22 times. What 
does that mean? We detected 22 times more than 
Splunk was able to detect.

But now if you look at the manual cases per day, 
which is something that we wanted to track for this 
customer uniquely, they were doing 85 cases a day 
manually with their analysts. We decreased that by 
62% to 33. That 62% decrease came with a 50x 
detection volume, which is insane to think about that 
balance. Lastly, we were able to increase their cases 
resolved by automation from 45% to 95%, and again, 
a very similar closeout rate of inconsistent to 99%. 

“Identity continues to be the most reliable path to success [for 
attackers], with 65% of initial access tied to techniques like 

social engineering, credential misuse and brute force attacks.”
– Clay Brothers, Senior Technical Consulting Director, Palo Alto Networks
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But then for this organization being as big as they 
were, they actually calculated a SOC metric called 
mean time to ownership or meaningful work,  
which goes beyond just the detection or detecting 
the detection.

For this organization, it was, “Hey, we have a 
case, I’m going to begin the triage process.” That 
was what they were measuring. We kept that 
because we don’t want to just apply things that are 
meaningless. We kept that and we tracked it and 
we were able to decrease their time from 3.8 hours 
to 22 minutes, which is a 90% reduction. Then our 
false positive number was they were right around 
50%, went down to under 20% in XSIAM.

Key Questions for Modern SOC 
Effectiveness

FIELD: What questions do our viewers need to be 
asking today about their own SOC?

BROTHERS: We’ve spent over a year with our own 
internal Palo Alto Networks InfoSec team and our 
board in designing exactly what matters most. What 
does a best-in-class, modern SOC look like, and 
what does the board care about? Some questions 
you should be asking include: Do I have the right 
data and visibility? How are stitching endpoint, 
network, cloud identity, security data, CMDB, 
owners, criticality together to be able to tell a story 
for the SOC analysts to appropriately do their job or 
for the automation to do its job?

Second is AI-driven capability. Are you leveraging 
AI to be able to detect and respond to attacks or are 
you overly reliant on manual engineering? Third is 
the proactive versus reactive balance. How much 

time is your SOC spending on responding to alerts 
versus proactive engagements like threat hunting 
or continuous improvement, tabletops, red team, 
blue teaming and purple teaming?

Fourth is response readiness. What metrics are you 
collecting to be able to measure your outcomes? 
Everyone always thinks of mean time to detect and 
mean time to respond. Those are critical, but how 
much time is your analyst spending on proactive 
versus reactive? Do you have the right visibility? 
Are you detecting the right things and regularly 
testing that with red teaming and purple teaming to 
ensure that you are detecting critical threats? On 
the talent side, how are you operating? How is your 
SOC structured? Here at Palo Alto Networks, we 
have less than 15 analysts that are responding to 
alerts globally.

When you think about companies as big as ours, 
that’s pretty eyebrow raising when you compare 
other organizations that probably have a 50% or 
75% SOC. How are you empowering your SOC 
analysts to be able to respond to threats? But go 
beyond that, do you have automation engineers 
that are integrated to help the SOC scale?
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