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Attackers have always lived in this communication gap. 
AI changed how fast they can exploit it. Today, this handoff 
between identity and security is both a process problem and 
an attack surface issue.

A Silo 25 Years in the Making 

Identity and security teams historically worked in isolation. When 

suspicious activity surfaced, one team filed a ticket and waited 

for the other to act. A multiday response was slow, but survivable 

when attacks moved at human speed. The SOC team spotted an 

anomaly, asked identity to verify access, and coordinated a fix.

This arrangement, however, produces specific blind spots on each 

side. The SOC team sees what an identity is doing, but it doesn’t 

know what it’s entitled to do, the intent behind it, or how to take 

away that entitlement. The identity team knows what every ac-

count can touch, but never learns that one of them is midattack. 
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AI Changed the Math

AI has compressed two critical variables: how fast an attack completes and what an attacker 
must target to get there. At this velocity, human-scale defense isn’t a viable strategy.

1.	 Unit 42 Global Incident Response Report, Palo Alto Networks, February 2026.

2.	 2026 Identity Security Landscape, Palo Alto Networks, June 2026.

3–5.   Palo Alto Networks, Unit 42 Global Incident Response.

The Tempo Problem 

A quarterly access review can’t match the speed of a 72-minute attack.5 
A ticket that’s handed from the SOC team to the identity team can’t keep 
up either. At human speed, the gap between the two functions was an 
inconvenience. But at machine speed, it’s an open door.

The Agentic Problem 

Enterprises are standing up AI agents at scale, each of which acts as an 
independent identity with real privileges. To govern these agents, you 
must define what they’re allowed to do. But to stop them from going 
awry, you must be able to see what they are doing.

When these questions are split across identity and security teams, a 
hijacked agent can appear unremarkable to both and slip by undetected.

83%
of organizations reported an 
identity stack compromise 
at least twice in 2025.2

72 min
for the fastest quarter of intru-
sions to reach full data exfiltration, 
which is 4x faster than a year ago.3

~90%
of Unit 42® incident investigations 
involved identity weaknesses.1 

25 min
of time elapsed from initial access 
to total exfiltration in a Unit 42 
AI-assisted attack simulation.4

https://www.paloaltonetworks.com/resources/research/unit-42-incident-response-report
https://www.paloaltonetworks.com/idira/idira-identity-security-landscape
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Understanding the IdentitySecOps Practice 

IdentitySecOps, IdSecOps for short, is the practice of running identity operations and security operations as one continuous loop rather than as 
separate silos. The identity posture informs detection, which triggers action on the identity. Every event feeds new intelligence back into the identity 
posture across human, machine, and agentic identities.

The DevSecOps Precedent and Its Unfinished Business

A decade ago, developers and security teams didn’t fully understand 
each other’s work. Attackers lived in this structural gap. The industry, as a 
result, converged around a shared approach—DevSecOps—and moved 
security into the pipeline instead of leaving it as a gate at the end. 

The lesson to carry forward is the one DevSecOps is still working on. 
“Shift left” meant teams needed to move security earlier. It worked, but it 
never fully solved the return path. Insights from production rarely flowed 
back to inform the left, so teams repeated the same mistakes.

IdentitySecOps Picks up Where 
DevSecOps Leaves Off

IdentitySecOps changes how teams work by en-
hancing their collaboration. Security teams learn 
from the left, where entitlement context lives. 
Identity teams learn from and act on the right, 
where detection signals live. Each side continu-
ously informs the other, forming a loop design, 
where neither direction is optional.
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Anatomy of a Closed Loop Model 

Identity is one of several signal sources that feed into threat detection. It’s 
also the only source that simultaneously is a control surface, which is why 
the response lands there.

IdentitySecOps runs the following functions continuously, not sequentially:

•	 Govern: Dynamically adjusts every entitlement, continuously verifies 
each identity, and matches all privileges to the assessed risk level.

•	 Detect: Correlates every identity action with endpoint, network, and 
cloud telemetry. 

•	 Respond: Rotates credentials, terminates sessions, revokes 
entitlements, or forces reauthentication. 

•	 Learn: Feeds incident intelligence back into the identity posture. 

Automation is key. Relying on manual ticketing and wait times during an 
active incident leaves the loop open. 

TAKEAWAY 

If a signal informs a detection and the detection automatically triggers 
an action on the identity, the loop is closed. 
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Maturity Rises as the 
Loop Closes 

Most organizations don’t fit neatly 
into one stage. People, processes, and 
technology mature at different rates. 
True maturity is a general assessment 
across all three areas, and the next step 
is always dictated by the dimension 
that lags. Advancing to the first stage 
costs nothing but a shared channel 
and joint triage calls. At the highest 
level of maturity, the identity plane and 
the security operations plane work off 
the same information and act on each 
other’s findings.

Stage People Process Technology The Tell

1.
Blind

No clear ownership. 
Identity is treated as an 
IT help desk task, not a 
security function.

Ad hoc or nonexistent. 
Provisioning happens, but 
offboarding and audits are 
routinely missed.

No centralized visibility. 
Shadow IT thrives, and 
identity logging is either 
disabled or ignored.

An employee leaves 
the company, but 
their access remains 
active for months.

2.
Siloed

Separate leaders, separate 
goals. Teams only see each 
other in the war room.

Periodic access reviews. The 
identity team reacts to the 
findings. Action takes days 
or weeks while the attack 
surface remains open.

Disconnected tools. Identity 
and security data remain 
separate. Response stops at 
endpoint isolation.

The SOC team emails 
the identity team to 
ask what an account 
is allowed to access.

3. 
Coordinated

Defined points of contact. 
Ownership remains divided 
between teams.

Documented handoffs. The 
SOC team shares an alert, the 
IAM team investigates it, and 
the response remains manual.

Basic integrations maintain 
some identity context and 
visibility, but action requires 
another console.

The right teams are 
involved, but every 
incident still becomes 
a handoff.

4.
Integrated

Shared workflows and 
metrics. The final action 
might still require separate 
approval.

Identity context enriches 
detection. Shared playbooks 
coordinate posture, 
detection, and response.

Connected platforms 
correlate identity activity 
with endpoint, network, 
and cloud telemetry. Some 
actions are automated.

Analysts have the 
context they need, 
but the response 
can still pause for 
approval.

5.
IdSecOps  
(Closed Loop)

Unified practice and a 
single pane of glass for 
identity risk and shared 
ownership.

Posture, scrutiny, 
and response operate 
continuously. Every event 
informs and improves what 
comes after.

Detection automatically 
triggers an identity 
response across human, 
machine, and agentic 
identities.

The loop closes in 
seconds and gets 
smarter with each 
incident.
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Proof That Detection and Response Close the Loop 

Closing the loop requires two capabilities almost no vendor provides: an AI-driven security operations platform that sees the attack across the entire estate, 
and a next-generation identity security platform that can understand and act on the identity itself. If your teams have one capability but not the other, the 
loop stays open. Detection without identity is blind to context, intent, and privilege, and identity without runtime response can’t stop damage.

•	Correlates identity signals with endpoint, network, and cloud 
telemetry in one data foundation. 

•	Protects identity infrastructure in real time, including blocking 
malicious LDAP queries at the domain controller. 

•	Enforces conditional access and manages Identity Provider-
Security Posture Management (IdP-SPM) to secure both cloud and 
on-premises directories across Kerberos, NTLM, and LDAP.

•	Scores identity risk dynamically, updating the user’s risk profile as 
activity crosses domains.

Cortex: The Detection Plane

•	Provides source-of-truth context on what every identity is entitled to 
do across the entire identity estate. 

•	Triggers immediate containment at the identity plane, including 
credential rotation, session termination, privilege revocation, and 
step-up authentication. 

•	Scales endpoint privilege controls proportionally based on real-time 
risk, securing the identity without disrupting the work. 

•	Hardens the identity security posture continuously, automatically 
tightening security controls after every detected incident.

Idira: The Response Plane

Cortex and Idira: Shared Signal and Unified Response
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Automation That Detects and Stops Attacks

IdSecOps doesn’t require reinventing the SOC or the 
identity team. Instead, it unites them through a shared ar-
chitecture across both operational planes: the security op-
erations platform that detects the attack and the identity 
security platform that stops it. Most solutions isolate these 
functions, leaving teams to monitor disparate systems. 

Palo Alto Networks Idira® and Cortex® operate as an 
integrated, closed-loop security fabric. Idira, our next-
generation identity security platform, natively embeds 
deep identity context directly into Cortex—including 
entitlements, privileged session activity, privileged access 
management (PAM) events, and credential usage. Cortex 
correlates this information with endpoint, network, and 
cloud telemetry to determine the identity’s risk. As a result, 
a privileged session at an odd hour from an unmanaged 
device no longer triggers three separate alerts; it creates a 
single, actionable threat picture.
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It’s Time to Close the Loop

See how Palo Alto Networks Cortex 
and Idira bring IdentitySecOps to 
reality, and discover where your 
organization sits on the journey. To 
learn more about Idira, request a demo. 

TAKEAWAY 
Identity is the battlefield. Detection matters only if you can close the loop fast enough. 
Speed is now a security control, so how fast you move is how well you’re defended. 

Four Essential Moves to Make
Closing the loop requires a continuous, bidirectional exchange between the identity and security opera-
tions planes. The following key actions lay the groundwork for an automated IdentitySecOps framework:

Two teams in one room sharing one channel: Convergence starts with 
people. Joint incident calls and a shared channel cost nothing and can 
quickly move your organization beyond the siloed stage.

Get entitlement context into the SOC: Stop sending analysts blindly 
into identity threat investigations. An anomalous login means little until 
the analyst knows the account is a domain admin with standing access. 

Make one playbook bidirectional: Pick your highest-volume identity scenario 
and let the detection trigger the identity response automatically. Prove the 
loop closes once, and then expand automation across other playbooks. 

Bring agentic identities into the loop: Agents hold real privileges and may 
act on their own. Govern them with posture, monitor their behavior, and 
enforce policy on them as you would for any human identity. 

https://www.paloaltonetworks.com/idira/request-demo
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About Idira

Palo Alto Networks Idira is the next-generation identity security platform that 
secures every human, AI, and machine identity for the enterprise. Idira solutions 

enable organizations to discover, control, and govern the human and agentic 
workforce of the future. Discover risk across every identity, entitlement, and 

access path. Control privilege by applying zero standing privileges and just-in-
time enforcement to every identity. Automate governance across the entire 

identity lifecycle. Explore all the ways Idira can secure the identities across your 
organization, visit www.paloaltonetworks.com/idira.

http://www.paloaltonetworks.com/idira
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