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Incident Response
Buyer’'s Checklist

How to Choose a Partner to Defend Your Organization

The need for a formal Incident Response plan is a matter that CxOs and security practitioners cannot
ignore. When it comes to breaches, it's not the question of ‘if but of ‘when’ and 'how bad.’

Threat actors are conducting attacks with a greater degree of speed, scale and sophistication
than ever before, often deploying tactics that inflict operational downtime and other
disruptive consequences.

In the 2026 Unit 42 Global Incident Response Report published by Palo Alto Networks Unit
42 based on over 750 engagements worldwide, we found that artificial intelligence (Al)

has become a force multiplier for threat actors, quadrupling exfiltration speeds. Identity
weaknesses played a material role in almost 90% of the breaches, and software supply chain
risk has expanded beyond vulnerable code to misuse of trusted connectivity. Such tactics are
driving up the costs of cyber incidents, into the billions.

To keep pace, defenders must achieve the ability to defend at machine speed. Yet most
security teams are too bogged down with tools and alerts to respond effectively, or to work
proactively to mitigate potential attacks before they happen.



https://www.paloaltonetworks.com/resources/research/unit-42-incident-response-report
https://www.paloaltonetworks.com/resources/research/unit-42-incident-response-report
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The Business Case

Organizations that unlock the full potential of the security function stand to protect their operations and
reputations in an increasingly volatile threat environment. Cybersecurity is a team sport, and organizations
need to ensure they have the right resources and skills not only to proactively protect their digital assets but
also respond effectively when a breach does occur.

Organizations often find it difficult to build in-house IR resources. IT and security teams may be so busy
with the daily work that they struggle to respond to incidents with speed and precision. The costs of hiring
incident response (IR) experts reactively may be prohibitive.

It often makes more business sense to have a third-party IR partner on retainer.

Here's Why: - Access seasoned investigators with expertise gained from thousands
of real-world incidents.

- Ensure rapid, competent response, often within hours, the moment
a breach is suspected.

- Eliminate procurement delays during a crisis with pre-established
terms, rates, and scope.

- Utilize proactive services, such as readiness assessments and
tabletop exercises, to maximize retainer value.

- Deploy field-tested methodologies and advanced tools to achieve
faster incident resolution.

- Leverage deep threat intelligence derived from global telemetry and
advanced malware analysis.

- Mitigate financial, regulatory, and reputational fallout following a
major security breach.

« Advance overall security maturity through an ongoing partnership
focused on continuous risk mitigation and resilience.

The success of Incident Response largely depends on the provider chosen. The right provider should be a
truly transformative ally to your security operations, going beyond simply reacting to a breach. The right fit
between an organization and an IR provider is a strategic relationship that strengthens your cyber readiness
and digital resilience.
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What to look v Flexible Retainer Model. Adapts to specific operational and budgetary
needs by offering a blend of crisis management, negotiations, and
proactive services.

forin an Incident

Response

ider: v Proactive Readiness. Acts as a strategic partner to build a security
proviaer: foundation through IR plan development, posture assessments, and
E— tabletop exercises.

v Real-Time Threat Intelligence. Leverages global telemetry and
organizational context to detect, prioritize, and investigate complex
threats effectively.

v Field-Tested Experience. Should have a proven track record of
handling complex threats and providing end-to-end, follow-the-sun
incident management including communications.

v Broad Environmental Expertise. Brings digital forensics proficiency
across diverse environments, including OT, loT, cloud, and endpoints, to
uncover critical evidence.

v Cutting-Edge Technology. Utilizes Al, machine learning, and
automation to gather data rapidly, streamline investigations, and identify
hidden patterns.

v Full Process Transparency. Operates as an extension of your security
team, ensuring constant communication and collaboration at every stage.

v Post-Incident Learning and Improvement. Conducts structured
reviews to transform incident findings into actionable strategies that
enhance long-term resilience.

The best IR providers focus on sustained and measurable risk reduction and ongoing resilience, not just
incident cleanup. They are outcome-focused and minimize damage, whether reputational, financial, or
operational. They must articulate the security investment’s value in a business context for buy-in from
executive leadership.
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Evaluation Checklist

Selecting the right incident response provider has a direct impact on how quickly your organization
contains threats, restores operations, and minimizes financial and reputational damage. This evaluation
checklist is designed to help buyers assess providers across the capabilities that are important to consider.
Use it to compare the extent and depth of vendor services, identify gaps, and ensure your chosen partner
can deliver not just rapid response, but measurable outcomes when it matters most.

Scope of Reactive services
services and U Root cause analysis
track record U Forensic investigation covering all critical environments -

OT, loT, network, endpoints, other
End-to-end, global incident management support
Hands-on recovery

Executive briefings

U 0 U U

Out-of-band communications

Experience with

Nation-state actors

APTs

Al-driven tactics

Supply chain and cloud attacks
Social engineering tactics

Ransomware incidents

o 0o 0 uUu o

Specific industries and threat profiles

Team's qualifications and certifications

U Expert consultants and threat researchers with a proven history
of leading defense against complex global cyberattacks

U Relevant certifications
0 Background in public sector, law enforcement

O Cover relevant geographic areas
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SOC transformation

O Cyberrisk management
U Attack surface reduction

U Controls validation

Ransomware capabilities

U Ransomware response support
U Threat actor negotiation

[ Evidence collection for law enforcement

Data recovery planning

U Data recovery services
U Disaster planning services
U Ransomware recovery & decryption

0 Guidance to improve controls post-response

Costs and Retainer flexibility
pricing O Prepaid

U Hourly

U Hybrid

U Ad hoc services as needed

Costs

U Hourly pricing for usage exceeding prepaid credits
U Pre-negotiated rates for extra hours

0 Costs for travel, expenses

0 Costs for on-premises staff deployment

O Out-of-scope activities for additional costs

Scaling up or down, leftover credits
U Retainer hours can be leveraged for proactive services
U Rate changes in case usage exceeds prepaid credits

U Response time acceleration for additional costs
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Technology
stack and tool
integration

Response
times and
service-level
agreements

Use of technologies

U Modern tech like automating IR response with Al/ML
U Usage of client tools
U Provider tools at no cost during engagement, as needed

U Application to collaborate between IR and inhouse teams

Compatibility with

U Legacy systems

U Cloud-native infrastructures
U Third-party data sources

U OT, loT, mobile source

Chain of custody, data security

U Chain-of-custody protocols for all forensic evidence
0 Court-compliant data collection procedures

0 Defensible for litigation or insurance claims

Tiered SLAs
U Tiered response SLAs with appropriate response times
U Prepaid agreements offering accelerated response times

U Pre-arranged communication channels

Response prioritization during periods of high demand

U Capacity reserved for retainers during oversubscribed periods
U Best-effort only response

U Defined escalation path for critical incidents

U Response times backed by penalties and/or credits

O Surge staffing to absorb spikes

Incident Response Buyer's Checklist



preventative Services offered

threat Q

management a
_— Q

o0 UJJ U oo

IR readiness and plan development
Cloud and Al security assessments
Breach readiness assessments
Supply chain risk assessment
Tabletop exercises

Threat hunting

Threat intelligence integration
SOC readiness assessment
Penetration testing

M&A cyber due diligence

Provide threat profiling tailored to your organization and industry?

a
a
a
a

Yes, to organization
Yes, to industry
No, to organization

No, to industry

Reporting and Reporting

documentation Q

Detailed presentations and reports, including attack methodology, attribution,

and impacted systems

Regular cadence of in-person briefings, including

executives and security personnel

Examples of reporting insights leading to security strategy improvements

Actionable recommendations from immediate remediation

to long-term improvements

Performance dashboards

a

U Yes, provided during engagement only

Q

Yes, via online portal

No
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Global reach
and availability

Compliance
and insurance
compatibility

Post-
transformation
support

Global coverage

U Global presence, distributed team, globally unified investigation and response
U 24/7 availability with specific regional contacts and coverage areas

U Demonstrated experience in managing international attacks and response

Relevant standard

U SsOoC2
U GDPR
U HIPPA
U PCIDSS
O Other

Insurance coordination

0 Presence on panels for cybersecurity insurance policy
O Honors any applicable preferred panel rate
U Reports align with compliance requirements

U Coordinates with other crisis management stakeholders, e.g. general counsel,
public relations, legal services

Ongoing support

U Advise on overall cyber posture and resilience strategy
U Tool stack consolidation and optimization

U Flexible services to advance the strategic roadmap

U Post-incident learning and structured feedback

U Implementation guidance regarding security controls to close gaps

Incident Response Buyer's Checklist
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Get an elite incident
response team on
standby

Palo Alto Networks® Unit 42® brings together world-
renowned threat researchers, elite incident responders
and expert security consultants to create an intelligence-
driven, response-ready organization that's passionate
about helping you proactively manage cyber risk.
Together, our team serves as your trusted advisor to help
assess and test your security controls against the right
threats, transform your security strategy with a threat-
informed approach and respond to incidents in record
time so that you get back to business faster.

Visit paloaltonetworks.com/unit42

Under attack? Get in touch.

If you think you may have been compromised or have an urgent matter,

please contact the Unit 42 Incident Response team.

Schedule a demo of Unit42 today
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Main +1.408.753.4000
Sales +1.866.320.4788
Support +1.866898.9087

www.paloaltonetworks.com

© 2026 Palo Alto Networks, Inc. Palo Alto Networks is a
registered trademark of Palo Alto Networks, Inc. A list of our
trademarks in the United States and other jurisdictions can be
found at www.paloaltonetworks.com/company/trademarks.
html. All other marks mentioned herein may be trademarks of
their respective companies.
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