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Choosing the Right  
IGA Solution
How Idira Identity Governance and Administration Aligns 
with Gartner Mandatory Features
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In a 2025 report, industry analyst, Gartner®  states, “Identity-first security is an 
approach that makes identity-based controls the foundational element of an 
organization’s cybersecurity architecture. It marks a fundamental shift from reliance on 
static perimeter-based controls that have become obsolete due to decentralization of 
computing resources, channels, entities (human and machines) and devices.”1

Identity governance has become a cornerstone of enterprise security to address the 
rapid expansion of the enterprise identity perimeter for employees, contractors, AI 
agents, and machines. 

Traditional identity governance solutions are important for enterprise identity 
management and security posture, but they come with a reputation. They can take 
years to implement and require an extensive investment in professional services and 
consultants to implement them. These traditional solutions were made for “then” 
identity governance issues. 

Jump ahead to today, and organizations are facing new, unique identity concerns, 
such as a continuously changing workforce with varying levels of privilege and 
application sprawl. Each challenge comes with security implications that require a 
platform approach for identity governance. 

The solution is a modern identity security platform. This caliber of solution must be 
able to provide visibility and intelligence for human and machine identities, as well 
as entitlements across the estate. To enable these capabilities, the platform must be 
dynamic, enabling speed and security to proactively govern the current state while 
adapting as the organization and its identities evolve.

In the same report, Gartner defines key features to help identity and access management (IAM) 
leaders understand the identity governance and administration (IGA) market and make informed 
decisions.2 This buyer’s guide outlines both the Gartner mandatory features and additional features 
that help support a modern identity security platform. 

Gartner Notes

“Identity-first security is an 
approach that makes identity-
based controls the foundational 
element of an organization’s 
cybersecurity architecture. It 
marks a fundamental shift from 
reliance on static perimeter-
based controls that have become 
obsolete due to decentralization 
of computing resources, 
channels, entities (human and 
machines) and devices.”
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1.	 Market Guide for Identity Governance and Administration, Steve Wessels, Paul Mezzera, Brian Guthrie, and Rebecca Archambault, Gartner, October 2, 2025.

2.	 Gartner, Identity Governance and Administration.

https://www.gartner.com/en/documents/7012098
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The Value of Visibility and Intelligence

Organizations can’t govern what they can’t see. Without clear visibility into identities 
and their access, effective IGA is nearly impossible. The benefits extend beyond IGA 
processes. Gartner states, “Improved IGA visibility and intelligence capabilities are also 
important enablers of organizational efforts toward improving IAM hygiene.”3 Because 
identities and access change every minute, visibility and intelligence must keep up 
with the rapid execution of embedded security at every step.

Speed 
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Gartner Notes

“Improved IGA visibility and 
intelligence capabilities are 
also important enablers of 
organizational efforts toward 
improving IAM hygiene.”

•	 Rapid application and directory 
integration, including schema 
and file-based integrations.

•	 Centralized visibility into 
human and machine identities.

•	 Visibility across access 
categories (roles, accounts, 
and entitlements).

•	 Integrated visibility into 
privileged access.

•	 AI-based role definitions and 
recommendations.

•	 Preapproval model to expedite 
access approval decisions.

•	 Detection of access risks 
such as orphan accounts, 
segregation of duties (SoD), 
and least privilege violations.

IGA Business Outcomes

As organizations consider deploying an IGA program, they often prioritize attaining 
one or more of the following business outcomes:

•	 Achieve compliance.

•	 Manage security and risk.

•	 Enable business processes. 

According to Gartner, “[IGA] must be done in a way that meets required outcomes for compliance, 
security risk management, and business process and IT service delivery enablement.”4 Each outcome 
impacts functions across the business, such as governance, risk and compliance, information 
security, and IAM teams. Each stakeholder group might prioritize certain features or use cases to 
achieve their business goals or reduce the manual effort required of their resources.

3–4.   Gartner, Identity Governance and Administration.

What Makes an 
IGA Solution
Identity governance and 
administration is the practice of 
managing identities and access 
rights across an organization. It 
answers questions like: Who has 
access to what? Is that access 
appropriate? 

This intelligence takes on 
significant importance, 
considering the expanded 
definition of “identity.” Besides 
employees, identity governance 
also includes contractors, partners, 
and a rapidly growing population 
of machine identities like service 
accounts and AI agents. A proper 
IGA solution must govern all 
identities across on-premises, 
cloud, and hybrid environments.
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Modern IGA Solution Alignment with Gartner Mandatory Features

A comprehensive, modern IGA solution that can both serve and grow with your organization doesn’t 
need to be an exhaustive effort. It needs to integrate holistically into the tools, applications, and 
workflows that already exist in your organization. This solution must accelerate the functions that 
manage these areas while enabling visibility into their access across an increasingly sprawling 
enterprise identity infrastructure. 

Although you might have already invested in a tool, you might be looking to adopt a modern, 
platform-based approach or deploy a new solution. The Gartner mandatory features help ensure you 
meet your identity governance goals.

  Identity
lifecycle

management
and identity data

integration
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and workflow
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Access certification 
or review

Auditing,
reporting, and
basic analytics

Policy and role
management

Entitlement
management

and data
integration

Provisioning
via automated

connectors

Identity Lifecycle Management and Identity 
Data Integration

Automated Joiner-Mover-Leaver workflows with 
automated connectors for on-premises and cloud 
applications require assurance that new hires are 
productive on day one and their access is revoked instantly 
upon departure.

Access Request Processing and Workflow 
Orchestration

A modern IGA solution provides access request 
processing and workflow orchestration. The self-service 
access request portal and centralized visibility into 
access policies across the platform provide an intuitive 
user experience and boost user productivity while 
reducing IT effort.

Access Certification

Access certification is also called “attestation” or “review.” 
Automated access reviews make it easy for reviewers 
and managers to quickly complete user review audits. AI 
profiles highlight the exceptional permissions to reduce 
rubber-stamping and reviewer fatigue.
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Auditing, Reporting, and Basic Analytics

A modern IGA solution provides auditing, reporting, and 
basic analytics (descriptive and diagnostic analytics), 
including risk scoring.

Continuous monitoring, centralized policy enforcement 
and visibility, and audit-ready evidence packages provide 
proof of compliance with user access review (UAR) 
regulation requirements, such as SOX, NYDFS, SOC 2 
Type 2, and NIST.

Policy and Role Management

A modern IGA solution with AI simplifies role and 
permissions management by automatically detecting 
permissions anomalies such as least privilege violations. 
This intelligence reduces reviewer fatigue and accelerates 
decision-making. It also defines configurable policies as 
employees join, move within, and leave the company.

Entitlement Management and Data Integration

A modern IGA solution encompasses, for example, discovery, entitlement catalog management, 
and entitlement data enrichment, including descriptions, owners, and sensitivity ratings. Managing 
entitlements occurs at the granular level, which today’s sprawling application infrastructure needs. 
This solution easily integrates data from applications, directories, and custom sources via APIs or 
robotic process automation. 

Common Features 

IGA buyers are often looking to solve multiple use cases when investing in a solution and might be 
interested in the following common features of an IGA platform. 

Segregation of Duty Controls

A modern IGA solution enforces SoD policies continuously across 
all applications to prevent toxic combinations of access while 
meeting audit requirements. It also includes SoD for devices, 
workloads, services, robotic process automation (RPA) bots, and 
associated accounts.

Identity Lifecycle Management and Identity Data Integration 

This solution identifies, tracks, and governs service accounts used 
by human and machine identities. Some solutions also provide 
comprehensive machine identity security, which also includes 
market-leading privileged access management (PAM) capabilities 
and access control.

Additional Features 

Modern IGA solutions further support Gartner mandatory features by providing: 

•	 Identity security risk detection: Provides detection and remediation for orphan accounts, MFA 
misconfigurations, and other security concerns. 

•	 Policy and alerting: Configures security and access policies according to your organizational 
needs by defining access rules and configuring access controls (e.g., credential vaulting, time-
bound provisioning, or session monitoring). Receives automated alerts via email or Slack.
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Cautions Against Legacy or Incomplete Approaches

Gartner cautions against a long-standing problem with IGA: “Customer 
implementation challenges continue. It’s difficult to rapidly and easily integrate 
target systems with IGA solutions, and especially target system entitlement 
management.”5 This challenge is due to the inability of many legacy governance 
systems to keep pace with SaaS adoption, shifts to hybrid IT, and the explosion of 
both human and machine identities. 

Legacy IGA alternatives, such as manual, spreadsheet-driven, or other homegrown 
processes, also won’t suffice. These approaches aren’t built for the scale and 
complexity of the modern enterprise. They’re slow, prone to error, and likely to 
create dangerous visibility gaps, leaving organizations exposed to overprovisioned 
access and compliance failures.

Palo Alto Networks Idira® offers a modern IGA solution that addresses enterprise 
needs with unique automation at every step of the IGA process with automation in:

•	 Application integrations.

•	 Preparing, executing, and completing user access reviews with successful audits.

•	 Lifecycle management.

Idira also uses AI to eliminate the drudgery of traditional RBAC role management.

Idira Modern IGA in Action

Organizations understand that the IGA approach that might have worked in the past 
isn’t realistic for today’s modern, hybrid application and identity infrastructure. They 
also understand that it can’t maintain required compliance and security.

Offering a streamlined, results-oriented approach, Idira Identity Governance and 
Administration, part of Idira Identity Security Platform, is purpose-built to address 
the broader compliance, business, and security requirements of the modern IGA 
as a platform. According to Gartner, “In recent years, there has been an increased 
focus on and recognition of achieving strong security risk management outcomes 
as a critical driver in many client organizations.”6 IGA stakeholders are looking for an 
integrated platform that offers PAM, IGA, IAM, and machine identity security. They 
want to adopt a single platform capable of enabling a comprehensive governance 
strategy that secures every part of their hybrid environment.

AI in IGA 

Gartner states, “Though AI-enabled IGA isn’t yet standard, demand is growing rapidly for AI to 
support identity lifecycle management, anomaly detection, and entitlement reviews.”7 The role 
of AI and machine learning in IGA is foundational to accelerate role definition and management, 
proactively detect access anomalies, and deliver recommendations.

Proliferation of Governance Needs 

Gartner notes, “The management of machine identities has become a critical priority as their 
numbers exceed those of human identities.”8 With machine identities exploding—and governance 
needs expanding in scope to machine and AI agents—IGA must support the current state of 
identity and access, while preparing for the future state of access that encompasses a rapidly 
growing population of machine and AI identities. 

Gartner Notes

“Customer implementation 
challenges continue. It’s difficult 
to rapidly and easily integrate 
target systems with IGA solutions, 
and especially target system 
entitlement management.”

Gartner Notes

“In recent years, there has been 
an increased focus on and 
recognition of achieving strong 
security risk management 
outcomes as a critical driver in 
many client organizations.”

5–8.   Gartner, Identity Governance and Administration.
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An IGA Solution That Scales for What’s Next

Identity governance must be part of your current state of identity security. Idira makes that possible 
by: 

•	 Delivering a full-featured IGA solution that is built for today’s hybrid reality, unifying governance 
across on-premises, cloud, and SaaS environments without the legacy complexity. 

•	  Helping you move fast with automated lifecycle management, streamlined access reviews, and 
audit-ready reporting. 

•	 As identities expand, governing both human and machine identities with consistent policies, 
granular entitlement management, and SoD enforcement.

Equally important, Idira is innovating to address tomorrow’s identity challenges by: 

•	 Using AI-driven insights to accelerate user access reviews, detect identity risks, and simplify 
role design. 

•	 Integrating with market-leading privileged access management and access management.

•	 Helping organizations shift from reactive cleanup to proactive control to build a resilient, 
always-current security posture for the future.

See Idira in Action

Discover how a modern, automated approach to IGA can help you reduce risk, save time, and secure 
every identity across your organization. To learn more, visit the Idira Identity Governance page.

About Idira

Palo Alto Networks Idira is the next-generation identity security platform that secures every human, AI, 
and machine identity for the enterprise. Idira solutions enable organizations to discover, control, and 
govern the human and agentic workforce of the future. Discover risk across every identity, entitlement, 
and access path. Control privilege by applying zero standing privilege and just-in-time enforcement to 
every identity. Automate governance across the entire identity lifecycle. Explore all the ways Idira can 
secure the identities across your organization, visit www.paloaltonetworks.com/idira.
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