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NIST Post-Quantum 
Readiness Checklist
Identify Early PQC Readiness Gaps

Why Use This Checklist

Post-quantum readiness is a critical regulatory and operational mandate that requires immediate action. 
The primary risk to your data is happening now through harvest now, decrypt later (HNDL), a strategy 
where adversaries intercept and archive encrypted data today with the intent to decrypt it once a 
cryptographically relevant quantum computer (CRQC) is available.

How to Determine Your Post-Quantum Readiness 

For organizations that need the data they encrypt today to remain secure for years to come, transitioning 
to PQC is a priority. The checklist in this document helps you bridge the gap between NIST standards 
and your operational reality:

•	 Protect long-lived assets: Identify which sensitive data—such as intellectual property or regulated 
customer information—is most vulnerable to being harvested today for future decryption.

•	 Meet accelerating global mandates: Align your security architecture with new requirements like 
NIST’s first set of post-quantum cryptography (PQC) standards: FIPS 203 (ML-KEM), FIPS 204 
(ML-DSA), FIPS 205 (SLH-DSA), US Executive Order 14412 and EU DORA, which increasingly 
mandate continuous cryptographic discovery and active inventory mapping.

•	 Establish a repeatable operating model: Move beyond a one-time algorithm swap to build the 
foundation for “cryptographic agility”—the automated ability to update encryption and policies as 
standards continue to evolve.

•	 Maintain business resilience: Transform the challenge of compliance into a clear, phased roadmap 
that builds trust with partners and maintains your competitive edge.

https://www.paloaltonetworks.com/cyberpedia/harvest-now-decrypt-later-hndl
https://www.paloaltonetworks.com/blog/2026/06/new-executive-order-accelerates-post-quantum-readiness-amid-the-cryptographic-reset/
https://www.eiopa.europa.eu/digital-operational-resilience-act-dora_en
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What Your Results Might Indicate

This assessment is designed to move your organization from discovery to action. Use your Unknown and 
Partially Known answers to identify where your readiness work should begin.

•	 Visibility Gaps: Many unknowns in cryptographic usage indicate a lack of baseline discovery. You 
must first identify where quantum-vulnerable algorithms (RSA, ECC) reside across your traffic and 
certificates.

•	 HNDL Risk: Unmapped long-lived data indicates high “Harvest Now, Decrypt Later” exposure. You 
must prioritize data by its sensitivity and required shelf life.

•	 Vendor Blocker: Unknowns in third-party readiness indicate that critical dependencies sit outside 
your control. Engagement with cloud and SaaS providers is a priority.

•	 Execution Gaps: Unclear ownership or testing plans indicate that discovery will not translate into 
action. Remediation requires assigned technical owners and validated interoperability.

Objective: Use the following sections to evaluate your posture. Your final score will determine if your 
priority is Discovery (baseline), Tactical Planning (testing and ownership), or Governance (continuous 
crypto-agility).

Turn Your Score Into a Post-Quantum Roadmap

This checklist is the first step in the NIST PQC readiness journey. To complete it, for each question in the 
first column, place a check mark in the Known, Partially Known, or Unknown column that best describes 
your organization’s current readiness.

Unknowns signal where discovery, ownership, or vendor follow-up is most needed. Use your Known and 
Partially Known answers to identify where your readiness work should begin.

A final scoring and roadmap section is provided at the end of this document to help translate these 
results into a strategic focus area.

Your score provides a directional view of your current readiness. It does not replace a technical risk 
assessment. Use your score and the pattern of Unknown answers to determine where to begin.

•	 Significant readiness gaps (0–25 points): Focus on discovery. 

•	 Developing readiness (26–60 points): Focus on tactical planning. 

•	 Established readiness (61–86 points): Focus on governance and execution.
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Readiness Checklist: Mapping Your Cryptographic Exposure

NIST Standards Awareness
Confirm that your team understands what changed and where the new standards 
might apply.

Readiness Question Known Partially Known Unknown

Do we understand the role of FIPS 203, ML-KEM, for key encapsulation and shared secret 
establishment?

Do we understand the role of FIPS 204, ML-DSA, for digital signatures?

Do we understand the role of FIPS 205, SLH-DSA, as a stateless hash-based digital 
signature standard?

Do we know which parts of our environment depend on public key cryptography (PKC) for key 
exchange, authentication, signatures, or secure communications?

Do we know which teams are responsible for evaluating NIST PQC guidance and translating it 
into internal action?

1.1. 

Cryptographic Visibility
Post-quantum readiness starts with visibility. NIST’s migration work focuses on 
easing the shift from quantum-vulnerable public key cryptographic algorithms 
to standardized post-quantum algorithms, which makes discovery and inventory 
a practical starting point.

2.2. 
Readiness Question Known Partially Known Unknown

Do we know where RSA, ECC, Diffie-Hellman, ECDH, and ECDSA are used across priority systems?

Do we know which protocols and ciphers are used across TLS, mTLS, VPN, SSH, APIs, and 
signing workflows?

Do we have visibility into public certificates, private PKI, workload certificates, signing keys, 
and key management dependencies?

Do we know which encrypted traffic flows are inspected and which remain opaque?

Can we connect cryptographic usage to specific applications, services, data, owners, and 
business processes?

Can we identify cryptographic dependencies across cloud, SaaS, branch, data center, 
operational technology, and partner-facing environments?
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Long-Lived Sensitive Data
The urgency of PQC readiness refers to when a cryptographically relevant 
quantum computer arrives. But the more immediate concern is HNDL exposure. 
That is, encrypted data protected by quantum-vulnerable cryptography might be 
collected today and decrypted later if it remains valuable long enough.

Readiness Question Known Partially Known Unknown

Have we identified data that must remain confidential for five, ten, fifteen, or more years?

Do we know which systems protect regulated data, customer data, identity data, intellectual 
property, source code, or critical infrastructure information?

Can we rank data by shelf life, sensitivity, business impact, and potential exposure?

Do we know which encrypted data flows might be vulnerable to HNDL risk?

Have we identified where long-lived sensitive data depends on vendor-controlled systems or 
third-party services?

3.3. 

Priority Systems and Exposure
Not every system carries the same level of risk. The goal is to identify where 
cryptographic exposure intersects with sensitive data, business criticality, 
external access, vendor dependency, and migration complexity.

4.4. 
Readiness Question Known Partially Known Unknown

Have we identified our highest-priority systems for PQC readiness planning?

Do we know which internet-facing applications use quantum-vulnerable PKC?

Do we know which VPN, remote access, and secure session technologies might require updates?

Do we know which APIs and service-to-service communications rely on TLS, mTLS, or certificates?

Have we identified identity, authentication, code signing, software update, and PKI systems 
that might be affected?

Can we separate systems into “do first,” “plan next,” “monitor,” or “defer with governance”?
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Vendor and Third-Party Readiness
PQC migration will not happen entirely inside your own environment. Critical 
dependencies might sit inside cloud services, SaaS platforms, appliances, 
managed services, hardware, firmware, libraries, and third-party tools.

Readiness Question Known Partially Known Unknown

Do we know which critical vendors use PKC in the products or services we depend on?

Have we asked critical vendors whether they support or plan to support ML-KEM, ML-DSA, 
SLH-DSA, or hybrid cryptography?

Do we know which vendors will require an upgrade, configuration change, new license, 
hardware refresh, or product replacement?

Do we know where customers can configure cryptographic settings versus where the vendor 
controls them?

Are PQC readiness and crypto-agility requirements included in procurement, renewal, 
architecture review, or vendor risk processes?

Do we have a vendor readiness tracker showing supported, planned, unknown, or not supported?

5.5. 

Testing and Interoperability
PQC and hybrid cryptography can affect more than algorithm selection. Teams 
should plan to test priority systems before production rollout, especially where 
cryptography supports authentication, secure communications, software 
integrity, inspection, or vendor-managed services.

6.6. 
Readiness Question Known Partially Known Unknown

Have we identified which systems to test before PQC or hybrid cryptography is introduced?

Do we have a plan to test TLS, mTLS, VPN, APIs, identity systems, code signing, firewalls, 
proxies, load balancers, and inspection points?

Do we know where larger handshakes, certificate chain changes, packet fragmentation, or 
latency could matter?

Can we validate logging, monitoring, inspection, and rollback before production rollout?

Do our vendors provide testing guidance, lab options, pilot configurations, or customer 
action plans?
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Ownership and Execution
Discovery does not turn into action without ownership. PQC readiness requires 
coordination across security, infrastructure, application, cloud, identity, PKI, 
procurement, compliance, and vendor teams.

Readiness Question Known Partially Known Unknown

Have we assigned business and technical owners for critical cryptographic dependencies?

Do we know which teams own affected applications, certificates, keys, protocols, vendors, 
and policies?

Can we update ciphers, certificates, keys, trust stores, policies, or protocols through 
repeatable workflows?

Can we validate that cryptographic changes were completed successfully?

Do we have a process to manage exceptions, vendor blockers, and systems that cannot be 
changed quickly?

7.7. 

Reporting and Governance
Post-quantum readiness needs to be measurable. Leaders need a clear view of 
priority systems, unknowns, vendor blockers, ownership gaps, exceptions, and 
progress over time.

8.8. 
Readiness Question Known Partially Known Unknown

Can we report our current level of cryptographic exposure to leadership?

Can we show which systems protect long-lived sensitive data?

Can we track vendor readiness, unknowns, blockers, and required customer actions?

Can we show which systems to address first and why?

Do we have a way to keep the readiness plan current as systems, vendors, standards, and 
requirements evolve?
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If This Shows Up It Might Indicate Start Here

Many unknowns in cryptographic visibility.
Your team might not have a reliable view of where 
quantum-vulnerable cryptography is used.

Start discovery across priority systems, traffic, 
certificates, applications, identities, and vendors.

Long-lived sensitive data is not mapped.
You might not know which encrypted data creates 
the greatest HNDL concern.

Identify data that might create business, 
regulatory, customer, or operational risk if 
decrypted years from now.

System priority is unclear. Teams might not know where to focus first.
Prioritize by exposure, data sensitivity, 
business criticality, vendor dependency, and 
migration complexity.

Vendor readiness is unknown.
Critical dependencies might sit outside your 
direct control.

Engage critical vendors, cloud providers, SaaS 
platforms, appliances, managed services, and 
software suppliers.

Testing impact is unclear.
PQC or hybrid changes might create interoperability 
or operational issues if not validated.

Identify priority systems and control points 
for testing.

Ownership is unclear. Discovery might not translate into action.
Assign business and technical owners for the 
systems and dependencies that matter most.

Reporting is missing.
Leadership might not have a way to track readiness 
over time.

Create a baseline view of priority systems, 
blockers, owners, and next actions.

What Your Results Might Indicate

Use your unknown and partially known answers to identify where your readiness work should begin.

Post-Quantum Readiness Scoring Matrix

To use this matrix, assign points for each question in a category:

•	 Known: 2 Points

•	 Partially Known: 1 Point

•	 Unknown: 0 Points

Readiness Category Known 
(2 pts)

Partially Known 
(1 pt)

Unknown 
(0 pts) Total Items Possible 

Score
Category 

Score

1. NIST Standards Awareness 5 10

2. Cryptographic Visibility 6 12

3. Long-Lived Sensitive Data 5 10

4. Priority Systems & Exposure 6 12

5. Vendor & Third-Party Readiness 6 12

6. Testing & Interoperability 5 10

7. Ownership & Execution 5 10

8. Reporting & Governance 5 10

Totals 43 86
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Risk Level Assessment

Based on your cumulative score out of 86 points, determine your current posture and primary focus area:

•	 Critical Risk (0–28 points): Focus on Discovery Establish your baseline. Priority should be placed 
on identifying high-value, long-lived data (HNDL risk) and inventorying internet-facing protocols to 
understand your most immediate external vulnerabilities.

•	 Moderate Risk (29–58 points): Focus on Tactical Planning Move beyond inventory. Assign clear 
technical and business ownership for every high-priority system and begin active testing of PQC or 
hybrid configurations in lab/non-production environments.

•	 Low Risk (59–86 points): Focus on Governance & Agility Transition to “Crypto-Agility.” Implement 
automated workflows for updating certificates and protocols, and ensure PQC requirements are 
integrated into all future procurement and architectural reviews.

The PQC Mandate: Final Word

This checklist is your baseline for quantifying the real-world exposure that exists today. By pinpointing 
where your gaps are regarding visibility, vendor readiness, and data protection, you can move your 
team past the discovery phase and start prioritizing technical remediation immediately. 

Use this foundation to help you build a cryptographically agile operating model that secures your  
long-lived assets before they are compromised.

Take the next step.

Talk to an expert about your PQC readiness gaps ➜

https://www.paloaltonetworks.com/quantum-safe
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