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Readiness Race Is On
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Accelerate Crypto Agility
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For decades, enterprise cryptography
changed at a manageable pace. Algorithms
remained stable for years, trust changes
happened predictably, and security teams
managed certificates with longer lifecycles
and infrequent updates. Today, that
operating model is breaking down.

We have entered the era of the cryptographic reset. This shift is
moving cryptographic trust from a static infrastructure function
into an agile operating discipline. For security leaders, it challenges
the assumptions that enterprise trust and confidentiality have
depended on for decades. Organizations must navigate the long-
term, post-quantum transition while managing rapid machine
identity growth that now outpaces human users.

- Shortening certificate lifespans: Public TLS certificate validity
is moving toward a 47-day maximum, increasing renewal
frequency and reducing the margin for manual error. This
renewal velocity creates an operating cadence that manual
processes cannot support.

- Certificate authority (CA) distrust and trust-transition
events: Recent CA distrust and trust-transition events have
shown how quickly cryptographic trust can become an
operational resilience issue. Organizations need the ability to
identify affected dependencies, coordinate reissuance, and
maintain continuity when trust relationships change.

+ The post-quantum threat: Cryptographically relevant
quantum computers could break widely used public-key
encryption and key exchange schemes, including RSA and
Diffie-Hellman. These threats include the immediate harvest
now, decrypt later (HNDL) risk, where adversaries collect
encrypted data today to decrypt it once quantum capabilities
mature. In response, NIST has finalized post-quantum standards
to help organizations begin transitioning from vulnerable
classical methods.

Together, these forces have transformed cryptography into a core
business requirement that directly affects resilience, compliance,
and continuity.

The question is whether your organization has the operating model
to adapt at the speed required. Are you prepared to lead your
organization through the post-quantum transition with confidence?

Crypto agility is how security leaders build that readiness.

The is the shift from
periodic maintenance to adaptive trust

operations. It is driven by the simultaneous
collision of machine identity growth,
shorter certificate lifecycles, and post-
quantum readiness across a fragmented
cryptographic landscape.

Identify hidden cryptographic exposure
across applications, infrastructure,
cloud, identity, and third-party
environments.

Prioritize readiness work based on
data longevity, business criticality, and
operational risk.

Build a five-action operating model
for crypto agility that supports post-
quantum readiness.
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Figure 1. The cryptographic reset

Welcome to the Era of Accelerated Cryptographic Change

For security leaders, the cryptographic reset brings together multiple forces that are challenging the
traditional stability of enterprise trust. Post-quantum cryptography (PQC) has moved from a future
concern to a near-term planning mandate. At the same time, organizations must manage rapid
machine identity growth, with machine identities now outpacing human users by 109 to 1!

This shift is already visible in the pressure created by shorter certificate lifecycles. As validity

periods compress toward a 47-day maximum, teams face a faster renewal cadence across security,
infrastructure, and application environments. These challenges are layered on top of a fragmented
landscape where cryptographic dependencies span cloud, network, identity, and third-party systems.

Security leaders are being asked to prepare for while
managing shorter certificate lifecycles, expanding machine identities, CA distrust events,

and fragmented cryptographic ownership. These challenges are not separate. They are
signals that cryptographic change is becoming continuous. Organizations that act early
will be better positioned to reduce disruption, protect long-lived sensitive data, and
sustain trust as standards evolve.

1. 2026 Identity Security Landscape, Palo Alto Networks, May 11, 2026.
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The ratio of machine identities to human identities.

The broader challenge is that quantum readiness cannot be
achieved overnight. For organizations protecting long-lived sensitive
data, the planning window is already open because HNDL risks
make PQC relevant long before cryptographically relevant quantum
computers become available. This acceleration has transformed
cryptography from a background utility into a core business
requirement that determines how quickly trust can adapt when
standards, risks, or requirements change.

The PQC transition requires an operating discipline that

most organizations were not designed to support. Enterprise
environments were built around stable cryptographic assumptions.
Cryptography is often hard-coded into applications, buried in
undocumented software libraries, or scattered across siloed
infrastructure, making coordinated change difficult to execute at
scale. As cryptographic change accelerates, crypto agility becomes
the required operating model for the post-quantum era.

Crypto agility is the repeatable operating
capability to discover, prioritize, modernize,
automate, and govern cryptography as fast
as risks and standards evolve.

Crypto agility is the operating model for post-quantum readiness.
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Crypto Agility Is an Operating Requirement

Treating cryptographic change as a sequence of one-off projects is not a viable strategy.
Compressed certificate lifecycles, machine identity growth, CA distrust events, and post-quantum
migration require a repeatable way to discover exposure, prioritize risk, and execute change without
disruption.

Crypto agility gives organizations the ability to identify where cryptography is used, understand which
dependencies create risk, and execute controlled changes to algorithms, certificates, keys, and trust
relationships as standards evolve.

For security leaders, crypto agility creates these practical capabilities:
+ See cryptographic exposure.
+ Prioritize cryptographic risk.
+ Execute change repeatedly without disruption.

Quantum computing introduces a new category of risk, but the immediate challenge is the
cryptographic debt that has been accumulating for years. This debt includes deprecated protocols,
undocumented libraries, and hidden trust dependencies spread across applications, cloud
infrastructure, and third-party environments. \When this debt remains invisible, leaders cannot
confidently prioritize remediation or measure readiness.

In the post-quantum era, a reactive posture creates avoidable risk. Organizations without crypto
agility discover dependencies too late, rely on manual coordination across fragmented teams, and
use point-in-time audits that are obsolete the moment they are printed.

The post-quantum shift is too broad and sustained to manage as a one-time migration. Organizations
that prepare for the cryptographic reset will build the ability to adapt to cryptography repeatedly as
standards, risks, and business requirements change.

Crypto agility helps organizations act before disruption dictates the timeline by showing what
cryptography exists, where exposure is highest, and how change can be executed at scale. It turns
cryptographic change from a reactive scramble into a managed, durable business discipline.

Data with long-term value is at post-quantum risk today.
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Critical Points of Clarity for Organizational Readiness

The cryptographic reset turns post-quantum preparation into an organization-wide readiness
challenge that spans risk, ownership, infrastructure, and business continuity. To build a credible path
forward, security leaders need clarity in the following areas:

- Visibility of cryptographic exposure: Cryptography is embedded across applications, cloud
services, APIs, and software libraries. Without a current inventory, leaders cannot reliably identify
where transition risk is building.

- Prioritization of critical assets: Cryptographic dependencies carry varying levels of risk. Systems
protecting long-lived sensitive data, authentication flows, and intellectual property should be
prioritized ahead of low-impact assets.

- Enterprise coordination: Readiness requires more than technical discovery. It requires policy
alignment and remediation planning across teams that traditionally operate in silos.

The scale and duration of the post-quantum transition create a different kind of urgency. Updating
cryptography across global environments and third-party systems often takes years. Yet, waiting
for the quantum threat to become immediate leaves little time to inventory exposure or coordinate
change without disruption.

Leaders should treat crypto agility as a business resilience capability that enables the organization
to respond to algorithm deprecation, certificate lifecycle compression, and future cryptographic
disruption with confidence.

Visibility
See your
cryptographic
exposure

&

Readiness

I fva"*’z

Prioritization

Focus resources
on what
matters most

Coordination

Align teams
and accelerate
secure execution

Figure 2. Leadership readiness triangle to address the cryptographic reset challenges
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First Gear to Fifth Gear: Building Crypto Agility

Crypto agility requires more than awareness of the post-quantum transition. Organizations need an
operating model that helps them see cryptographic exposure, prioritize risk, modernize infrastructure,
automate change, and govern readiness as standards evolve.

The five actions (figure 3) in this section are organized as gears because each capability builds on
the last:

o First gear: See cryptographic exposure.

9 Second gear: Prioritize what matters most.

e Third gear: Modernize trust infrastructure.

o Fourth gear: Automate cryptographic change.

e Fifth gear: Govern readiness over time.

Together, they help security leaders move from reactive cryptographic operations to sustained

readiness, strengthening the organization’s ability to adapt cryptography without disrupting
applications, infrastructure, or business operations.

Govern ? Prioritize

Govern readiness Prioritize exposure

Crypto
Agility

®

Automate Modernize

Automate change Modernize trust

Figure 3. Five gears for building crypto agility
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First Gear: See Cryptographic Exposure

Visibility is the foundation of the cryptographic reset. Before leaders
can reduce risk, they must identify where cryptography exists and
how it is being used across the enterprise. Discovery must extend
beyond certificates and known infrastructure. Cryptography is
embedded across applications, APIs, cloud services, and machine
identities that are often unmanaged, undocumented, or owned by
siloed teams.

A credible cryptographic inventory requires more than a list of asset
names. Leaders need context:

+ Where cryptography is deployed in live systems

+ Which owners are responsible

+ Which dependencies shape exposure

Identify where cryptography is used and
which dependencies shape readiness risk.

This inventory becomes the operating foundation for readiness. It helps teams identify where classical
cryptography remains, where deprecated protocols are still in use, and where PQC-compatible
systems are coming online. Without this visibility, leaders cannot assess exposure, prioritize

remediation, or demonstrate progress.

Applications

Embedded
cryptographic
dependencies

Infrastructure
Legacy everywhere Cryptographic
O and hard to see Exposure

Hidden. Di
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o Identity
o EEQ) Keys, credentials,

and trust sprawl

Cloud

Shared controls
and opaque layers

Data

Encrypted at rest
is not enough

Third parties
and devices
L=/ Outside your

security boundary

Figure 4. Hidden cryptographic exposures

Hidden cryptography is a hidden risk.
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Second Gear: Prioritize What Matters Most

Visibility only creates value when leaders can determine which
exposures require action first. Not every cryptographic dependency
carries the same level of urgency. Systems protecting long-lived
sensitive data, authentication flows, and intellectual property should
be prioritized ahead of low-impact internal services.

Focus resources on the systems and data
that create the highest business, regulatory,
or trust risk.

Post-quantum readiness requires a risk-based prioritization

model that accounts for data longevity. The HNDL threat requires
organizations to identify data that must remain confidential for years
or decades because this information might be exposed to future
decryption. This process helps leaders avoid spreading resources
evenly across every issue and focus attention on the exposures that
create the greatest risk to resilience.

Prioritized Risk ’

Data Sensitivity

Cryptographic Strength

Business Criticality

Data Shelf Life

Inventory

Figure 5. Cryptographic exposure prioritization

Not all cryptographic exposure requires the same urgency.
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Third Gear: Modernize the Trust Infrastructure

Modernization makes future cryptographic change feasible
without disrupting business operations. Most enterprise
environments were built for stable standards and infrequent
change, but shorter certificate lifecycles and PQC migration
require a more adaptable foundation.

Prepare the environment and trust
services for post-quantum algorithms
and evolving standards.

This action moves organizations toward post-quantum-ready
infrastructure where hardware, operating systems, applications,
cryptographic libraries, and trust services can support evolving
standards. Organizations that defer this work might discover too
late that critical systems cannot support required algorithms,
performance demands, packet sizes, vendor timelines, or
transition requirements.

Modernization

/ The Bridge to Resilience \

Infrastructure Software Trust Hybrid Crypto
Current State Support Readiness Services Support Quantum Ready
Exposed to Modernize systems Update libraries and Prepare PKl and Enable hybrid PQC-capable
quantum risk with to support post- applications for certificates for modes for secure infrastructure built for
quantum algorithms PQC compatibility PQC assurance interoperability

\ legacy cryptography ) | long-term resilience )
® > O > @

Figure 6. Current state to quantum readiness

Legacy trust systems were built for stability. The post-quantum era
requires agility.
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Fourth Gear: Automate Cryptographic Change

Manual coordination is the primary bottleneck to crypto agility.

As cryptographic change accelerates, relying on tickets and
spreadsheets to manage certificate renewals or algorithm updates
creates operational fragility. Automation turns cryptographic change
into a repeatable, controlled process.

Execute updates, remediation, and policy
changes at machine scale with consistency
and control.

Automated coordination helps teams execute remediation across
distributed environments without increasing manual effort. It
reduces human error, routes work to the right owners or systems,
verifies outcomes, and enforces policy consistently as the
environment changes.

Automation must go beyond triggering renewals or updates. It should prioritize remediation, coordinate
action across systems and owners, and confirm that changes were completed successfully. Success
means cryptographic health is managed continuously rather than through manual oversight.

Monitor

Figure 7. Cryptographic operations loop

Crypto agility breaks down when execution depends on
manual coordination.
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Fifth Gear: Govern Readiness Over Time

Post-quantum readiness must be governed as an ongoing
operating discipline. Organizations need clear ownership for
cryptographic policy, inventory, exceptions, vendor readiness,
remediation progress, and transition planning. Without governance,
even strong discovery, prioritization, modernization, and automation
efforts can drift as systems change, vendors update roadmaps, new
vulnerabilities emerge, or teams make inconsistent decisions.

Make cryptographic readiness measurable,
accountable, and sustainable across teams,
vendors, and changing standards.

Many organizations will need a cross-functional governance

model to coordinate standards, ownership, policy, and execution

across security, infrastructure, application, identity, procurement,

compliance, and operations teams. Some might formalize this

through a cryptographic center of excellence, while others might extend existing security governance
programs to include post-quantum readiness.

Governance must also extend to the supply chain. Vendor roadmaps, third-party dependencies, and
transparency requirements will shape whether an organization can reach and maintain a quantum-safe
posture. The organizations best prepared for the post-quantum era will make readiness measurable,
accountable, and durable.

Visibility

See exposure Set directions

clearly and guardrails

= \/
Ownership Vendor Readiness
Assign Track external

accountable Rea d I n eSS dependencies

teams

Figure 8. Ownership, visibility, policy, and vendor readiness unified for readiness governance

Crypto agility must be governed, measured, and sustained.
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Crypto Agility: The Operating Model for Post-Quantum Readiness

Post-quantum readiness will not be achieved through a single migration project. It requires a
durable operating model that allows security teams to see cryptographic exposure, prioritize risk,
modernize trust infrastructure, automate change, and govern progress as standards evolve.
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Figure 9. Five levers to quantum-safe readiness

Most organizations are still operating from a current state defined by incomplete visibility, hidden
dependencies, deprecated protocols, unmanaged machine identities, and systems that might not
support future cryptographic standards. Moving from the current state to a quantum-ready state
requires more than awareness. It requires the ability to identify where exposure exists, understand
which systems and data carry the highest risk, and prepare infrastructure, applications, and trust
services for post-quantum algorithms.

Quantum-safe operations represent the more advanced state. At this stage, quantum-safe
protections are deployed, enforced, measured, and governed across the environments where

trust is created and used. Some systems will move quickly. Others will require vendor coordination,
infrastructure upgrades, hybrid approaches, or compensating controls. Legacy systems, loT devices,
OT environments, and third-party dependencies might create the most difficult gaps.

That is why security leaders should begin now. Organizations that start with visibility and exposure
prioritization will be better positioned to make informed modernization decisions, coordinate
remediation, and sustain readiness as standards, vendors, systems, and risks continue to evolve.
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Start Now to Stay Ahead of the Post-Quantum Transition

Q-Day readiness is about building crypto agility to respond before cryptographically relevant
quantum computers compress the window for action. This work takes time, planning, and sustained
coordination across security, infrastructure, application, identity, compliance, and vendor teams.
Organizations that start now will be better prepared to protect long-lived sensitive data, coordinate
remediation, and sustain readiness as standards, systems, and risks evolve.

Learn how Palo Alto Networks Quantum-Safe Security helps organizations

discover cryptographic exposure, prioritize risk, automate remediation, and
sustain governance as cryptographic standards evolve. Read the

About Palo Alto Networks

Palo Alto Networks (NASDAQ: PANW), the global Al cybersecurity leader, protects our digital
way of life with a comprehensive portfolio of cybersecurity solutions and platforms across
Network, Cloud, Security Operations, Al, and Identity. Trusted by more than 70,000 customers
and powered by Unit 42° threat intelligence, our Al-driven platforms eliminate complexity,
empowering enterprises to modernize with confidence and securing the speed of innovation.
Explore the future of security at www.paloaltonetworks.com.

, I I ® 3000 Tannery Way © 2026 Palo Alto Networks, Inc. A list of our trademarks in the United States and other
/l pa oa to Santa Clara, CA 95054 jurisdictions can be found at https://www.paloaltonetworks.com/company/trademarks.html.
NERWORKS All other marks mentioned herein may be trademarks of their respective companies.
Main: +1.408.753.4000

strata_the-post-quantum-readiness-race-is-on_060426

Sales: +1.866.320.4788
Support:  +1.866.898.9087

www.paloaltonetworks.com


http://www.paloaltonetworks.com
https://www.paloaltonetworks.com/cyberpedia/what-is-q-day
https://www.paloaltonetworks.com/resources/techbriefs/quantum-safe-security
https://www.paloaltonetworks.com/resources/techbriefs/quantum-safe-security

