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Cloud Native Application Protection Platforms (CNAPP)

Cloud Native Application Protection Platforms are no longer simply cloud protection
solutions; they are becoming the security control plane for Al-native enterprises. This
KuppingerCole Leadership Compass maps that shift across the 2026 market. What began
as a convergence of cloud security tools has evolved into a new generation of platforms
designed to manage risk across cloud infrastructure, applications, identities, data, and Al
systems. Organizations can no longer rely on disconnected security products to protect
environments where cloud services, Al models, Al agents, and autonomous workflows are
tightly integrated. The leading vendors in this market are responding by combining cloud
security, Al Security Posture Management (Al-SPM), runtime protection, attack path
analysis, cloud detection and response, and agentic Al-driven operations into unified
platforms. This Leadership Compass evaluates the vendors in this market to help
organizations navigate that transition.
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Introduction

Cloud Native Application Protection Platforms (CNAPP) are evolving beyond their original
role of securing cloud infrastructure and are becoming the operational foundation for
securing Al-powered applications, services, and business processes.

CNAPP solutions now manage risk across cloud infrastructure, applications, identities, data,
and Generative Atrtificial Intelligence (GenAl) services. While the first generation focused on
Cloud Security Posture Management (CSPM), Cloud Workload Protection (CWPP), Cloud
Infrastructure Entitlement Management (CIEM), and related cloud security functions, the
market is now entering a new phase driven by GenAl-native applications and autonomous
security operations.

Cloud security is a shared responsibility. Cloud Service Providers (CSP) are responsible for
the security of the service they provide, and it is up to the cloud customer to secure their use
of the service. CNAPP solutions provide integrated tools to help organizations using cloud
services to identify and manage the risks for which they are responsible across the
development and production lifecycle for low-level cloud-native infrastructure, cloud-based
workloads, and GenAl-based applications and services.

Organizations are deploying large language models (LLMs), Al agents, retrieval-augmented
generation (RAG) architectures, vector databases, and Al-powered business processes at
scale. These workloads introduce new attack surfaces and security challenges that
traditional cloud security tools were not designed to address. As a result, leading CNAPP
vendors are extending their platforms with AlI-SPM, Al asset discovery, model governance,
Al attack path analysis, runtime protection for Al workloads, and controls for Al development
pipelines.

At the same time, cloud security platforms are using agentic Al to transform how they
operate. Rather than simply using Al to help identify risks, leading CNAPP solutions
leverage Al agents to investigate incidents, validate exposures, prioritize remediation, and
automate operational workflows. Vendors in this report, including Microsoft, Palo Alto
Networks, Wiz, CrowdStrike, Qualys, and Uptycs are leading this transition toward more
autonomous cloud security operations.

Another major trend is the convergence of cloud security, exposure management, runtime
protection, Cloud Detection and Response (CDR), and security operations. The leading
platforms combine posture management with runtime telemetry, attack path analysis,
exploitability validation, and threat intelligence to focus security teams on risks that are both
reachable and actively exploitable.

Cloud-native applications are built from highly dynamic, distributed components, such as
containers, Kubernetes, serverless functions, APIs, and infrastructure-as-code, deployed
across multi-cloud environments where traditional perimeter-based security and siloed tools
are ineffective. Organizations face challenges including lack of visibility, misconfigurations,
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excessive entitlements, software supply chain risks, and runtime threats that span
development and production environments for cloud and GenAl workloads.

The leading vendors in this Leadership Compass are distinguished not only by the breadth
of their traditional CNAPP capabilities, but also by their ability to integrate cloud security, Al
security, runtime intelligence, and security operations into a unified platform. As enterprises
continue to adopt Al-native applications and autonomous systems, the future of the CNAPP
market will be defined by platforms that can secure cloud and Al environments holistically
while reducing operational complexity through automation and intelligent risk prioritization.

To better understand the fundamental principles this report is based on, please refer to
KuppingerCole Analysts Research Methodology.

Key Findings

e The CNAPP market is evolving from cloud-native application protection to become
the security foundation for Al-native enterprises.

e AI-SPM is evolving beyond detection of shadow Al, with leading vendors providing
visibility into Al services, models, vector databases, Al pipelines, model governance,
and Al-specific attack paths.

e Agentic Al is a key innovation area. Several vendors now provide Al agents capable
of investigating alerts, validating exposures, recommending remediation actions, and
automating security workflows.

e Runtime intelligence is used to prioritize risk. Most platforms now correlate runtime
telemetry with vulnerabilities, identities, network exposure, and attack paths to focus
attention on risks that are exploitable in production.

e Security graph technologies and attack path analysis are core capabilities, enabling
organizations to understand how identities, workloads, data stores, networks, and Al
services interact to create potential attack paths.

e CNAPP and CDR capabilities are converging as vendors integrate posture
management, runtime detection, threat intelligence, incident investigation, and
automated response into unified platforms.

e Multi-cloud support remains a baseline requirement. Organizations expect consistent
visibility, governance, and protection across AWS, Microsoft Azure, Google Cloud
Platform, and hybrid environments. But coverage of OpenStack and Oracle Cloud
Infrastructure (OCI) is patchy.

e Identity is a critical component of cloud security. CNAPP solutions incorporate CIEM
capabilities to identify excessive privileges, privilege escalation paths, toxic
combinations, and workload identity risks.

e Agentic Al increases the number of Non-Human Identities (NHIs), emphasizing the
importance of identity and entitlement controls.

e Data Security Posture Management (DSPM) capabilities continue to expand, with
leading vendors correlating sensitive data exposure with identity, network, and
workload risk to improve prioritization.

©2026 KUPPINGERCOLE ANALYSTS AG 5
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e Kubernetes security remains a major concern. Vendors with deep runtime protection,
workload identity analysis, Kubernetes Security Posture Management (KSPM), and
container runtime monitoring maintain a significant advantage in cloud-native
environments.

e The market continues to consolidate around integrated platforms rather than
standalone tools. Organizations increasingly prefer solutions that combine CSPM,
CWPP, CIEM, DSPM, DevSecOps security, Al security, and threat detection within a
single operational framework.

e The strongest vendors are extending CNAPP beyond posture assessment into
unified risk management platforms that continuously identify, prioritize, investigate,
and remediate risks across cloud and Al environments.

©2026 KUPPINGERCOLE ANALYSTS AG 6
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Market Analysis

The CNAPP market is moving from cloud-native application protection toward Al-native
application protection, as vendors extend their platforms to secure Al models, Al agents, Al
services, and autonomous workflows.

The CNAPP market is entering a new phase. The first generation of Cloud Native
Application Protection Platforms emerged to address the growing complexity of public cloud
environments by bringing together capabilities such as CSPM, CWPP, and CIEM. The goal
was to provide organizations with a unified view of cloud risk across infrastructure,
workloads, identities, and data.

While these capabilities remain essential, the rapid adoption of artificial intelligence is
fundamentally changing the scope of cloud security. Enterprises are no longer simply
deploying cloud-hosted applications. They are increasingly deploying Al-powered
applications, LLMs, Al agents, RAG architectures, vector databases, Al development
pipelines, and autonomous business processes. As a result, cloud environments are
becoming the operational foundation for Al-native applications, creating entirely new attack
surfaces and risk categories.

Monitoring of Controls for GenAl Risks

Validates Authentication and Acess Controls for
Al Services

Validates secure deployment settings
Detects publicly exposed Al Inference endpoints
Validates Guardrails

Validates controlled Al rollout mechanisms

0 10 20 30 40 50 60 70 80 90 100

m Percentage of CNAPP solutions on this report

Figure 1: Percentage of CNAPP solutions surveyed that cover GenAl risks.

This shift is driving the emergence of a new generation of CNAPP platforms that extend
beyond traditional cloud infrastructure protection. Leading vendors are now introducing
capabilities such as Al-SPM, Al asset discovery, Al model governance, prompt injection
testing, Al attack path analysis, Al software bill of materials (Al-BOM) generation, Al runtime
monitoring, and protection for Al agents and Al-powered applications. Rather than treating Al
security as a separate discipline, these vendors are integrating Al assets directly into their
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existing security models, allowing organizations to understand how Al services interact with
cloud infrastructure, identities, workloads, applications, and sensitive data.

At the same time, artificial intelligence is changing how security platforms themselves
operate. The emergence of agentic Al represents one of the most significant innovations in
the security market in recent years. Unlike Al assistants that respond to user prompts,
agentic Al systems can investigate alerts, analyze attack paths, validate exposures,
recommend remediation actions, and execute predefined workflows with varying levels of
autonomy. Examples include Wiz's Blue/Red/Green agents, Microsoft's Security Copilot
agents, Palo Alto Networks' Cortex Al capabilities, and Uptycs' Juno Al Analyst.

These developments are driving a broader convergence of cloud security, Al security,
exposure management, runtime protection, and security operations. CNAPP platforms are
evolving beyond posture management tools into platforms capable of continuously
identifying, prioritizing, investigating, and remediating risks across cloud and Al
environments. The most innovative vendors are no longer focused solely on securing cloud
infrastructure; they are building platforms designed to secure the Al-native applications and
autonomous systems that will define the next generation of enterprise computing.

This transformation is also reshaping the competitive landscape. The acquisition of Wiz by
Google, Palo Alto Networks' acquisition of Protect Al, CrowdStrike's acquisition of Pangea,
AccuKnox’s acquisition of Clouddefense.Al and continued investment by Microsoft, Qualys,
and other vendors in Al security capabilities reflect a growing recognition that Al workloads
and Al-powered applications will become a primary focus of enterprise security programs.
The market is beginning to move from Cloud Native Application Protection Platforms toward
Al-Native Application Protection Platforms (AI-NAPP), where securing models, agents,
prompts, data pipelines, and autonomous workflows becomes as important as securing
virtual machines, containers, and cloud infrastructure.

Organizations evaluating CNAPP solutions should therefore consider not only current cloud
security capabilities, but also each vendor's ability to secure Al environments and support
increasingly autonomous security operations. The vendors that are best positioned for the
future will be those that can combine cloud security, Al security, exposure management,
runtime protection, and agentic Al into a unified operational platform.

However, Al is not the only challenge, CNAPP must also address the rising frequency and
impact of data breaches, tightening regulatory requirements, and the operational complexity
of multi-cloud and hybrid environments. Meeting these demands depends upon integrating
threat signals across the complete hybrid IT infrastructure.

In a typical attack scenario, an adversary compromises a cloud administrator’s credentials
through phishing and leverages legitimate IAM roles to move laterally within the
environment. For example, a misconfigured role can be used to access both storage and
compute resources, enabling the attacker to deploy infrastructure (for example, an AWS
EC2 instance), pivot within the environment, and extract sensitive data from managed
services such as databases. While traditional incident detection and response tools may
detect isolated events, such as anomalous access to storage services, they often lack
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visibility into the full attack path across cloud resources. In contrast, CNAPP platforms can
correlate misconfigurations, identity usage, and infrastructure relationships to map complete
attack paths (for example, Role — Compute — Data — EXfiltration). This highlights a
fundamental shift in attack patterns: cloud attacks rely on legitimate credentials and native
services rather than malware, requiring integrated visibility across cloud, identity, and
infrastructure domains.

CNAPRP solutions previously focused heavily on posture and vulnerability scanning. A major
evolution has been the use of runtime telemetry to determine which vulnerabilities, identities,
attack paths, and exposures are in production and exploitable. The CNAPP solutions from all
vendors in this report expose complex paths to risks and 94% detect active exploitation of
these. This runtime intelligence helps to focus security teams on active risk.

CNAPP is becoming the central control point for managing risk across cloud infrastructure,
applications, identities, and emerging Al-driven services.

Delivery Models

CNAPRP solutions are predominantly delivered as cloud-native, SaaS-based platforms,
reflecting the environments they are designed to protect. Most vendors operate a centralized
control plane hosted in the cloud, which ingests telemetry from customer environments via
APls, agent-based sensors, or agentless scanning techniques. A few vendors offer non-
SaaS or customer-hosted deployment options, typically to meet regulatory or sovereignty
requirements.

Agentless approaches, leveraging cloud provider APIs and snapshot-based analysis, are
widely used for rapid deployment and broad visibility across infrastructure, while lightweight
agents are selectively deployed where deeper runtime protection or telemetry is required.
This hybrid data collection model enables CNAPP platforms to provide continuous visibility
across multi-cloud and hybrid environments without significant operational overhead.

Integration with CI/CD pipelines and developer tooling further extends coverage into the
development lifecycle, allowing security controls to be applied from code through to runtime.

CNAPP solutions are typically licensed using subscription-based models aligned to cloud
consumption and asset coverage. The most common approach is pricing based on the
number of cloud assets or resources under management, such as virtual machines,
containers, serverless functions, or cloud accounts. Some vendors also use usage-based
metrics, including compute hours, workload instances, or data volume analyzed. In addition,
licensing may be structured around modules or capability tiers, with separate pricing for
components such as CSPM, CWPP, CIEM, application security, or data security.

©2026 KUPPINGERCOLE ANALYSTS AG 9
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Required Capabilities

The following is a list of criteria used to evaluate solutions included in this Leadership
Compass on CNAPP:

CNAPP Required Capabilities

Detect and manage
Human and NHI
entitlement risks.

Detect security posture
and remediate to code.

Supported Detect and manage

by Al !
Security data and storage risks.

Agents

Prioritize active threats
and exploitable
vulnerabilities

Detect and manage App
vulnerabilities in Code &

Detect and manage
GenAl development

and deployment risks. laC. Manage 3 party

component risks

KuppingerCale Analysts AG

Figure 2: CNAPP Required Capabilities Overview

Cloud Identity and Entitlements Risks

Discover and continuously analyze all identities (human, service accounts, roles,
workload identities, Application Programming Interface (API) keys, machine
identities).

Detect excessive privileges, toxic combinations, privilege escalation paths, and
unused permissions.

Identify orphaned identities, stale credentials, and weak authentication policies such
as lack of Multi-Factor Authentication (MFA).

Provide automated least-privilege right-sizing and remediation workflows.

Correlate identity risk with resource and exposure context (identity-centric attack-path
modeling).

Cloud Data and Storage Security

Discover and classify cloud data across object storage, databases, data lakes, file
systems, and managed data services.

Identify public exposure, weak encryption, improper key management, and
misconfigured access controls.

Detect sensitive data, such as Personally Identifiable Information (PII), Protected
Health Information (PHI), Payment Card Industry data (PCl), Intellectual Property
(IP), and map it to identity and exposure risks.

©2026 KUPPINGERCOLE ANALYSTS AG 10
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e Correlate data sensitivity with network and identity risk to prioritize remediation.
¢ Monitor data access patterns for anomalous behavior.

Cloud Network Security

e Discover and analyze network topology, ingress/egress controls, and segmentation.

e Identify publicly exposed assets and internet-facing workloads.

e Detectrisky firewall rules, overly permissive security groups, open ports, and weak
TLS configuration.

¢ Model lateral movement paths across cloud environments to identify paths to risk.
Cloud Compute Security

e Assess configuration posture of VMs, containers, Kubernetes clusters, and
serverless functions.

e Detect vulnerabilities in OS, packages, and dependencies.

e Provide runtime threat detection (behavioral analysis, anomaly detection).

e Monitor container runtime activity (process, network, file integrity).

Cloud DevOps Security

e Support Kubernetes security posture management.

e Scan Infrastructure-as-Code (laC) templates (Terraform, CloudFormation, ARM).

e Scan container images and registries for vulnerabilities and secrets.

e Integrate with CI/CD pipelines (shift-left security).

e Detect secrets in code repositories.

e Support Static Application Security Testing (SAST), Dynamic Application Security
Testing (DAST), and Software Composition Analysis (SCA) (where integrated).

e Provide risk correlation between code findings and deployed cloud risk.

Cloud Threat Detection and Response

e Capabilities designed to monitor, detect, analyze, contain, and remediate security
incidents in cloud environments.

e Detection of anomalous activity and cloud-native attack techniques.

e |dentity-based and workload-based threat detection.

e Forensic investigation support.

e Automated response and remediation workflows.

e Integrate with Security Information and Event Management (SIEM), Extended
Detection and Response (XDR), and Security Orchestration, Automation, and
Response (SOAR) platforms.

Cloud GenAl Security
e Analyze the technology-related risks from the development of Al-based applications.

©2026 KUPPINGERCOLE ANALYSTS AG 1
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e Discover and monitor the use of Al/GenAl services across cloud environments.

e Assess access control, data exposure, and model security risks.

e Identify sensitive data used in Al training or inference pipelines.

e Monitor Al infrastructure misconfiguration and model deployment risks.

e Detect Al-specific risks such as prompt injection exposure or insecure APl usage
(where applicable).

Cloud Security Posture Management

e Provide a unified risk dashboard across identity, data, network, workload, and code.

e Context-aware prioritization using attack path and blast radius modeling.

e Compliance reporting against common security frameworks and best practices such
as NIST CSF, ISO/IEC 2700x, CIS, as well as major regulatory obligations.

e Custom policy creation and regulatory mapping.

e Executive reporting and remediation tracking metrics.

Innovative Capabilities

e Agentic Al for Security Operations

e Al Security Posture Management

e Runtime-Driven Risk Prioritization

e Security Graphs and Attack Path Analysis

e Convergence of CNAPP and Cloud Detection & Response
e Integrations of CNAPP with SOC

©2026 KUPPINGERCOLE ANALYSTS AG 12
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Leadership

Selecting a vendor of a product or service must not be based only on the information
provided in this KuppingerCole Analysts Leadership Compass. The Leadership Compass
provides a comparison based on standardized criteria and can help identify vendors that
should be considered for further evaluation. However, a thorough selection process should
include a detailed analysis and a Proof of Concept (PoC) or pilot phase, based on the
specific criteria of the customer.

Overall Leadership

The Overall Leadership chart reflects how vendors balance product strength, innovation, and
market presence. The chart evaluates vendors in this market across two dimensions. The
horizontal axis measures Product Leadership, and the vertical axis measures Innovation
Leadership. Overall Leaders are those in the upper right-hand quadrant, with the bubbles
colored red. Vendors in this quadrant score highly in both dimensions, earning Overall
Leadership status. These organizations ship mature products while maintaining strong
innovation.

The bubble size reflects each vendor's relative strength in terms of Market Leadership.
Further details on Market Leadership can be found in the Market Leadership section.

Product Leaders are found to the right of the vertical dividing line. The vendors in the lower
right quadrant, colored black, are established vendors with full-featured products but fewer
innovative differentiators. These providers demonstrate solid execution using conventional
methods. Further details on Product Leadership can be found in the Product Leadership
section.

Innovation Leaders are found above the horizontal dividing line. Vendors in the upper left-
hand quadrant, colored black, have advanced technology approaches but less mature
product offerings. These companies often introduce new technical approaches that are not
yet widely adopted. Further details on Innovation Leadership can be found in the Innovation
Leadership section.

Vendors in the lower left-hand quadrant, colored grey, are challengers for both product and
innovation leadership. Those toward the bottom left-hand corner are mainly niche vendors
with products focused on specific market segments and geographical areas.

©2026 KUPPINGERCOLE ANALYSTS AG 13
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The Overall Leaders ranked by both product strength and innovation are Palo Alto Networks,
Microsoft, Wiz, IBM, CrowdStrike, Qualys, and Upwind.
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unifies cloud security, application security, runtime protection, and security
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Microsoft earns its Overall Leadership with its Defender for Cloud that is redefining
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into a unified security platform for cloud, data, identity, Al, and security operations,
supported by one of the industry's most advanced agentic Al ecosystems.
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e Wiz is an Overall Leader with its Al-Application Protection Platform which has
evolved from a market leading CNAPP into a platform to secure cloud-native and Al-
native applications through a unified security graph, contextual risk analysis, and
increasingly autonomous security operations enabled by specialized Al agents.

e |IBMis an Overall Leader with its Security and Compliance Center Workload
Protection (SCC WP) that combines cloud security, Al security, compliance, attack
path analysis, and continuous risk monitoring across hybrid and multi-cloud
environments.

e CrowdStrike earns its Overall Leadership with Falcon Cloud Security that is an
extension of its broader security platform and includes a set of agentic Al capabilities
and specialized security agents as part of its broader Falcon strategy.

e Qualys is an Overall Leader with its TotalCloud that combines deep vulnerability
intelligence, validated attack path analysis, and agentic Al-driven remediation into a
CNAPP that correlates findings into its TruRisk prioritization model.

e Upwind earns Overall Leadership by combining strong cloud-native security
capabilities with a highly innovative runtime-first architecture that enables
organizations to secure both cloud infrastructure and Al-native workloads through a
single platform.

©2026 KUPPINGERCOLE ANALYSTS AG 15
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Product Leadership

Product leadership is the first specific category examined below. This view is based on the
presence and completeness of required features as defined in the required capabilities
section above. The chart is horizontal and divided into two areas; the vendors to the right of
the chart and colored red are Product Leaders and those to the left and colored black are
Product Leadership Challengers.

Product Leader

ACCUKNOX UPWIND SECURITY
1BM

FORTINET
UPTYCS PALO ALTO NETWORKS
WIZ

QUALYS
ORCA SECURITY TENABLE
AQUA SECURITY MICROSOFT
SENTINELONE CROWDSTRIKE

Product Leaders in order of placement are Wiz, Qualys, Palo Alto Networks, Tenable, IBM,
Microsoft, Upwind, CrowdStrike, and Sysdig. Product leaders have the most complete mix of
functionality, security, interoperability, deployment options, and usability, as defined in the
required capabilities section.

e Wiz earns Product Leadership through its combination of a powerful Security Graph,
agentless deployment, code-to-cloud visibility, advanced Al security, and agentic
security operations capabilities currently provided.

e Qualys TotalCloud is a Product Leader because it combines broad cloud security
coverage with exposure management, attack path analysis, cyber risk quantification,
and Al-driven prioritization within a unified risk operations platform.

e Palo Alto Networks Cortex Cloud is a Product Leader because it unifies cloud
security, runtime protection, and security operations, enabling organizations to
prioritize and respond to cloud risks using both exposure context and active threat
intelligence.

e Tenable One Cloud Exposure earns Product Leadership because it applies exposure
management principles to cloud security, correlating vulnerabilities, identities,
workloads, and attack paths to provide a unified view of risk across all IT delivery
models.

e IBM Security and Compliance Center Workload Protection earns Product Leadership
through its combination of cloud security, compliance management, Al security, cloud
threat detection and response, and attack path analysis across hybrid and multi-
cloud environments, providing continuous visibility into risk, regulatory, and policy
requirements.

©2026 KUPPINGERCOLE ANALYSTS AG 16
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e Microsoft Defender for Cloud is a Product Leader because it extends cloud security
beyond infrastructure protection into a unified platform for cloud, identity, data, Al,
and security operations, supported by one of the industry's most advanced agentic Al
ecosystems.

e Upwind Cloud Security Platform earns Product Leadership because it uses runtime
intelligence as the foundation for cloud security, enabling organizations to prioritize
risks, detect active threats, and understand attack paths based on actual cloud
activity rather than static analysis alone.

¢ CrowdStrike Falcon Cloud Security is a Product Leader because it combines cloud
security, threat intelligence, runtime protection, and security operations within a
single platform, enabling organizations to identify, investigate, and respond to cloud
threats using a common operational framework.

e Sysdig earns Product Leadership through its combination of broad CNAPP
functionality with strong runtime security, cloud detection and response, Kubernetes
protection, and runtime-driven risk prioritization.

The remaining vendors are challengers in Product Leadership.

Innovation Leadership

Next, we examine innovation in the marketplace. Innovation is, from our perspective, a key
capability in all IT market segments. Customers require innovation to meet evolving and
even emerging business requirements. Innovation is not about delivering a constant flow of
new releases. Rather, innovative companies take a customer-oriented upgrade approach,
delivering customer-requested and other cutting-edge features, while maintaining
compatibility with previous versions.

Innovation Leader

TENABLE
ACCUKNOX UPWIND SECURITY
UPTYCS CROWDSTRIKE

ORCA SECURITY WiZ
,v; PALO ALTO NETWORKS
MICROSOFT

AQUA SECURITY 1BM
FORTINET QUALYS
SYSDIG SENTINELONE

This view is based on the evaluation of innovative features recently added, together with the
vendor’s history of innovation. The chart is horizontal and divided into two areas; the vendors
to the right of the chart and colored red are Innovation Leaders and those to the left and
colored black are Innovation Leadership Challengers.
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The Innovation Leaders in order of placement are Palo Alto Networks, Microsoft, Wiz, IBM,
CrowdStrike, Qualys, and Upwind. All these vendors deliver cutting-edge products,
responding to customers’ requests and driving technical changes in the market by
anticipating what will be needed in the months and years ahead.

There is a correlation between the Overall, Product, and Innovation Leaders, which
demonstrates that leadership requires feature-rich products that are looking over the horizon
to bring advancements to help their customers. Key innovations in this market segment
include Agentic Al for security operations, Al Security Posture Management, runtime-based
risk prioritization, and the evolution of CNAPP to Al Native Application protection.

e Palo Alto Networks earns Innovation Leadership with its Cortex Cloud integration of
SOC with CNAPP supported by Cortex Al capabilities as well as its AI-SPM that
provides visibility and risk analysis of Large Language Models, identifying
misconfigured models and insecure Al pipelines.

e Microsoft is an Innovation Leader because of its AI-SPM capabilities and Risk-Based
Multi-cloud Attack Path Analysis supported by its innovative agentic Al ecosystem.

e Wiz is an Innovation Leader because it pioneered the use of a Security Graph, Al-
native application protection, and specialized Al agents to transform cloud security
from attack surface discovery and risk identification into increasingly autonomous risk
reduction.

e [IBMis an Innovation Leader because it combines Al Security Posture Management,
Al governance, runtime behavioral analytics, attack path analysis, continuous
compliance monitoring, and policy-driven risk management while integrating cloud
security with IBM watsonx and Concert capabilities for Al-enabled operations.

e CrowdStrike is an Innovation Leader because of its unified Al-Powered Cloud
Detection & Response that combines real-time CDR, CSPM, and Indicators of Attack
(IOA) to identify security risks, misconfigurations, and active threats across cloud
infrastructure.

e Qualys is an Innovation Leader through its Risk Operations Center vision, Al Fabric,
Cyber Risk Agents, Al security capabilities, and exploit validation technologies.

e Upwind earns Innovation Leadership because it is helping redefine CNAPP as a
runtime-aware, Al-native security platform, combining continuous runtime
intelligence, integrated Al security, AI-SPM, behavioral analytics, and specialized Al
agents within a unified architecture.

Other vendors are placed as challengers in Innovation Leadership.

Market Leadership

Finally, we analyze Market Leadership. This is an amalgamation of the number of customers
and their geographic distribution, the size of deployments and services, the size and
geographic distribution of the partner ecosystem, and the financial health of the participating
companies. Market Leadership, from our point of view, requires global reach.
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Market Leader

Entrant Emerging Contender Challenger

SENTINELONE

AQUA SECURITY
UPTYCS
UPWIND SECURITY

QUALYS
TENABLE
Wiz

PALO ALTO NETWORK:

MICROSOFT

ORCA SECURITY
ACCUKNOX
SYSDIG

IBM
FORTINET
CROWDSTRIKE

Entrant Emerging Contender Challenger

This chart shows the market strength of vendors plotted on the horizontal axis. The chart
divides vendors into five categories: Leaders, Challengers, Contenders, Emerging, and
Entrants. The Market Leaders, shown to the right of the chart and colored red, are those with
market dominance and high influence. Market Challengers, shown to the left of leaders and
colored black, are strong competitors with significant market presence and growth potential.
Contenders, shown in grey, are solid players with a stable position and reliable offerings.
Emerging vendors with a growing presence and the potential for further market impact are
colored light grey. Entrants, shown to the left of the chart, are newcomers or smaller players.

The market leaders in the CNAPP market are Palo Alto Networks, Microsoft, Wiz, IBM,
Tenable, Fortinet, Qualys, CrowdStrike, and SentinelOne.
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Product and Vendor Evaluation

This section provides a structured evaluation of each product and vendor included in this
KuppingerCole Analysts Leadership Compass. Each profile contains a description of the
company and its offering, an analysis of relevant capabilities for this market segment, and an
assessment of strengths and challenges. Where applicable, vendors are positioned as
Leaders in the Product, Innovation, or Market categories.

In addition to these standard Leadership Compass categories, we provide detailed capability
ratings for every vendor. These ratings are visualized in a spider chart that reflects
performance across the functional and technical criteria defined for this market segment.
The spider chart complements the written analysis and enables direct comparison across
solutions.

For this Leadership Compass, the capability categories evaluated are described below.

Security — covers the degree of security provided by the product or service. For products, it
looks at internal security practices and controls that enable secure customer use, including
authentication, access controls, and encryption. It also considers known vulnerabilities, how
the vendor responds to them, and the presence of relevant security features. For services, it
evaluates the security and consistency of operational processes and the presence of
pertinent certifications.

Deployment — covers how easy or difficult it is to deploy, operate, and discontinue the
product or service. For products, it considers implementation effort, operational complexity,
and the degree to which required components are integrated. It also looks at what is needed
to manage the solution over time, including upgrades and decommissioning. For services, it
evaluates the number and complexity of deployed components and the effort required to set
up and run the service.

Interoperability — covers the ability of the product or service to integrate with other vendors’
products and widely used standards and technologies. It considers support for common
protocols and formats, as well as the availability of secure and well-documented Application
Programming Interfaces (APIs) for programmatic access. For service providers, it also
evaluates the ability to deliver solutions that integrate into customer applications,
infrastructure, and operational workflows.

Usability — covers how easy the product or service is to use and administer. For products, it
looks at whether user interfaces are logical and intuitive and whether the experience is
consistent across the vendor’s components. It also considers administrative efficiency and
the clarity of configuration and reporting workflows. For services delivered by system
integrators or managed service providers, it evaluates customer experience through quality-
of-service delivery, communications, and day-to-day operational interaction.

Cloud Identity and Entitlements — measures the capabilities to dynamically discover and
analyze the user accounts (people and services) with access to the cloud services and their
entitlements. It should identify, report, and remediate user accounts with excessive or
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abnormal privileges and other risks such as orphan accounts, as well as accounts with weak
authentication policies.

Cloud Data and Storage Security — measures the capabilities to dynamically discover and
analyze cloud data storage services to identify, report, and remediate excessive risk. This
includes data storage services without appropriate controls, data storage with public access,
and data storage directly exposed to the Internet for a wide range of cloud storage types.

Cloud Network Security — measures the capabilities to dynamically discover and analyze
cloud network security controls to support a Zero Trust approach to network management,
map the customer’s cloud networks, and identify, report, and remediate risky firewall
configurations, risky permitted network protocols, and poor TLS certificate management and
rotation.

Cloud Compute Security — measures the capabilities to dynamically discover and analyze
customer’s cloud compute services to identify, report, and remediate risky configurations of
virtual machines and serverless computing elements.

Cloud DevOps Security — measures the capabilities to scan IaC templates in common
formats such as Terraform, to identify, report on and remove vulnerabilities. Also covers the
ability to discover, analyze, and report on cloud container services, as well as identify, report,
and remediate insecure container images, container registries, and deployments for
common container environments such as Kubernetes.

Cloud Threat Detection and Response — measures the capabilities to dynamically detect,
analyze, contain, and remediate security incidents in cloud environments. This includes the
detection and remediation of apps with exposed vulnerabilities. Also, the capabilities to
integrate with SIEM, SOAR and SOC.

Cloud GenAl Security — measures the capabilities to dynamically discover, analyze and
report on the cloud services used for development of Al-based applications, and the
sensitive data used to train Al models and the controls in place to secure them.

Cloud Security Posture Management — measures the capabilities to dynamically and
continuously identify, visualize, and manage an overview of the risks associated with the use
of the laaS cloud services and how well this use complies with a range of regulations,
standards, and best practices.
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AccuKnox — AccuKnox Zero Trust CNAPP
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AccuKnox Zero Trust CNAPP provides runtime protection and unified risk visibility based on
a tightly integrated but loosely coupled architecture, enabling modular adoption across
CSPM, CWPP, identity, and Al security. It offers unified findings that correlate vulnerabilities,
misconfigurations, and identity risks, supported by custom rules, attack graph modeling, and
integrations with SIEM and ticketing systems.

AccuKnox has significantly broadened its platform through the integration of
CloudDefense.Al, combining cloud-native runtime protection with application security
posture management, software supply chain security, and Al security. This expands the
platform's breadth while reinforcing its differentiated Zero Trust and runtime protection
capabilities.

AccuKnox was founded in 2020 and is headquartered in Menlo Park, California. It has its
origins in research collaboration with Stanford Research Institute (SRI International). Its
offering, AccuKnox Zero Trust CNAPP, has its roots in Kubernetes-native runtime protection
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and zero trust enforcement. This has now expanded to include posture management,
identity, compliance, and more recently, Al security capabilities.

The platform covers AWS, Microsoft Azure, Google Cloud, and Oracle Cloud Infrastructure.

AccuKnox Zero Trust CNAPP provides limited CIEM capabilities that can identify accounts
with excessive privileges. It uses log analysis to identify access from malicious locations and
other criteria. Deep entitiement analysis for workload identities and service accounts is
currently strongest in Kubernetes environments. While it supports SAML for SSO, its CIEM
capabilities do not currently support direct integration with any of the major identity providers,
but AccuKnox claims that this is in development.

AccuKnox Zero Trust CNAPP provides DSPM capabilities to discover and classify regulated
and sensitive data, including PII, PHI, PCI, banking data, credentials, intellectual property,
and compliance-related information. It detects geographical residency violations, encryption
weaknesses, excessive access rights, public exposure, and storage misconfigurations
across major cloud storage services and databases. However, it does not cover some cloud
databases, including MySQL, Oracle, PostgreSQL, and Microsoft SQL Server: AccuKnox
says that support for MySQL, Postgres and Oracle is in development.

AccuKnox Zero Trust CNAPP analyzes cloud-native networking components including
VPCs, VNets, subnets, routing tables, hybrid connectivity, gateways, and load balancers. It
supports detection of overly permissive firewall rules, segmentation violations, internet
exposure, insecure protocols, TLS weaknesses, certificate management issues, and
network-based attack paths. The platform also correlates network exposure with workload
sensitivity and identity privileges, supporting Zero Trust architecture.

For cloud compute-related risks AccuKnox supports major cloud providers, Kubernetes
distributions, OpenShift, VMware, OpenStack, Hyper-V, Windows, Linux, GPUs, and
serverless environments. It provides runtime enforcement using kernel-level controls that
help to prevent activity such as privilege escalation, unauthorized process execution, and
container escape attempts. At the compute service level, it detects elements without an
owner, and ones that have been dormant for an extended period. It also discovers and
analyzes serverless functions for misconfigurations and risks as well as detecting anomalous
behavior.

DevOps capabilities span [aC, container security, CI/CD pipelines, software supply chain
security, and SBOM management. It supports Terraform, CloudFormation, ARM, Bicep,
Kubernetes YAML, Helm, Dockerfiles, Ansible, and other formats. It analyzes Kubernetes’
service accounts and workload identity risks and scans container images as well as 1aC
templates for vulnerabilities. It integrates with SAST tools and supports software composition
analysis (SCA) for application dependencies and includes vulnerability scanning and
misconfiguration detection. It is integrated with a range of CI/CD pipelines and ticketing
systems.

AccuKnox Zero Trust CNAPP provides Al posture management, Al deployment validation,
model governance, model provenance checking, shadow Al detection, Al access control
validation, prompt firewalling, Al red teaming, and runtime protection. Support spans
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Bedrock, SageMaker, Vertex Al, Azure Al, Azure OpenAl, self-hosted models, and SaaS
LLM services. It can detect publicly exposed service endpoints and ensure that logging and
monitoring are enabled for Al service activity. It can verify that an approved model catalog or
allowlist is in use, detect the use of unapproved or shadow Al models, as well as validate
model source and provenance and guardrails.

The platform provides cloud threat detection capabilities through runtime telemetry and
enforcement. Its approach integrates detection with prevention, it uses kernel-level controls
to detect and stop threats in real time, while also supporting alerting, SIEM integration, and
automated response workflows. It also provides graphical representation of potential attack
paths with risk correlation to provide context across identities, vulnerabilities, and network
exposure to help prioritize threats and remediation.

Response capabilities include incident lifecycle management, automated response actions,
case management, SOAR integration, external threat intelligence, investigation workflows,
and automated containment actions. Runtime telemetry and attack-path-aware analysis
enhance contextual detection and prioritization. It can also automate cross-cloud
remediation and integrate with SIEM, SOAR, and XDR platforms.

Regarding cloud security posture, the platform assesses misconfigurations, supports major
regulatory frameworks, and integrates posture findings with identity and runtime risk data. It
supports a wide range of frameworks including ISO/IEC 27001, NIST Cybersecurity
Framework, SSAE18 System and Organization Controls, MITRE ATT&CK for Enterprise, the
CIS benchmarks for clouds as well as industry regulations such as PCI-DSS, HIPAA and
others.

The platform does not currently include specialized autonomous security agents that can
independently perform investigations, triage alerts, execute response actions, or function as
virtual security analysts. However, AccuKnox say they are developing AccuKnox Agent, an
autonomous security agent suite with alert triage and exposure validation agents backed by
live eBPF kernel telemetry, not static graph snapshots.

Strengths

e The platform’s origins in Kubernetes runtime security give it deep container and
Kubernetes protection.

e |ts prevention-oriented security model uses eBPF-based runtime enforcement to
prevent malicious behavior.

¢ Network and attack path analysis capabilities cover hybrid networks and support zero
trust policies.

e The “tightly integrated but loosely coupled” design allows adoption of individual
modules without requiring a full platform deployment.

e Unified risk correlation and attack path analysis covering vulnerabilities, identities,
misconfigurations, and reachability into attack graph-style analysis.

e Mature DevSecOps capabilities including laC scanning, SBOM management, code-
to-cloud visibility, and CI/CD integration.
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e Security capabilities for GenAl cover posture management, governance, red teaming,
guardrails, and runtime protection.

Challenges

e CIEM capabilities are currently based on log analysis, augmented by eBPF runtime
telemetry, rather than direct integration with identity providers.

e AccuKnox supports SAML-based single sign-on (SSO) for user authentication. Its
CIEM capabilities do not currently integrate with major identity providers via SAML,
OIDC, or similar standards.

e Does not cover data in common cloud databases, but this is in development.

e Does not check that anti-malware on servers is updated according to policy.
However, it currently uses eBPF-based kernel behavioral detection to identify
malicious process activity at runtime.

e Does not currently include specialized autonomous security agents, but AccuKnox
has announced AccuKnox Agent autonomous security agents for alert triage,
exposure validation, investigation.
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Aqua Security — Aqua Cloud Native Security Platform
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Aqua Cloud Native Security Platform offers active runtime protection combining workload
protection, Kubernetes security, and software supply chain security with a full lifecycle code-
to-cloud approach.

Founded in 2015 and headquartered in Boston, Massachusetts, and Ramat Gan, Israel,
Aqua Security is a cloud-native security vendor specializing in the protection of containers,
Kubernetes environments, serverless workloads, and cloud-native applications. The Aqua
Platform combines CSPM, CIEM, CWPP, KSPM, software supply chain security, cloud
threat detection and response, and Al security capabilities. Aqua Security’s runtime-centric
security architecture prioritizes risks based on actual exploitability and enforces controls
directly within running workloads rather than relying solely on posture analysis and alert
generation.

In April 2026, Aqua Security announced Aqua Compass, a Model Context Protocol (MCP)
server. Through the MCP interface, customers can build Al agents that interact with Aqua’s
runtime intelligence and enforcement controls without leaving the environments they already
operate in.
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Aqua Cloud Native Security Platform provides coverage across AWS, Google Cloud,
Microsoft Azure, Oracle Cloud Infrastructure, private cloud environments, Kubernetes
platforms, VMware environments, and air-gapped deployments.

For risks related to cloud identity and entitlements the platform continuously discovers and
analyzes users, service accounts, workload identities, roles, and API credentials across
supported cloud environments, integrating with any SAML or OIDC compatible identity
provider. It identifies excessive permissions, privilege escalation risks, unused entitlements,
and violations of least privilege principles. Effective permission analysis and attack-path
modeling help to understand how identities can be leveraged to reach sensitive assets. It
correlates entitlement information with actual workload behavior, enabling it to prioritize
identity risks that are actively exercised in production.

Aqua Cloud Native Security Platform’s cloud data security capabilities focus primarily on
storage configuration and exposure management rather than on data discovery and
classification. It identifies storage misconfigurations including public exposure, missing
encryption controls, internet-accessible storage resources, and storage deployed in non-
compliant geographic regions. These findings are correlated with identity, access, and
workload activity to determine whether exposed storage assets are genuinely reachable and
exploitable. It does not provide native support for sensitive data discovery, classification, and
governance.

For Cloud Network Security the solution discovers and evaluates cloud networking
components including virtual networks, subnets, routing configurations, security groups,
internet-facing services, and hybrid connectivity. It identifies overly permissive firewall rules,
unintended internet exposure, insecure protocols, certificate management issues, and
potential lateral movement opportunities. It correlates network exposure with workload
sensitivity, identity privileges, and runtime communications. This helps to prioritize those that
represent realistic attack opportunities.

The platform supports compute security across AWS, Azure, Google Cloud, OCI, Red Hat
OpenShift, OpenStack, VMware, and IBM Z mainframe systems (s390x). On-premises
compute environments are supported through agent-based deployment, enabling consistent
protection across hybrid environments. It provides protection for virtual machines,
containers, Kubernetes environments, serverless functions, and hybrid infrastructure. It
monitors process execution, file activity, network communications, privilege escalation
attempts, malware execution, container escapes, and command-and-control activity using a
large library of behavioral detections informed by its Nautilus threat research team. Runtime
enforcement capabilities allow threats to be blocked without requiring system restarts or
infrastructure changes. It also provides virtual patching, workload forensics, memory
capture, and exploit prevention.

For risks related to DevSecOps and software supply chain security it provides native
scanning for Infrastructure-as-Code templates, container images, software dependencies,
secrets, malware, and configuration weaknesses. Support spans major laC technologies
including Terraform, CloudFormation, Kubernetes manifests, Helm charts, Dockerfiles,
OpenTofu, and numerous other formats. Aqua's Trivy engine has become a widely adopted
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open-source cloud-native security tool and the enterprise version of Aqua Trivy underpins
much of the platform's shift-left security functionality. Integration with major CI/CD platforms
enables policy enforcement during development and deployment pipelines, while SBOM
generation, supply chain attestation, vulnerability management, and runtime correlation help
organizations secure the entire software lifecycle.

Aqua Secure Al provides visibility into Al services, models, endpoints, and deployment
configurations across major cloud Al platforms including AWS Bedrock, Azure OpenAl,
Google Vertex Al, and self-hosted Al environments. The platform identifies exposed Al
endpoints, validates access controls, monitors Al usage, detects shadow Al deployments,
and enforces governance policies related to approved models and model provenance.
However, it lacks DSPM capabilities to monitor the risks of data exposure by GenAl.

The platform combines runtime telemetry, behavioral analytics, incident management,
automated response, and ecosystem integrations to provide threat detection and response
capabilities. It supports automated incident creation, investigation workflows, SLA tracking,
audit trails, and integration with SIEM, XDR, SOAR, and ticketing platforms. The recently
introduced Aqua Compass is an MCP server that enables agentic incident response. When
suspicious behavior is detected, Compass automatically reconstructs the full sequence of
events from workload telemetry, identifies root cause and blast radius, and generates a
containment policy. Customers can also build their own Al agents on top of Compass, using
Aqua’s runtime intelligence and enforcement controls within the environments they already
operate in.

For CSPM the platform continuously evaluates cloud configurations against more than 150
built-in policies covering frameworks including NIST, ISO 27001, PCI DSS, HIPAA,
FedRAMP, CIS Benchmarks, and major cloud provider security standards. Custom policies
can be developed using Open Policy Agent (OPA)/Rego and applied consistently across
infrastructure, workloads, identities, DevOps pipelines, and Al environments. Attack path
analysis, FAIR-based risk modeling, and runtime exploitability assessment provide additional
context for prioritizing posture findings. Rather than treating posture management as a
standalone activity, it integrates CSPM into a broader risk management framework that
emphasizes measurable risk reduction and operational security outcomes.

Organizations seeking a CNAPP solution with strengths in cloud workload protection,
Kubernetes security, runtime protection, and software supply chain security should consider
Aqua Cloud Native Security Platform.

Strengths

e Strong runtime protection capabilities that enforce controls within running workloads,
containers, Kubernetes environments, and serverless functions.

¢ Innovative Al-assisted security operations through Aqua Compass, an MCP server
that enables customer extensible Al agent construction and provides agentic Al-
driven investigation, root cause analysis, blast radius determination, and policy-
based containment.

e Strong cloud workload protection with more than 200 behavioral detections.
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e Exploitability-based risk prioritization using runtime context to distinguish between
theoretical and genuinely exploitable vulnerabilities.

e Strong Kubernetes security capabilities, including Kubernetes posture management,
RBAC analysis, workload identity mapping, attack path visualization, and runtime
protection for cloud-native environments.

e DevSecOps and software supply chain security, including laC scanning, container
image scanning, SBOM generation and management, vulnerability management,
secret detection, malware analysis, and CI/CD pipeline integration.

e Strong attack path analysis and visualization capabilities, combining identity,
network, workload, and runtime context to identify realistic attack paths and blast
radius scenarios.

e Strong hybrid and multi-cloud support, including public cloud, private cloud,
Kubernetes platforms, VMware, OpenShift, and even IBM Z environments.

e Strong compliance and governance coverage, including support for NIST, ISO
27001, PCI DSS, HIPAA, FedRAMP High (authorized), CIS Benchmarks, SOC 2
Type 2 (Security and Privacy), cloud provider frameworks, and custom OPA/Rego
policies.

Challenges

¢ Native data security and DSPM functionality currently lack data discovery,
classification, and sensitive data identification.

e Storage security capabilities focus primarily on configuration and exposure analysis,
rather than providing data governance, classification, and lifecycle controls.

e No direct support for major enterprise identity providers such as Microsoft Entra ID,
Okta, Ping Identity, Duo, or Google Identity.

e Gen Al governance capabilities are limited because of the lack of DSPM functionality.
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CrowdStrike — CrowdStrike Falcon Cloud Security
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CrowdStrike Falcon Cloud Security is an extension of CrowdStrike’s broader security
platform, combining cloud security, threat intelligence, identity protection, workload
protection, and cloud detection and response within the unified Falcon architecture.

Founded in 2011 and headquartered in Austin, Texas, CrowdStrike is a cybersecurity vendor
known best for its endpoint protection, threat intelligence, managed detection and response,
and XDR capabilities. The company's CNAPP offering, Falcon Cloud Security, extends the
CrowdStrike Falcon platform into cloud environments by combining CSPM, CIEM, DSPM,
CWPP, IaC Scanning, KSPM, ASPM, AI-SPM, and CDR.
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CrowdStrike Falcon Cloud Security includes a set of agentic Al capabilities and specialized
security agents as part of its broader Falcon platform strategy. The primary framework is
Charlotte Al, which includes Al-powered analysts, workflow automation, investigation
support, triage functions, and orchestration capabilities across the Falcon platform.

The platform combines agentless posture assessment with sensor-based runtime protection,
enabling organizations to identify misconfigurations, vulnerabilities, entitlement risks, and
active threats from a single platform. It integrates CrowdStrike's threat intelligence and
adversary knowledge into risk prioritization and detection workflows. Falcon Cloud Security
correlates cloud, endpoint, identity, and application telemetry to identify attack paths, assess
exploitability, and prioritize remediation activities based on real-world adversary behavior
rather than static risk indicators alone.

It continuously discovers human and non-human identities, including service accounts,
workload identities, API keys, and cloud-native IAM entities. It identifies risks including
excessive permissions, dormant entitlements, least privilege violations, privilege escalation
opportunities, compromised credentials, insecure secrets, and orphaned accounts. It
calculates effective permissions across inherited roles and cross-account relationships while
also modeling lateral movement and privilege escalation paths. Identity findings are
integrated into attack path analysis, enabling security teams to understand how identity
weaknesses could be leveraged to reach sensitive assets or critical workloads.

Falcon Cloud Security DSPM capabilities combine sensitive data discovery with cloud
storage posture analysis. It identifies personal information, payment card data, banking
information, and other regulated data types across cloud storage and database services. It
detects data exposure risks including public access, excessive sharing, lack of encryption,
geographic policy violations, internet exposure, and insufficient backup or replication
controls. Coverage extends across major cloud storage services and database services
including Amazon S3, EBS, EFS, Aurora, RDS, DynamoDB, Redshift, Azure Blob Storage,
Cosmos DB, SQL services, and Google Cloud storage services. Data risks are correlated
with identity exposure, internet accessibility, and attack path analysis to prioritize
remediation efforts based on business impact and exploitability.

The platform analyzes network security across cloud and hybrid environments, including
virtual networks, subnets, routing configurations, security groups, gateways, load balancers,
and multi-cloud architecture. It identifies overly permissive firewall rules, unintended internet
exposure, improper segmentation, risky routing configurations, and deviations from Zero
Trust policies. Network exposures are correlated with identity privileges, workload sensitivity,
and accessible data assets to identify realistic attack paths. It also provides graph-based
visualization of network relationships and lateral movement opportunities. Certificate lifecycle
management capabilities are limited to a certificate inventory lacking detailed certificate risk
assessment and lifecycle monitoring.

For compute security it analyzes risks across virtual machines, containers, Kubernetes
clusters, serverless functions, managed container platforms, and cloud-native workloads.
Supported are AWS, Azure, Google Cloud, OCI, VMware, and OpenShift. It identifies
vulnerabilities, insecure configurations, excessive privileges, malware protection gaps,
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suspicious process execution, privilege escalation attempts, unauthorized file access, log
tampering, and other indicators of compromise. Runtime protection extends to containers,
Kubernetes workloads, serverless functions, and cloud-native services through
CrowdStrike's Falcon sensor technology. Container runtime monitoring includes drift
detection, malware execution, container escape detection, command-and-control
communications, privilege escalation monitoring, and automated containment actions. These
capabilities are further strengthened by integration with CrowdStrike's threat intelligence and
adversary detection expertise.

Falcon Cloud Security analyzes DevOps security risks spanning Infrastructure-as-Code
security, application security posture management, container security, software composition
analysis, CI/CD integration, and software supply chain security. The platform scans laC
templates prior to deployment, identifies misconfigurations and excessive permissions,
detects embedded secrets, and correlates laC findings with deployed cloud resources
through code-to-cloud visibility. Support includes Terraform, CloudFormation, ARM, Bicep,
Kubernetes manifests, Helm, Dockerfiles, Kustomize, Ansible, and additional deployment
technologies. Container security capabilities include image scanning, malware detection,
vulnerability management, runtime assessment, container registry analysis, SBOM
generation, software supply chain monitoring, and CI/CD pipeline integration. Its ASPM
functionality further links application risks to infrastructure and cloud posture findings,
helping to prioritize remediation activities.

Falcon Cloud Security includes Al Security Posture Management capabilities that assess Al
deployment configurations, access controls, endpoint exposure, logging controls, model
governance, and Al lifecycle management. The platform supports AWS Bedrock,
SageMaker, Azure Al, Azure OpenAl, Google Vertex Al, self-hosted Al environments, and
SaaS-based Al services. It identifies shadow Al usage, validates approved model catalogs,
verifies model provenance, detects deprecated model versions, and enforces Al governance
policies. Additional capabilities include monitoring Al service activity, validating model
deployment controls, and assessing model registry management processes.

The platform delivers cloud detection and response functionality by combining cloud
telemetry, workload monitoring, identity analysis, threat intelligence, XDR, SIEM, and SOAR
capabilities. It supports automated incident creation, case management, SLA tracking,
investigation workflows, audit trails, and integration with enterprise ticketing platforms.
Falcon Fusion provides playbook-driven response automation, enabling actions such as
workload isolation, privilege revocation, and cloud resource containment. CrowdStrike's
threat intelligence further enriches detections with adversary context, indicators of
compromise, and attack campaign information. Its ability to correlate cloud, endpoint, and
identity telemetry provides security teams with visibility into multi-stage attacks that span
multiple technology domains.

For CSPM the platform provides continuous asset discovery, posture assessment, drift
detection, attack path analysis, compliance reporting, policy management, and risk scoring
across multi-cloud environments. Falcon Cloud Security provides out-of-the-box policies
aligned to major security frameworks while allowing organizations to create custom policies
and policy-as-code controls. Compliance coverage includes ISO 27001, NIST frameworks,
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SOC 2, PCI DSS, HIPAA, FedRAMP, CIS Benchmarks, CMMC, DORA, NIS2, and other
industry-specific standards. Graph-based analysis, attack-path visualization, exploitability
modeling, and CrowdStrike's ExXPRT.AI risk scoring provides additional context that helps
organizations prioritize posture findings according to real-world attacker activity and
business risk.

Organizations seeking a CNAPP solution with strengths in cloud workload protection, cloud
detection and response, threat intelligence, and integrated security operations should
consider CrowdStrike Falcon Cloud Security.

Strengths

Al-powered analysts, workflow automation, investigation support, triage functions,
and orchestration capabilities across the Falcon platform.

Cloud threat detection and response capabilities integrated with CrowdStrike's XDR,
SIEM, SOAR, and threat intelligence platforms.

Broad cloud workload protection coverage across VMs, containers, Kubernetes,
serverless functions, and cloud-native services.

Integration of cloud, endpoint, identity, and threat intelligence telemetry within a
single platform.

Attack path analysis that combines identity, network, workload, and data exposure
into unified risk visualization.

Runtime protection capabilities include malware detection, container drift detection,
container escape detection, and automated response actions.

Kubernetes security coverage includes workload identities, RBAC analysis,
escalation path detection, and runtime monitoring.

Strong Al Security Posture Management capabilities.

Broad compliance framework support and policy management capabilities.

Flexible deployment model supporting agentless posture assessment alongside
sensor-based runtime protection.

Challenges

Certificate lifecycle management capabilities are limited to a certificate inventory.
Does not enforce or validate image provenance/signature itself but can work with
signed images.

Does not offer traditional DAST for web applications; focuses on behavioral threat
analysis and vulnerability reachability in containers and serverless functions.
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FortiCNAPP combines posture management, workload protection, entitlement analysis,
threat intelligence, and cloud detection capabilities within the broader Fortinet Security

Fabric, correlating cloud, identity, vulnerability, and runtime signals to prioritize risk and
accelerate remediation across multi-cloud environments.

Founded in 2000 and headquartered in Sunnyvale, California, Fortinet is a cybersecurity
vendor known for network security, security operations, and its Security Fabric platform.
FortiCNAPP extends these capabilities into cloud environments by combining CSPM, CIEM,
CWPP, KSPM, DSPM, cloud threat detection and response, and DevSecOps security. The
solution combines agentless cloud visibility with optional runtime sensors and integrates
closely with FortiSOAR, FortiSIEM, and FortiGuard threat intelligence.

©2026 KUPPINGERCOLE ANALYSTS AG 34



sKuppingercole LEADERSHIP COMPASS: 81068
ANALYSTS . . N n
Cloud Native Application Protection Platforms (CNAPP)

FortiCNAPP also incorporates Al-assisted capabilities for anomaly detection, risk
prioritization, incident summarization, investigation support, and remediation guidance.
Fortinet recently announced FortiSOC with FortiAl-Assist which includes autonomous
investigation, Al-generated playbooks, and MCP-powered agent coordination across security
investigation and response.

FortiCNAPP provides coverage across identity, data, network, compute, DevOps, cloud
posture management, threat detection and response, and selected Al security use cases.
The platform supports AWS, Azure, Google Cloud, OCI, VMware environments, OpenStack,
Kubernetes, and Alibaba Cloud with partial support.

For cloud identity and entitlements, FortiCNAPP discovers and analyzes human users,
service accounts, workload identities, API keys, machine identities, and cloud-native roles.
The platform identifies excessive permissions, least-privilege violations, compromised
credentials, exposed secrets, dormant entitlements, orphaned accounts, and privilege
escalation opportunities. Effective permissions analysis incorporates inherited roles, cross-
account access, and lateral movement paths, while identity findings are integrated into
attack path analysis to provide context around potential routes to sensitive resources.
Supported identity providers include Microsoft Entra ID, Google, Okta, and SAML-based
providers through FortiCloud integration.

DSPM capabilities focus primarily on sensitive data discovery and cloud object storage. The
platform identifies payment card data, banking data, national identity information, secrets,
malware, and email addresses, while detecting risks related to encryption, public access,
internet exposure, and geographic data residency. Data exposure findings are incorporated
into attack path analysis to help prioritize remediation activities.

The platform analyzes virtual networks, subnets, routing configurations, security groups,
gateways, and internet-facing services. It identifies overly permissive firewall rules,
unintended internet exposure, insecure protocols, outdated TLS versions, exposed
management interfaces, and risky routing configurations. Findings are correlated with
workload sensitivity, identity exposure, and attack path analysis to identify exploitable risks.
The platform also visualizes attack paths and lateral movement opportunities. Certificate
lifecycle management security risks are not covered.

For compute security, FortiCNAPP covers AWS, Azure, Google Cloud, OCI, VMware,
Windows, Linux, Kubernetes, and serverless environments but not Red Hat OpenShift. The
platform identifies vulnerabilities, privilege escalation attempts, suspicious process
execution, unauthorized file access, secrets access attempts, log tampering, and anomalous
runtime activity. Runtime monitoring includes command-and-control activity, container
escape attempts, and serverless execution anomalies. Fortinet RiskWatch monitors running
workloads to identify actively exploited vulnerabilities. The platform does not detect missing
or outdated malware protection controls.

FortiCNAPP provides DevOps security capabilities spanning laC security, application
security, SAST, SCA, DAST, SBOM generation, container security, and CI/CD integration.
Supported technologies include Terraform, CloudFormation, ARM templates, Kubernetes
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manifests, Helm charts, Dockerfiles, and Kustomize. The platform integrates with Jenkins,
GitLab, Azure DevOps, Bitbucket, GitHub Actions, and other pipelines through CLI-based
integrations. While code-to-cloud visibility is available, configuration drift analysis is not
included. The platform covers Amazon EKS, Azure AKS, and Google GKE services.

GenAl security capabilities are limited. FortiCNAPP validates deployment configurations for
AWS SageMaker and AWS Bedrock, including authentication controls, deployment settings,
logging, and guardrail configuration. However, the platform does not provide Al governance
capabilities such as model provenance validation, shadow Al detection, model lifecycle
management, approved model catalogs, or model registry governance.

For cloud threat detection and response, FortiCNAPP provides incident lifecycle
management, investigation workflows, case management, audit trails, automated
containment, playbook-driven response, and integration with SIEM, SOAR, XDR, and threat
intelligence platforms. Runtime telemetry, exploitability analysis, and attack path analysis are
incorporated into investigations, while integration with the broader Fortinet ecosystem
strengthens orchestration and response capabilities.

The platform also provides CSPM capabilities across infrastructure, workloads, identities,
Kubernetes, and DevOps assets, supported by attack path analysis, contextual risk scoring,
compliance reporting, blast radius calculation, and MITRE ATT&CK mapping. Compliance
coverage includes ISO 27001, NIST, SOC 2, PCI DSS, HIPAA, FedRAMP, CIS benchmarks,
and Kubernetes benchmarks.

Organizations seeking a CNAPP solution with strengths in cloud threat detection and
response, cloud network security, attack path analysis, unified risk management, and
integration with broader security operations workflows should consider Fortinet FortiCNAPP.

Strengths

e Broad coverage including AWS, Azure, Google Cloud, OCI, VMware environments,
OpenStack, Kubernetes, and Alibaba Cloud (partial).

e Flexible deployment with agentless operation and optional runtime sensors.

e Attack path analysis with blast radius modeling, MITRE ATT&CK mapping, and
exploitability analysis.

e Cloud threat detection and response capabilities are integrated with FortiSOAR,
FortiSIEM, XDR, and threat intelligence workflows.

e Strong network security capabilities reflect Fortinet's networking heritage.

e Unified risk reporting capabilities that correlate identity, network, workload, and data
risks.

e Vulnerable Code Execution Detection (RiskWatch) helps prioritize vulnerabilities that
are actively executed.

e Broad support for Infrastructure-as-Code security, container security, application
security, and CI/CD integration.

e Incorporates Al, machine learning, and FortiGuard threat intelligence to improve
threat detection, risk prioritization, and operational efficiency.

e Strong integration with the broader Fortinet Security Fabric ecosystem.
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Challenges

e Does not yet include specialized Agentic Al security agents.

e GenAl security functionality remains focused on deployment validation rather than Al
governance, model lifecycle management, or shadow Al detection.

e Lacks certificate lifecycle management capabilities.

e Does not detect container drift (unauthorized changes to running containers).

e Does not support some software supply chain controls such as image provenance
validation, signing, and attestation.
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IBM Security and Compliance Center Workload Protection (SCC WP) delivers cloud
security, Al security, compliance monitoring, and governance across public, hybrid,
sovereign, and multi-cloud environments. The platform is designed to support highly
regulated industries requiring continuous compliance monitoring, audit readiness, and
sovereign cloud controls.

Founded in 1911 and headquartered in Armonk, New York, IBM provides a broad portfolio of
cloud, security, Al, and infrastructure solutions. IBM Cloud Security and Compliance Center
Workload Protection forms IBM's CNAPP offering, combining CSPM, CIEM, CWPP,
Kubernetes security, DevSecOps security, cloud threat detection and response, and
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compliance management. The platform provides support for IBM Cloud, IBM-specific
compliance frameworks, continuous control monitoring, and integration with IBM
technologies such as Concert and IBM DevOps Loop.

IBM currently emphasizes Al-assisted investigation, incident summarization, risk
prioritization, attack path analysis, workflow automation, and Al governance controls rather
than fully autonomous security-agent execution. This approach aligns with the needs of
regulated enterprises seeking human-governed Al-assisted operations.

SCC WP provides broad CNAPP capabilities across identity, data, network, compute,
DevOps, cloud threat detection and response, and cloud posture management. The platform
supports AWS, Azure, Google Cloud, OCI, VMware, OpenStack, and IBM Cloud
environments. A key strength is its combination of posture assessment, workload protection,
attack path analysis, compliance reporting, and policy management across hybrid and multi-
cloud deployments. Deployment is also flexible, with SaaS, on-premises, and hybrid
deployment options available.

For cloud identity and entitlements, SCC WP continuously analyzes human and non-human
identities, service accounts, API keys, machine identities, and cloud-native roles. It identifies
excessive permissions, least-privilege violations, dormant entitlements, orphaned accounts,
privilege escalation risks, compromised credentials, and separation-of-duties conflicts.
Effective permissions analysis, lateral movement detection, and attack-path integration
provide visibility into how identity weaknesses could be leveraged to access sensitive
resources. Support for identity providers includes Microsoft Active Directory, Entra ID,
Google, Okta, Ping Identity, OIDC, and SAML standards, as well as IBM IAM.

IBM SCC WP provides indirect coverage of cloud-native storage services by securing the
workloads, infrastructure, and access paths interacting with these services, rather than
delivering native data-layer or storage-level security controls. It detects policy violations
involving data location, encryption, public access, internet exposure, sharing controls, and
backup requirements. Coverage spans AWS, Azure, Google Cloud, and IBM Cloud storage
services. Advanced DSPM capabilities are provided through integration with IBM Guardium
for data discovery, classification, and governance.

For cloud network security risks, IBM SCC WP analyzes virtual networks, subnets, routing
configurations, security groups, hybrid connectivity, gateways, and multi-cloud architectures.
It detects overly permissive access controls, insecure protocols, network exposure,
segmentation weaknesses, risky routing configurations, and lateral movement paths.
Network findings are integrated into attack path analysis and correlated with workload
sensitivity and identity privileges. It provides partial visibility into TLS-related risks through
runtime and configuration monitoring but does not deliver full certificate lifecycle or PKI
management capabilities.

For cloud compute security risks IBM SCC WP provides broad coverage across cloud
workloads, virtual machines, containers, Kubernetes environments, and GPU-enabled
systems. The platform identifies vulnerabilities, configuration weaknesses, privilege
escalation attempts, suspicious commands, unauthorized file access, secret exposure, and
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runtime anomalies. Kubernetes support is particularly strong, including workload identity
analysis, RBAC assessment, cloud IAM correlation, and attack-path visualization. The
solution does not assess anti-malware deployment status.

For Cloud DevOps security IBM SCC WP provides laC scanning, code-to-cloud visibility,
configuration drift detection, container image scanning, SBOM generation, registry security
analysis, runtime container protection, CI/CD integration, and software supply chain controls.
Support spans Terraform, CloudFormation, AWS CDK, Kubernetes manifests, Helm,
Kustomize, OpenTofu, and major CI/CD platforms. Container runtime monitoring includes
drift detection, malware execution monitoring, container escape detection, and automated
response actions. Application security testing capabilities depend upon integration with third
party tools.

For risks related to GenAl IBM SCC WP includes Al Security Posture Management
capabilities that assess Al deployment configurations, access controls, endpoint exposure,
logging controls, model governance, and Al lifecycle management. The platform supports
AWS Bedrock, SageMaker, Azure Al, Azure OpenAl, Google Vertex Al, as well as IBM
Watsonx, and SaaS-based Al services. It identifies shadow Al usage, validates approved
model catalogs, verifies model provenance, detects deprecated model versions, and
enforces Al governance policies. Additional capabilities include monitoring Al service activity,
validating model deployment controls, and assessing model registry management
processes. IBM's AlI-SPM capabilities extend beyond discovery to include model
governance, lifecycle oversight, and policy enforcement across cloud Al services.

For Cloud Threat Detection and Response, the platform supports incident lifecycle
management, playbook-driven response, automated containment actions, case
management, ticketing integration, and orchestration with SIEM, SOAR, and XDR platforms.
The platform combines runtime monitoring, attack path analysis, contextual risk scoring, and
automated response workflows to support cloud threat detection and remediation across
hybrid and multi-cloud environments.

IBM SCC WP provides strong CSPM capabilities. It supports policy-based governance,
compliance reporting, attack path analysis, blast radius assessment, MITRE ATT&CK
mapping, risk scoring, and custom policy creation. It features the IBM Cloud Framework for
Financial Services policy, a set of control requirements designed to address the security and
regulatory compliance obligations of financial institutions. Compliance coverage includes
ISO 27001, NIST frameworks, SOC 2, PCI DSS, HIPAA, FedRAMP, DORA, NIS2, CIS
benchmarks, Kubernetes benchmarks, IBM's support for IBM Cloud, sovereign cloud
requirements, and continuous compliance monitoring.

Organizations seeking a CNAPP solution with strengths in cloud governance, compliance
management, hybrid cloud security, attack path analysis, and IBM Cloud support should
consider IBM SCC WP.
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Strengths

e Wide hybrid and multi-cloud coverage including AWS, Azure, Google Cloud, OCI,
VMware, OpenStack, and IBM Cloud environments.

e Combines posture assessment, workload protection, attack path analysis,
compliance reporting, and policy management.

e Continuous control monitoring rather than periodic compliance assessment.

e Strong support for regulated and sovereignty-sensitive industries through continuous
compliance monitoring, sovereign cloud requirements, and the IBM Cloud
Framework for Financial Services and Sovereignty Risk Profile.

e Strong integration with IBM Cloud and IBM security ecosystem.

e CIEM functionality with broad identity provider support.

e Broad workload protection across clouds, virtual machines, containers, Kubernetes
environments, and GPU-enabled systems.

e Advanced attack path analysis and blast radius modeling.

e DevSecOps coverage including laC, container, and software supply chain security.

e Supports incident lifecycle management, playbook-driven response, automated
containment actions, case management, ticketing integration, and orchestration.

e Al Security Posture Management capabilities that assess Al deployment
configurations, access controls, endpoint exposure, logging controls, model
governance, and Al lifecycle management.

e Strong Kubernetes security capabilities include workload identity analysis, RBAC
assessment, IAM correlation, and attack path visualization.

e Flexible deployment options including SaaS, hybrid, and on premises.

Challenges

e Does not provide dedicated autonomous agentic security agents.

e Full DSPM capabilities depend upon integration with IBM Guardium.

e Does not deliver full certificate lifecycle or PKI management capabilities.
e Does not assess anti-malware deployment status.

e Does not include native application security testing capabilities.
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Microsoft Defender for Cloud is helping redefine the CNAPP market by extending cloud
security beyond infrastructure protection and into a unified platform for cloud, identity, data,
Al, and security operations, supported by one of the industry's most advanced agentic Al
ecosystems. This is reinforced by continued innovation, including Defender for Cloud
integration with the Defender portal, GitHub Advanced Security integration, serverless
protection for Azure and AWS, protection for open-source relational databases on AWS
RDS, API Security Posture Management for Function Apps and Logic Apps, and expanded
SQL Vulnerability Assessment Express Configuration capabilities.

Founded in 1975 and headquartered in Redmond, Washington, Microsoft is one of the
world's largest technology providers. Microsoft Defender for Cloud combines CSPM, CIEM,
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DSPM, CWPP, Kubernetes security, DevSecOps security, Al security posture management,
and cloud threat detection and response. The platform is tightly integrated with Microsoft
Defender XDR, Microsoft Sentinel, Microsoft Entra, Security Copilot, GitHub Advanced
Security, and Microsoft Defender External Attack Surface Management (EASM), providing a
unified view across cloud, identity, endpoint, application, and external attack surface
security. The Defender for Cloud and GitHub Advanced Security integration further
strengthens the platform by correlating source code findings with deployed cloud risks,
helping organizations connect development and runtime security.

Microsoft Defender for Cloud delivers broad CNAPP coverage across identity, data, network,
compute, DevOps, GenAl security, threat detection and response, and cloud security
posture management. The platform supports AWS, Azure, Google Cloud, hybrid
environments, Azure Government, and sovereign cloud deployments.

Through Microsoft Security Copilot and an expanding portfolio of specialized security agents,
from their recently announced Project Perception, the platform enhances investigation,
prioritization, remediation guidance, and workflow automation across cloud, identity,
endpoint, application, and security operations domains.

For cloud identity and entitlement risks Microsoft Defender for Cloud benefits from
integration with Entra ID and its related services. The availability of Defender for Cloud within
the Microsoft Defender portal reinforces Microsoft's unified platform strategy, bringing cloud
posture management and threat protection into a shared SOC experience. However, it only
supports Entra ID and Google as identity providers. It identifies excessive permissions,
dormant entitlements, least-privilege violations, privilege escalation risks, weak
authentication controls, exposed secrets, and lateral movement opportunities. Effective
permissions analysis spans human and non-human identities and is integrated directly into
attack path analysis. It does not detect orphaned accounts.

Microsoft Defender for Cloud provides DSPM capabilities across cloud storage and
database services. It identifies sensitive data, including payment card information, banking
information, credentials, and regulated data, while detecting weak authentication, public
exposure, and internet-accessible data stores. Coverage extends across Azure, AWS, and
Google Cloud storage services, as well as major cloud database platforms. Integration with
attack path analysis helps prioritize data risks based on accessibility and business impact.
Database-specific threat protection for SQL and open-source relational databases, including
AWS RDS environments, detects suspicious activity across critical multi-cloud database
workloads.

The platform analyzes virtual networks, hybrid connectivity, routing configurations,
segmentation controls, security groups, internet exposure, and lateral movement paths.
Defender for Cloud correlates network exposure with workload sensitivity, identity privilege,
and attack path analysis to prioritize risks. While network posture capabilities are strong, it
does not analyze TLS certificate lifecycle management risks.

Microsoft Defender for Cloud provides broad workload protection across Windows, Linux,
Azure, AWS, Google Cloud, Kubernetes, OpenShift, VMware, Hyper-V, and GPU-enabled Al
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environments. Capabilities include vulnerability management, malware protection, EDR, file
integrity monitoring, runtime threat detection, secrets discovery, suspicious process
monitoring, and privilege escalation detection. Defender for Cloud combines posture and
runtime visibility with Defender XDR telemetry, providing strong coverage across hybrid and
cloud-native workloads.

The platform analyzes and detects software risks. It provides laC scanning, vulnerabilities
detection, code-to-cloud visibility, SAST, SCA, SBOM generation, CI/CD integration, and
software supply chain controls. It allows customers to gate Kubernetes deployment when
code findings breach policy thresholds. Integration with GitHub Advanced Security enables
security teams to correlate runtime findings with source code, repositories, pipelines, and
deployed workloads, helping developers prioritize remediation based on real-world
exposure.

Microsoft Defender for Cloud validates Al deployment configurations, access controls,
logging, guardrails, model provenance, approved model usage, shadow Al detection, and
unauthorized model promotion. Coverage includes Azure Al, Azure OpenAl, AWS Bedrock,
Google Vertex Al, self-hosted Al platforms, and SaaS LLM services. Microsoft also supports
Al governance controls aligned with emerging Al security and regulatory requirements.

Threat detection and response capabilities benefit from integration with Microsoft Defender
XDR, Sentinel, threat intelligence, and automation services. The platform supports incident
lifecycle management, playbook-driven response, automated containment, cross-cloud
remediation, case management, and collaboration between security and development
teams. Runtime telemetry, attack path analysis, exposure management, and external threat
intelligence are incorporated into investigations and response workflows.

For CSPM Microsoft Defender for Cloud provides continuous asset discovery, attack path
analysis, blast radius modeling, configuration drift detection, compliance reporting, policy
management, and contextual risk scoring. Coverage includes major frameworks such as ISO
27001, NIST, PCI DSS, HIPAA, FedRAMP, DORA, NIS2, CIS benchmarks, CMMC, and the
EU Al Act. Microsoft's Cloud Security Graph further strengthens contextual risk analysis
across cloud, identity, data, and workloads.

Security Copilot combines GenAl, threat intelligence, cloud telemetry, and workflow
automation to assist investigations, incident analysis, remediation, and threat hunting.
Microsoft is also introducing specialized Security Copilot agents across security operations
workflows.

Organizations seeking a CNAPP solution with strengths in cloud security posture
management, DevSecOps security, cloud threat detection and response, Al security, and
integration with broader security operations workflows should consider Microsoft Defender
for Cloud.
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Strengths

e Broad cloud coverage including AWS, Azure, Google Cloud, hybrid environments,
Azure Government, and sovereign cloud deployments.

e Broad integration across the Microsoft Security portfolio, including Microsoft
Defender XDR, Microsoft Sentinel, Microsoft Entra, GitHub Advanced Security,
Microsoft Defender EASM, Microsoft Defender Threat Intelligence, and Microsoft
Security Copilot.

o CIEM capabilities benefit from integration with Entra ID and related services.

e Mature attack path analysis and contextual risk prioritization.

e Combines posture and runtime visibility with Defender XDR telemetry, providing
strong coverage across hybrid and cloud-native workloads.

¢ Integration with GitHub Advanced Security enables correlation of runtime findings
with source code, strengthening code-to-cloud risk visibility.

e AI-SPM capabilities that assess Al deployment configurations, access controls,
endpoint exposure, logging controls, model governance, and Al lifecycle
management.

e CSPM capabilities provide broad compliance and regulatory coverage integrated with
contextual risk.

e Integrated cloud threat detection and response.

e Serverless security capabilities spanning Azure and AWS, including discovery and
assessment of serverless resources for misconfigurations, vulnerabilities, and
insecure dependencies.

e Expanded API security posture management, including support for APIs hosted in
Azure Function Apps and Azure Logic Apps, integrated with risk context and attack
path analysis.

e Agentic Al capabilities through Security Copilot.

Challenges

e Direct support for identity providers is limited to Entra ID and Google.
e Does not provide visibility of certificate lifecycle management risks.
e Does not detect dormant and orphaned compute services.
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Orca Security — Orca Cloud Security Platform

») gedo

= SECURITY

ORCA SECURITY

SECURITY

CLOUD SECURITY

POSTURE /DEPLOYMENT

CLOUD THREAT
DETECTION AND

. INTEROPERABILITY
RESPONSE Ny s

CLOUD GENAI SECURITY USABILITY

CLOUD DEVOPS .~ \\\ CLOUD IDENTITY AND

SECURITY ENTITLEMENTS
// \
CLOUD COMPUTE/ v CLOUD DATA AND
SECURITY STORAGE SECURITY
CLOUD NETWORK
SECURITY

Orca Cloud Security Platform combines agentless cloud visibility with Al-assisted graph-
based risk analysis to help organizations understand not only where cloud risks exist, but
how those risks can be exploited in practice.

Founded in 2019 and headquartered in Portland, Oregon, Orca Security is a cloud security
vendor. Its Orca Cloud Security Platform combines CSPM, CIEM, DSPM, CWPP,
Kubernetes security, DevSecOps security, cloud threat detection and response, and Al
security capabilities. The platform is known for its agentless architecture and SideScanning
technology, which provides visibility into cloud assets, workloads, storage, identities, and
configurations without requiring widespread agent deployment.

The platform supports AWS, Azure, Google Cloud, Oracle OCI, Alibaba Cloud, and Tencent.

Orca Cloud Security Platform provides broad CNAPP coverage across identity, data,
network, compute, DevOps, Al security, threat detection and response, and cloud security
posture management. A key feature is its ability to correlate identity exposure, vulnerable
workloads, sensitive data, internet exposure, and runtime activity into a unified attack-path
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model. Dynamic risk scoring helps prioritize remediation based on exploitability and business
impact rather than isolated findings.

The platform incorporates risk analysis, attack path prioritization, incident summarization,
remediation recommendations, and Runtime Al Security capabilities. In March 2026, Orca
announced its first two agents, a Threat Investigation Agent and an AppSec Triage Agent.

For cloud identity and entitlement risks the platform provides capabilities covering cloud-
native identities, service accounts, workload identities, roles, and API keys. It identifies
excessive permissions, violations of least privilege, dormant entitlements, privilege
escalation risks, compromised credentials, and exposed secrets. Effective permissions
analysis includes inherited roles and cross-account access, while identity findings are
incorporated into attack path analysis. Support for external identity providers is limited to
Entra ID and Google.

To identify and manage cloud data risks Orca Cloud Security Platform discovers and
classifies sensitive data across cloud storage, databases, data lakes, and managed data
services. It identifies personally identifiable information, payment data, banking data, public
exposure, excessive sharing, encryption weaknesses, geographic policy violations, and
internet-accessible data stores. Coverage spans major AWS, Azure, Google Cloud, and
Oracle cloud storage and database services. Data exposure findings are tightly integrated
into attack path analysis and risk prioritization.

Orca Cloud Security Platform provides visibility into cloud network exposures, including
virtual networks, subnets, security groups, internet-facing services, and exposed
management interfaces. It can identify attack paths and correlate these with asset value and
potential privilege escalation. The platform identifies overly permissive firewall rules, public
exposure, insecure protocols, weak encryption configurations, and certificate weaknesses.
While it detects risks related to certificate management, it lacks coverage for those related to
improper network segmentation.

For risks related to compute services and serverless it provides vulnerability management,
workload configuration assessment, runtime monitoring, malware detection, secrets
discovery, suspicious process detection, privilege escalation analysis, serverless security,
and workload ownership analysis. Coverage extends across AWS, Azure, Google Cloud,
OCI, OpenShift, VMware, Kubernetes, and serverless environments but not OpenStack.
Runtime awareness is integrated directly into attack path analysis, helping to distinguish
between theoretical and active risks.

Orca Cloud Security Platform capabilities for DevOps security include Infrastructure-as-Code
scanning, container security, software composition analysis, SAST, code-to-cloud visibility,
configuration drift detection, SBOM generation, CI/CD integration, and software supply chain
analysis. The platform supports a wide range of laC technologies and CI/CD pipelines while
correlating development findings with deployed cloud resources. Container runtime
protection, image scanning, malware detection, and container drift monitoring further
strengthen its DevOps security capabilities.
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To help manage GenAl related risks the platform validates Al deployment configurations,
authentication controls, model provenance, Al endpoint exposure, logging controls, guardrail
configurations, and use of unapproved Al models. Coverage includes AWS Bedrock, Azure
Al, Google Vertex Al, and self-hosted Al platforms. However, it does not cover SaaS
platforms like OpenAl’'s ChatGPT. In addition, Al governance capabilities do not cover Al
model registry and lifecycle management.

Orca Cloud Security Platform combines runtime monitoring, threat intelligence, attack path
analysis, and incident management to support cloud threat detection and response. The
platform supports incident creation, investigation workflows, ticketing integration,
collaboration with development teams, and integration with SIEM, SOAR, XDR, and external
threat intelligence platforms. However, it lacks automation capabilities for incident response
workflows.

For CSPM, Orca Cloud Security Platform provides continuous asset discovery, configuration
drift detection, policy management, attack path analysis, compliance reporting, MITRE
ATT&CK mapping, blast radius analysis, and contextual risk scoring. Coverage includes
major regulatory frameworks, cloud benchmarks, and industry standards. The platform's
ability to combine posture findings with runtime context and attack path analysis helps
organizations focus on the risks most likely to be exploited.

Organizations seeking a CNAPP solution with strengths in agentless cloud visibility, attack
path analysis, data security, runtime-aware risk prioritization, and cloud-native workload
protection should consider Orca Security.

Strengths

e Broad multi-cloud support including AWS, Azure, Google Cloud, OCI, Alibaba, and
Tencent Cloud.

e Agentless architecture reduces deployment complexity.

e Graph-based risk analysis and contextual risk prioritization.

e Dynamic risk scoring helps prioritize remediation based on exploitability and business
impact.

e DSPM capabilities span AWS, Azure, Google Cloud, and Oracle cloud storage and
major database services.

e Runtime awareness is integrated with attack path analysis, helping to identify active
risks.

e DevSecOps capabilities cover IaC, container security and shift-left integration
providing code-to-cloud visibility.

e Al Security Posture Management capabilities cover Al deployment configurations,
access controls, and shadow Al. Orca also detects prompt-level risk and jailbreak

attempts.

e Supports integration with SIEM, SOAR, XDR, and external threat intelligence
platforms.

e CSPM includes out-of-the-box coverage of standards and frameworks with risk
scoring.
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Challenges

e Does not detect improper subnet segmentation against zero trust policies.

e No continuous real-time recalculation of attack paths.

e Does not validate image provenance and integrity.

e Does not include native incident response automation.

e AI-SPM capabilities do not cover Al model registry and lifecycle management.
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Palo Alto Networks — Cortex Cloud
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Palo Alto Networks Cortex Cloud unifies cloud security, application security, runtime
protection, and security operations into a single platform, supported by Al agents helping to
identify, prioritize, and remediate risks from code to cloud to SOC.
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Founded in 2005 and headquartered in Santa Clara, California, Palo Alto Networks is a
cybersecurity vendor covering network security, cloud security, security operations, and
threat intelligence. Cortex Cloud is a CNAPP offering, combining CSPM, CIEM, DSPM,
CWPP, Kubernetes security, ASPM, Al security, cloud detection and response, and
exposure management. The platform integrates cloud security with the broader Cortex
ecosystem, including Cortex XSIAM, Cortex XSOAR, and Al-driven security operations from
a single user interface.

The platform supports AWS, Azure, Google Cloud, Alibaba Cloud, and OCI, with partial
support for OpenStack and VMware environments. Its Code-to-Cloud-to-SOC architecture
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correlates development, posture, runtime, and operational security data within a unified
platform.

Cortex Cloud incorporates autonomous Al agents and specialized copilots capable of threat
discovery, triage, investigation, risk prioritization, policy recommendation, and workflow
automation. This moves the platform beyond Al-assisted analysis toward autonomous
security operations.

For cloud identity and entitlement risks Cortex Cloud continuously analyzes human and non-
human identities, workload identities, service accounts, API keys, and cloud-native roles.
The platform identifies excessive permissions, least-privilege violations, dormant
entitlements, separation-of-duties conflicts, privilege escalation opportunities, orphaned
accounts, and compromised credentials. Identity findings are integrated into attack path
analysis and continuously recalculated as cloud environments change. Supported identity
providers include Entra ID, Okta, Ping ldentity, Duo, and cloud-native IAM services as well
as integration through SAML and OIDC.

For risks related to cloud data security Cortex Cloud discovers and classifies sensitive data
across cloud storage, databases, SaaS repositories, Snowflake, Databricks, Microsoft 365,
and on-premises file shares. The platform identifies personal data, payment information,
healthcare records, intellectual property, Al assets, developer secrets, and sensitive
information embedded within images through OCR analysis. DSPM findings are integrated
with attack path analysis and risk scoring to prioritize exposures based on accessibility and
business impact.

Cortex Cloud provides visibility into risks across virtual networks, security groups,
segmentation controls, internet-facing services, and multi-cloud architectures. It identifies
unintended exposure, insecure protocols, weak encryption, risky routing configurations,
exposed management interfaces, and segmentation weaknesses. It also provides TLS
certificate inventory and certificate risk analysis through Attack Surface Management
capabilities.

For compute service and serverless risks, it provides vulnerability management, runtime
protection, malware detection, secrets discovery, suspicious process monitoring, workload
ownership analysis, serverless security, Kubernetes security, and container runtime
protection. Runtime telemetry is correlated with identity exposure, network risk, and attack
path analysis to distinguish exploitable risks from theoretical exposures. Coverage spans
major clouds, containers, Kubernetes, and virtualized environments.

Cortex Cloud capabilities for DevOps security include 1aC scanning, SAST, SCA, DAST,
container security, software supply chain analysis, SBOM generation, configuration drift
detection, code-to-cloud visibility, and CI/CD integration. Support spans Terraform,
CloudFormation, ARM, Bicep, OpenTofu, Kubernetes manifests, Helm, Dockerfiles, and
major CI/CD platforms. The platform correlates application, infrastructure, and runtime
findings to provide developers with contextual remediation guidance.

For GenAl security risks, Cortex Cloud validates Al deployment configurations,
authentication controls, endpoint exposure, logging, network isolation, and Al guardrail
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settings. The platform supports AWS Bedrock, SageMaker, Azure Al, Azure OpenAl, Google
Vertex Al, and self-hosted Al environments. It can identify shadow Al models, unapproved
model usage, outdated models, and policy violations. However, model lifecycle governance
and provenance validation capabilities are limited.

For threat detection and response, Cortex Cloud provides incident lifecycle management,
automated response actions, playbook-driven orchestration, case management, threat
intelligence integration, cross-cloud remediation, and collaboration between security and
development teams. Runtime telemetry, attack path analysis, exploitability analysis, and Al-
driven prioritization are integrated into investigation workflows.

Cortex Cloud CSPM is a core capability. It provides continuous asset discovery, historical
state tracking, configuration drift detection, compliance reporting, attack path analysis, blast
radius modeling, MITRE ATT&CK mapping, and contextual risk scoring. The platform’s
SmartScore capability consolidates findings from CSPM, CIEM, DSPM, and AlI-SPM into
prioritized risk cases that reduce alert noise and focus attention on the most significant
exposures.

Organizations seeking a CNAPP solution with strengths in cloud runtime security,
DevSecOps security, cloud threat detection and response, Al security, and code-to-cloud to
SOC risk management should consider Palo Alto Networks Cortex Cloud.

Strengths

e Part of the broader Cortex security platform.

e Agentic Al capabilities and autonomous security workflows.

e Code-to-Cloud-to-SOC coverage from a single pane of glass.

e Advanced attack path analysis and contextual risk prioritization.

e DSPM capabilities cover SaaS repositories, Snowflake, Databricks, and Al assets.

e Runtime protection across workloads, containers, Kubernetes, and serverless
environments.

e Broad ASPM coverage: SAST, SCA, secrets scanning, laC security, API security,
and application posture management.

e Links developer issues to deployed cloud assets.

e Al Security Posture Management capabilities cover Al deployment configurations,
access controls, and shadow Al.

e Integrated threat detection and response capabilities.

e Al-driven SmartScore risk case prioritization.

¢ Includes predefined policy security best practices such as CIS, ISO 27001:2022,
MITRE ATT&CK, and NIST CSF.

¢ Includes predefined templates to audit posture against a broad range of regulations
such as GDPR, HIPAA, HITRUST, PCI-DSS, and SOX.

Challenges

e Partial coverage of OpenStack and VMware clouds.
e Does not include policy simulation and "what-if" attack path modeling.
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e Does not validate Al/ML model registry and lifecycle management controls.
e Does not cover risks related to GPU-specific workloads.
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Qualys — TotalCloud
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Qualys TotalCloud combines deep vulnerability intelligence, validated attack path analysis,
and agentic Al-driven remediation into a CNAPP that correlates findings into its TruRisk
prioritization model.

Founded in 1999 and headquartered in Foster City, California, Qualys is best known for
vulnerability management and continuous security monitoring. Qualys TotalCloud extends
this across CSPM, CIEM, CWPP, Kubernetes security, DSPM, Al security, attack path
analysis, and cloud detection and response. The platform is built around the Qualys TruRisk
model, which combines vulnerability intelligence, attack path analysis, runtime context,
threat intelligence, and exploit validation to prioritize risks according to business impact and
exploitability.
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The platform supports AWS, Azure, Google Cloud, OCI, Alibaba Cloud, Kubernetes
environments, Red Hat OpenShift, VMware, and hybrid infrastructures.

Qualys TotalCloud includes multiple specialized Al cyber-risk agents, with agents focused on
discovery, prioritization, exploit validation, and remediation. These agents support
automated investigation, risk validation, remediation recommendation, workflow generation,
auto-patching of code, and response orchestration. Combined with QFlow automation and
the ROCKky cyber-risk assistant, it moves toward autonomous security operations with
human oversight.

For identity and entitlement risks, Qualys TotalCloud CIEM continuously discovers and
analyzes human identities, machine identities, workload identities, service accounts, API
keys, and cross-account trust relationships. It identifies excessive permissions, dormant
privileges, orphaned accounts, privilege escalation paths, toxic entittement combinations,
and least-privilege violations. Effective permissions are calculated across inherited roles and
trust relationships, while identity findings are integrated into attack path analysis and risk
prioritization. This is reinforced by a Unified Identity Risk View that consolidates telemetry
from both Qualys-native and third-party solutions, while Threat Modeling exposes hidden
relationships and weak trusts through graph-based attack paths and domain trust mapping.

Qualys TotalCloud offers data discovery and classification across cloud object storage,
databases, managed data services, and related cloud data paths. It can identify regulated
and sensitive content such as government identifiers, personal data, payment card
information, and banking data, then correlate that classification with access, exposure, and
control posture. This visualizes where sensitive data is stored, who can reach it, and what
misconfigurations raise genuine business risk. Important data assets discovered by DSPM
are also mapped to prioritize key attack paths against them.

For risks related to network security, Qualys TotalCloud capabilities include analysis of cloud
networks, security groups, routing configurations, segmentation controls, internet-facing
services, hybrid connectivity, and multi-cloud architectures. It prioritizes network exposure by
identifying what is public, what is sensitive, and what privileged identity paths can reach it. It
flags exposed services and management interfaces, models lateral movement across
segments, and shows where identity privilege amplifies network reach.

Qualys TotalCloud covers compute and serverless risks across the major public clouds and
extends that coverage into any Kubernetes orchestration system including OpenShift, and
private or hybrid environments. The delivery method varies by environment, using agents,
APIls, snapshots, network techniques, and runtime telemetry as appropriate. The platform
provides vulnerability assessment, configuration analysis, malware detection, runtime
monitoring, file integrity monitoring, workload protection, serverless security, and Kubernetes
security. TruRisk scoring helps prioritize vulnerabilities according to exploitability, business
impact, internet exposure, and runtime context rather than relying solely on CVSS scores.

The platform DevSecOps capabilities span laC scanning, SAST, SCA, DAST, API security
testing, container security, SBOM management, software supply chain analysis, and CI/CD
integration. It supports Terraform, CloudFormation, ARM templates, Kubernetes manifests,
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Helm charts, Dockerfiles, and major CI/CD platforms. It detects misconfigurations, excessive
permissions, deprecated resource patterns, and embedded secrets, then correlates the
result back to deployed cloud posture and runtime context. It detects CVE-based
vulnerabilities across OS packages and open-source libraries, embedded secrets, policy
violations, malware, and malicious artifacts across build-time, registry, and pre-deployment
workflows. Code-to-cloud correlation enables developers to trace vulnerabilities from source
code through deployed workloads and runtime environments.

For risks related to GenAl Qualys TotalCloud discovers Al assets including AWS Bedrock,
AWS SageMaker, Google Vertex Al, Microsoft Azure Al services, model endpoints, GPUs,
LLM-backed APls, agentic workflows, and MCP servers. The platform evaluates GenAl
deployment security, model governance, shadow Al usage, model provenance, lifecycle
controls, and exposure risks. It also incorporates Al security testing aligned with OWASP
LLM and MITRE ATLAS guidance, helping organizations govern both cloud-native and self-
hosted Al environments.

The threat detection and response capabilities combine runtime telemetry, cloud control-
plane monitoring, attack path analysis, threat intelligence, and workflow automation. It
supports incident lifecycle management, case tracking, automated response actions,
playbook-driven workflows, cross-cloud remediation, and integration with SIEM, SOAR, and
XDR platforms. It enables collaboration between security and development teams by
exposing role-based access, cloud configuration context, remediation assignment, and
workflow integration with DevOps systems.

Qualys TotalCloud CSPM capabilities include continuous asset discovery, configuration
assessment, drift detection, compliance monitoring, attack path analysis, blast-radius
modeling, and risk scoring. The platform supports a wide range of regulatory frameworks,
CIS benchmarks, and compliance standards. Its ability to combine CSPM, CIEM, DSPM,
workload security, and exploit validation into a single risk model helps organizations focus
remediation efforts on the findings most likely to affect business operations.

Organizations seeking a CNAPP solution that combines vulnerability intelligence, validated
attack path analysis, exploit-aware prioritization, and agentic Al-driven remediation should
consider Qualys TotalCloud.

Strengths

e Built on Qualys mature vulnerability management and risk prioritization platform.

e Itincorporates multiple specialized cyber-risk agents, including agents focused on
discovery, prioritization, exploit validation, and remediation.

e TruRisk scoring combines exposure, exploitability, business impact, and runtime
context.

e TruConfirm exploit validation helps distinguish real risk from theoretical risk.

¢ Unified Identity Risk View consolidates telemetry from both native and third-party
solutions.

e Threat Modeling exposes hidden relationships and weak trusts through graph-based
attack paths and domain trust mapping.
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e Detects sensitive data and visualizes where it is stored, who can reach it, and what
misconfigurations raise genuine business risk.

e Code-to-cloud correlation enables developers to trace vulnerabilities from source
code through deployed workloads and runtime environments.

e Discovers and evaluates GenAl deployment security, model governance, shadow Al
usage, model provenance, lifecycle controls, and exposure risks.

e Incorporates GenAl security testing aligned with OWASP LLM and MITRE ATLAS
guidance.

e Supports incident lifecycle management, case tracking, automated response actions,
playbook-driven workflows, cross-cloud remediation.

e CSPM capabilities include continuous asset discovery, configuration assessment,
drift detection, compliance monitoring, attack path analysis, blast-radius modeling,
and risk scoring.

e Flexible deployment through agent, agentless, API, snapshot, and runtime telemetry
approaches.

Challenges

e Native cloud integrations are strongest on AWS, Azure, Google Cloud, and OCI.

e Some laC frameworks including AWS CDK, Kustomize, OpenTofu, Pulumi, and
Ansible have more limited native support.

e Does not monitor the use of SaaS LLM platforms such as ChatGPT.

e Missing France’s SecNumCloud certification.
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SentinelOne — Singularity Cloud Native Security
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SentinelOne Singularity Cloud is SentinelOne’s cloud security solution suite which
encompasses three products: Cloud Workload Security for workload protection and
response, Cloud Native Security for cloud and Al exposure management and Cloud Data
Security for cloud and network data stores. It combines cloud security with autonomous
threat detection, Al-driven investigation, and exploit-path analysis, enabling organizations to
prioritize and respond to cloud risks using the same platform that protects endpoints,
identities, and workloads.

Founded in 2013 and headquartered in Mountain View, California, SentinelOne is a
cybersecurity vendor known for endpoint protection, XDR, and Al-driven security operations.
Its Singularity Platform extends these capabilities into cloud security through a CNAPP
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offering that combines CSPM, CIEM, CWPP, Kubernetes security, DSPM, Al security
posture management, cloud threat detection and response, and attack path analysis. The
platform integrates cloud, identity, workload, and endpoint telemetry through the Singularity
Data Lake and XDR architecture, providing a unified approach to cloud risk management
and threat detection. The platform supports AWS, Azure, Google Cloud, OCI, Alibaba Cloud,
Kubernetes environments, VMware, and hybrid deployments.

SentinelOne Purple Al provides natural-language investigation, incident summarization,
threat hunting assistance, remediation guidance, and security workflow acceleration. When
combined with Storyline™, behavioral Al models, and automated response capabilities the
platform extends beyond simple Al-assisted analytics.

The platform provides CIEM capabilities, including continuous discovery of human and
machine identities, workload identities, service accounts, APl keys, and cloud-native roles.
SentinelOne identifies overprivileged and privileged identities, analyzes effective
permissions to determine actual access, and detects excessive permissions, dormant
privileges, privilege-escalation risks, separation-of-duties conflicts, least-privilege violations,
and toxic entitlement combinations. Identity findings are integrated into attack path analysis
and exploitability modeling. However, integration with external identity providers is limited to
Microsoft Active Directory, Microsoft Entra ID, and Ping Identity.

SentinelOne provides DSPM capabilities that identify sensitive personal data, payment
information, regulated data, public exposure, encryption weaknesses, geographic policy
violations, and excessive sharing. Coverage spans major cloud storage and managed
database services across AWS, Azure, and Google Cloud. Data findings are correlated with
identity exposure, workload vulnerabilities, and attack paths to prioritize remediation based
on actual risk rather than isolated configuration findings.

Network security capabilities focus on exposure analysis and attack-path modeling. The
platform identifies publicly exposed services, insecure access controls, exposed
management interfaces, risky network configurations, and lateral movement opportunities.
SentinelOne's Offensive Security Engine performs evidence-based exploit validation to
identify Verified Exploit Paths™, safely simulating real-world attacker techniques to
determine whether cloud exposures are practically exploitable and providing evidence of
exploitability. However, the platform does not validate alignment of network segmentation
with Zero Trust policies. In addition, it does not analyze risks related to TLS certificate
management.

Compute security combines agentless and agent-based capabilities. SentinelOne Cloud
Native Security (CNS) provides agentless vulnerability assessment and security posture
analysis for cloud virtual machines, containers, and serverless workloads, while Cloud
Workload Security (CWS) delivers runtime protection, behavioral Al analytics, malware
prevention, and workload threat detection. Coverage extends across Windows, Linux,
containers, Kubernetes, VMware environments, and cloud-native workloads.

SentinelOne Singularity Platform provides laC scanning, container image security,
vulnerability assessment, software composition analysis, CI/CD integration, secret scanning,
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and code-to-cloud visibility. The platform supports Terraform, CloudFormation, ARM
templates, Kubernetes manifests, Google Deployment Manager, and Dockerfiles. Secret
scanning identifies more than 750 types of hardcoded secrets across public and private code
repositories and validates detected secrets to help prioritize remediation.

Kubernetes security includes KSPM capabilities to identify Kubernetes and container
misconfigurations, assess compliance against security best practices, and support custom
policies through OPA/Rego. The platform also provides Kubernetes Admission Controller
capabilities to evaluate workloads against configured posture assessment rules before
deployment. Container security includes image scanning, malware detection, vulnerability
analysis, and registry security assessment.

SentinelOne provides Al Security Posture Management capabilities that continuously
discover and inventory Al services, models, training jobs, processing jobs, and supporting
storage across AWS, Azure, and Google Cloud. The platform identifies Al-specific
misconfigurations and vulnerabilities, provides security posture assessments against Al
regulatory compliance policies, and detects exposed Al/ML secrets and API keys in code
repositories. Al assets can be visualized and investigated using Graph Explorer to provide
visibility into Al environments and their relationships with cloud infrastructure.

For threat detection and response, the platform combines cloud telemetry, endpoint
telemetry, threat intelligence, behavioral Al, attack path analysis, and XDR correlation to
identify active threats. Automated containment, playbook-driven response, cross-cloud
remediation, SIEM integration, SOAR integration, and incident investigation are supported.
Storyline™ technology provides visual attack narratives that help analysts understand attack
progression and accelerate investigations.

It delivers CSPM capabilities with an emphasis on contextualized and continuous risk
assessment. The platform continuously monitors cloud assets across the major cloud
providers and evaluates them against over 29 compliance frameworks out of the box. The
customer can add new custom compliance capabilities based on their own controls. It
integrates risk findings with attack path analysis, enabling prioritization based on
exploitability rather than static misconfigurations.

Organizations seeking a CNAPP solution that combines cloud security, exploit-path analysis,
Al-driven investigations, and XDR-powered threat detection and response should consider
SentinelOne Singularity Platform.

Strengths

e Exploitability-driven Risk Prioritization (Verified Exploit Paths) focuses on real,
provable attack paths, not just theoretical risks.

¢ Runtime Detection and Response (XDR Integration) detects active exploitation and
combines CNAPP with endpoint, identity, and cloud telemetry.

¢ Automated Attack Correlation (Storyline ™) automatically builds attack narratives
across environments to reduce investigation time.
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e Attack Path Visualization and Blast Radius Analysis visualizes reachable assets,
data exposure, and lateral movement paths.

e Automation and Autonomous Response support real-time containment using rule-
based and playbook-driven automation.

e Integrated CIEM, CSPM, CWPP, DSPM to identify “toxic combinations” of risk.

e Supports API-driven and bidirectional automation workflows and integration with
SIEM, SOAR, and ITSM tools.

e Multi-Cloud Support covering AWS, Azure, GCP, OCI, and Alibaba.
e Flexible deployment with both agentless and agent-based options.

Challenges

e Application Security capabilities do not include native SAST and DAST.

e Does notinclude capabilities to monitor TLS Certificate lifecycle management.
e GenAl governance does not include support for model provenance, model registry,
and Al lifecycle management.
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Sysdig — Sysdig Secure
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Sysdig Secure challenges the assumption that cloud security should be driven primarily by
posture and vulnerability data. Instead, it uses runtime intelligence to determine which risks
are exposed and which threats are currently active.

¥3aval

Founded in 2013 and headquartered in San Francisco, California, Sysdig is a cloud-native
security vendor known for container, Kubernetes, and runtime security. Sysdig Secure
combines CSPM, CIEM, cloud workload protection, Kubernetes security, DevSecOps
security, cloud detection and response, and emerging Al security capabilities. The platform
uses runtime context to prioritize vulnerabilities, misconfigurations, and identity risks based
on whether affected assets, permissions, and services are actively used within production
environments.
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Sysdig Secure supports AWS, Azure, Google Cloud, OCI, OpenStack, OpenShift,
Kubernetes environments, and hybrid deployments. Its strongest capabilities are centered
on runtime security, cloud-native workload protection, Kubernetes security, and real-time
threat detection based on Falco and eBPF-based telemetry.

Sysdig also offers runtime detections for Al coding agents built on its existing Al Workload
Security solution. Sysdig Headless Cloud Security extends its CNAPP capabilities beyond
traditional Ul workflows to operate natively within Al coding agents. This offers security
teams the runtime detection, vulnerability prioritization, and policy enforcement of a cloud
security platform that is natively integrated with the same tools where development and Al-
assisted operations are occurring.

Sysdig Sage™, the platform's Al cloud security assistant, facilitates multi-step conversations
in natural language. It summarizes security events, provides insights into specific incidents,
and offers context-aware recommendations.

The platform provides CIEM capabilities covering the full range of cloud-native identities,
including IAM roles, service accounts, API keys, and workload identities. It identifies
excessive permissions, administrative privileges, least-privilege violations, separation-of-
duties conflicts, privilege escalation paths, compromised credentials, exposed secrets, and
inactive accounts. Permission analysis also includes inherited permissions and cross-
account access relationships. Identity risks are incorporated into attack path analysis and
runtime-aware risk prioritization. Supported identity providers include Active Directory,
Google, and Okta.

The platform focuses on storage risks but does not include full DSPM capabilities. It
evaluates cloud storage configurations, public exposure, encryption controls, geographic
placement, backup policies, and internet accessibility across cloud storage services and
databases. These cover virtual file store, object storage, MySQL, Oracle, Microsoft SQL
Server, PostgreSQL and cloud databases such as Amazon RDS, Microsoft Fabric
Warehouse as well as data lakes.

For cloud and Kubernetes network risks, platform capabilities include analysis of virtual
networks, subnets, routing configurations, security groups, load balancers, internet-facing
assets, and segmentation controls. Sysdig identifies unintended exposure, overly permissive
firewall rules, insecure protocols, weak encryption configurations, exposed management
interfaces, and lateral movement opportunities. Network findings are correlated with
workload activity, identity exposure, and runtime telemetry to prioritize required mitigations.
In Kubernetes environments, Sysdig automates least-privilege network policy generation,
accelerates the Zero Trust network segmentation process, and provides process-level
visibility.

For compute service and serverless related risks, Sysdig Secure provides vulnerability
assessment, workload configuration analysis, malware detection, drift detection, file integrity
monitoring (FIM), runtime monitoring, serverless security, workload ownership analysis,
suspicious process detection, privilege escalation monitoring, and forensic investigation
capabilities. Coverage spans Linux, Windows, Kubernetes, containers, OpenShift,
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OpenStack, and maijor public cloud environments via both agent-based and agentless
deployment models. Runtime telemetry allows Sysdig Secure to distinguish actively
exploitable vulnerabilities from dormant risks, reducing alert volume and improving
remediation efficiency. The Cloud Attack Graph also correlates assets, activities, and risks to
surface attack paths and accelerate incident response.

Sysdig Secure DevSecOps security capabilities include 1aC scanning, container image
security, registry scanning, vulnerability management, software composition analysis, CI/CD
integration, code-to-cloud visibility, SBOM support, configuration drift detection, and software
supply chain security. The platform supports major laC technologies, container ecosystems,
Kubernetes deployments, and development pipelines. laC misconfigurations and
vulnerabilities are surfaced at the commit and pull request stages, with remediation patches
for Terraform and CloudFormation auto generated before issues reach production. Runtime
findings are correlated with development-stage security issues, focusing remediation on
what is actively exploitable.

For GenAl related risks, Sysdig Secure validates that GenAl services are secured and can
only be accessed according to policy. This covers Al and ML engines like OpenAl, Amazon
Bedrock, Anthropic, Google Vertex Al, IBM watsonx, and TensorFlow, and Al coding agents
including Claude Code, OpenAl’s Codex, and Gemini CLI. It does not validate secure model
lifecycle and deployment.

For threat detection and response Sysdig Secure is based on Falco, the open-source cloud-
native threat detection engine it originally created and contributed to the CNCF, together with
eBPF-based telemetry for real-time detection and response. The platform provides sub-
second detection, runtime monitoring, forensic investigation, incident management, workflow
integration, threat intelligence correlation, and automated response capabilities. Its ability to
correlate posture, vulnerability, identity, and runtime signals helps to accelerate
investigations and reduce response times.

Sysdig Secure CSPM capabilities include continuous asset discovery, configuration
assessment, compliance monitoring, drift detection, risk scoring, attack path analysis,
KSPM, and support for major regulatory frameworks and CIS benchmarks. Its runtime-
powered prioritization, which uses observed activity, active permissions, network
connections, and workload behavior helps to identify vulnerabilities most likely to present
real operational risk.

Organizations seeking an Al-powered CNAPP solution with strengths in runtime security,
Kubernetes protection, cloud-native threat detection, and runtime-aware risk prioritization
should consider Sysdig Secure.

Strengths

e Provides visibility into runtime security and cloud threats with eBPF-based agent
technology for low-overhead telemetry.
e Shared Policy Model based on the Open Policy Agent standard.
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¢ Runtime Insights enable users to detect vulnerabilities in cloud workloads in real-
time.

e |tleverages the Cloud Attack Graph to correlate, contextualize, and prioritize data
context from multiple domains to help to identify the real risks.

e Multi-layered detection approach leveraging Falco rules, ML, and drift detection,
curated by the Sysdig Threat Research team.

e Captures detailed user and system activity including commands, network
connections, file activity, and process lineage for forensic investigation.

e Provides a single view of vulnerability risk across the container lifecycle, from build
through detection and response.

e Provides rich vulnerability details such as the CVSS vector from multiple sources
including the fixed version, and links to publicly available exploits.

e Sysdig Sage helps to reduce the time to investigate and resolve incidents.

e Flexible deployment supports both agentless and agent-based approaches.

Challenges

¢ Does notinclude DSPM and sensitive data classification capabilities.

e Does not identify unused entitlements, however with Graph Search you can create a
query for unused roles or permissions.

e Limited GenAl governance capabilities.
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Tenable — Tenable One Cloud Exposure (CNAPP)
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Tenable One Cloud Exposure applies exposure management principles to cloud security,
correlating vulnerabilities, identities, misconfigurations, workloads, and attack paths to help
organizations focus on the cloud risks most likely to lead to compromise.

MARKET

Y¥3aval

Founded in 2002 and headquartered in Columbia, Maryland, Tenable is best known for
vulnerability and cyber exposure management. Tenable One Cloud Exposure extends these
capabilities into cloud environments, providing unified visibility across cloud infrastructure,
identities, workloads, applications, and data. The platform uses exposure analytics, attack
path analysis, vulnerability intelligence, and business risk context to identify and prioritize the
security issues most likely to impact the organization. Supported environments include AWS,
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Microsoft Azure, Google Cloud Platform, OCI, Kubernetes, containers, and hybrid cloud
infrastructures.

While the platform’s Al capabilities are primarily focused on exposure analysis, investigation,
prioritization, and decision support rather than fully autonomous security operations, Tenable
Hexa Al goes beyond traditional Al-assisted analytics by introducing agentic capabilities that
can reason across exposure data, orchestrate workflows, and take guided action within
defined objectives and governance controls.

For identity and entitlement related risks, Tenable One Cloud Exposure continuously
discovers and analyzes human identities, workload identities, service accounts, roles,
permissions, API keys, and trust relationships. The platform identifies excessive
permissions, dormant privileges, privilege escalation paths, toxic entittement combinations,
and least privilege violations. CIEM findings are integrated into attack path analysis, enabling
organizations to understand how compromised identities could be leveraged to reach
sensitive assets or workloads, while just-in-time access controls reduce standing privileges
and limit the window of exposure.

Integrated DSPM capabilities provide agentless discovery of data resources across cloud
storage services, managed databases, data lakes, and Al training environments. Data is
classified by type, including PIl, PHI, PCI, intellectual property, and company-sensitive
information, and assessed for encryption, residency, public exposure, permissions, and
backup posture. It correlates risks across identities, workloads, and data, allowing high-risk
scenarios such as publicly exposed sensitive datasets accessible through over-privileged
identities to be visible as single prioritized exposures.

Network visibility is delivered through agentless, API-driven discovery across AWS, Azure,
and Google Cloud. The platform inventories virtual networks, subnets, route tables, security
groups, and related resources, evaluating them for risky configurations such as overly
permissive ingress rules, exposed management ports, and weak TLS settings. Findings are
correlated with workload, identity, and data context to reveal exposed assets and attack
paths. A unified multi-cloud attack graph models lateral movement opportunities and
identifies the shortest path from external entry points to crown-jewel assets.

Compute security spans virtual machines, Kubernetes clusters, serverless functions, and
managed container services across major cloud providers. Oracle Cloud Infrastructure is
supported through agentless vulnerability assessment of VMs and container images, with
results contributing to the platform’s unified Asset Exposure Score. Kubernetes and
OpenShift support include KSPM, admission control for pre-deployment policy enforcement,
vulnerability scanning of nodes and container images, and resource synchronization for
inventory and misconfiguration visibility.

Container runtime protection is delivered through an eBPF-based Kubernetes sensor
deployed via a unified Helm chart. The sensor monitors process execution, file activity, and
network connections at the kernel level, while file integrity monitoring and process analysis
detect container drift, unauthorized binaries, configuration changes, and unexpected

©2026 KUPPINGERCOLE ANALYSTS AG 67



sKuppingercole LEADERSHIP COMPASS: 81068
ANALYSTS . . N n
Cloud Native Application Protection Platforms (CNAPP)

processes. Runtime findings are correlated with broader exposure analysis to improve
prioritization and incident response.

The platform supports secure software development through Tenable One Exposure Data
Fabric and the integration of OX Security. Native integrations with GitHub, GitLab, Jenkins,
and Azure DevOps enable automated security scanning on commits and builds, while the
Tenable CLI and Terrascan enforce build-time policies and can block deployments when
critical vulnerabilities or laC misconfigurations are detected. Through OX Security,
developers receive inline feedback within pull requests, linking cloud exposures to the
responsible code and developer. Custom policy-as-code guardrails can be implemented
using OPA (Rego), providing consistent enforcement across development pipelines.

Tenable Hexa Al accelerates remediation by generating actionable fixes, including corrected
laC and Dockerfile code. The platform’s Code-to-Cloud asset graph maintains traceability
between production risks and their originating build artifacts, supporting continuous
feedback.

Tenable secures Al/ML environments through the Tenable One Exposure Data Fabric and
integrated Al-SPM. The platform assesses managed Al services such as AWS SageMaker,
Azure OpenAl, and Google Vertex Al for misconfigurations, including inadequate network
isolation, missing private endpoints, and unencrypted model artifacts. Al Infrastructure-as-
Code scanning validates Al resource configurations in CI/CD pipelines to prevent non-
compliant deployments.

Identity and exposure analysis maps effective permissions for Al-related identities,
identifying over-privileged roles, shadow administrators, publicly exposed inference
endpoints, and leaked API credentials. Capabilities include AlI-BOM, model shadow
discovery, toxic combination analysis that correlates identity, vulnerability, and Al exposures,
and validation of private endpoint configurations.

Through Tenable Al Exposure, the platform monitors for prompt injection attacks, model
misuse, adversarial attacks, and missing runtime guardrails or safety controls. Governance
capabilities ensure logging and monitoring services are enabled to support auditability,
compliance, and ongoing risk management.

Threat detection and response capabilities combine cloud telemetry, vulnerability
intelligence, attack path analysis, and risk-based prioritization. The platform supports
incident investigation, threat monitoring, workflow integration, and security operations
processes while correlating active threats with known exposures. This enables security
teams to focus response activities on threats that are most likely to result in business impact.
Tenable’s cloud detection and response capabilities also allow teams to leverage Al-driven
investigation and remediation pathways to accelerate informed, actionable resolution, close
the exposure gap, and extend attack path analysis to the holistic remediation of real threats.

Cloud security posture management is a major strength and one of Tenable One Cloud
Exposure’s highest-scoring areas. Tenable provides continuous asset discovery,
configuration assessment, compliance monitoring, drift detection, attack path analysis,
exposure scoring, and risk prioritization. Support for regulatory frameworks, cloud
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benchmarks, and governance requirements helps organizations maintain visibility across
complex multi-cloud environments while reducing operational risk.

Organizations seeking a balanced CNAPP solution with strengths in exposure management,
attack path analysis, cloud posture management, identity security, and risk-based
prioritization should consider Tenable One Cloud Exposure.

Strengths

e Strong Exposure Management and Attack Path Analysis.

e Deep visibility into human and non-human identities, permissions, trust relationships,
toxic entitlement combinations, privilege escalation paths, and least-privilege
violations.

¢ Integrated DSPM with agentless discovery and risk correlation.

e Unified multi-cloud attack graph provides strong visibility into lateral movement and
real-world attack paths.

e Broad workload and container security covers Kubernetes, OpenShift, serverless
workloads, and managed container services.

e eBPF-based container runtime monitoring, drift detection, file integrity monitoring,
and runtime threat detection.

¢ Native integrations with GitHub, GitLab, Jenkins, Azure DevOps, Terrascan, OPA
policy-as-code, and OX Security support shift-left security.

e GenAl Security Posture Management capabilities.

e Al Infrastructure-as-Code scanning, Al-BOM, model shadow discovery, prompt
injection monitoring, and adversarial attack detection.

e Multi-Cloud CSPM capabilities including discovery, configuration assessment,
compliance monitoring, drift detection, exposure scoring, and support for major cloud
benchmarks.

Challenges

e Does not support Alibaba Cloud or OpenStack.

e Does not cover SAP HANA.

e Support for laC does not include Google Cloud Deployment Manager, Pulumi, and
Ansible.

e Does notinclude native SAST capabilities.
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Uptycs — Uptycs Unified CNAPP and XDR
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Uptycs combines CNAPP, XDR, and autonomous Al-driven threat investigation within a
single platform, enabling organizations to correlate cloud, identity, workload, endpoint, and
Kubernetes risks, providing a unified approach to both posture and threats.

Founded in 2016 and headquartered in Waltham, Massachusetts, Uptycs provides a security
platform that combines CNAPP, XDR, cloud workload protection, Kubernetes security, cloud
detection and response, and threat hunting capabilities. The Uptycs Unified CNAPP and
XDR platform delivers visibility across cloud infrastructure, identities, workloads, containers,
Kubernetes environments, and endpoints through a common telemetry architecture and data
model.

The platform includes Juno Al Analyst, an autonomous Al security analyst that goes beyond
traditional chatbot-style assistants. Juno can formulate investigation plans, execute queries,
reason over results, iterate through multiple investigative steps, and generate evidence-
backed conclusions without requiring analysts to manually pivot between tools or write
queries. Unlike black-box Al assistants, Juno provides verifiable reasoning by linking
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conclusions to the underlying security data and queries, while its unified multi-cloud security
ontology enables natural-language investigations across cloud, identity, workload, endpoint,
and Kubernetes telemetry.

It supports AWS, Microsoft Azure, Google Cloud Platform, IBM Cloud, Kubernetes
environments, containers, serverless workloads, and hybrid deployments. The platform
combines posture, runtime detection, threat hunting, and XDR capabilities within a single
architecture.

Uptycs continuously analyzes human identities, service accounts, workload identities, API
keys, machine identities, and cloud roles. It identifies excessive permissions, dormant
entitlements, least-privilege violations, separation-of-duties conflicts, privilege escalation
opportunities, orphaned accounts, weak authentication controls, exposed secrets, and
compromised credentials. Effective permission analysis includes inherited permissions, trust
relationships, and cross-account access paths, which are incorporated into attack path
analysis and threat investigations. It supports a wide range of identity providers including
Microsoft Active Directory, Microsoft Entra ID, Duo, Google, Okta, and Ping Identity as well
as any OIDC- or SAML-enabled provider.

The platform provides DSPM capabilities that discover and classify sensitive information
across cloud storage environments. The platform identifies personal data, financial
information, payment card data, regulated information, and custom-defined sensitive data
patterns. It detects public exposure, excessive sharing, geographic policy violations, missing
encryption, internet-accessible storage, and inadequate backup controls. Coverage across
object storage platforms is strong; however, it does not cover cloud database services and
data lakes.

Cloud network security capabilities include analysis of virtual networks, subnets, routing
configurations, security groups, hybrid connectivity, internet-facing assets, and segmentation
controls. The platform identifies exposed services, insecure protocols, overly permissive
firewall rules, lateral movement opportunities, certificate weaknesses, and network
configurations that increase attack surface exposure. Network findings are correlated with
workload activity, identity permissions, and attack paths to improve risk prioritization.

For risks related to compute services and serverless, the platform provides vulnerability
management, workload monitoring, malware detection, runtime security, forensic visibility,
workload configuration analysis, and serverless security. Coverage extends across cloud
workloads, containers, Kubernetes clusters, Linux, Windows, VMware, OpenStack,
OpenShift, GPU-based Al infrastructure, and hybrid environments. Runtime monitoring
detects suspicious processes, privilege escalation attempts, malware execution, container
escapes, crypto-mining activity, and unauthorized system modifications.

DevSecOps capabilities include Infrastructure-as-Code scanning, container image security,
Kubernetes security, CI/CD integration, SBOM generation, software supply chain security,
configuration drift detection, and code-to-cloud visibility. The platform supports major 1aC
technologies and container ecosystems while correlating development-stage findings with
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deployed cloud resources. Container runtime security is particularly strong, providing
visibility into workload behavior after deployment as well as during development.

Al security capabilities are more limited than other areas of the platform. Uptycs provides
visibility into Al service deployments, authentication controls, exposed Al endpoints, and
logging configurations for supported cloud Al services such as AWS Bedrock and Azure Al.
The capabilities do not cover model governance, model lifecycle management, provenance
validation, shadow Al detection, or Al-specific policy.

The platform combines CNAPP and XDR capabilities to provide real-time threat monitoring,
threat hunting, incident investigation, attack path analysis, forensic visibility, and cloud-native
detection. Runtime telemetry, cloud activity monitoring, identity analysis, and threat
intelligence are correlated to help identify active attacks and escalation attempts. The
platform's ability to connect endpoint, workload, identity, and cloud telemetry provides strong
support for incident investigation and attack reconstruction.

Cloud security posture management includes continuous asset discovery, compliance
monitoring, configuration assessment, attack path analysis, risk scoring, drift detection, and
support for major security frameworks and regulatory requirements. Uptycs provides graph-
based attack path visualization, blast radius analysis, runtime-aware exposure assessment,
and real-time recalculation of attack paths as environments change.

Organizations seeking a CNAPP solution that combines cloud security, runtime protection,
XDR, attack path analysis, and agentic Al-driven threat investigation within a unified platform
should consider Uptycs Unified CNAPP and XDR.

Strengths

e Combines CNAPP, XDR, and autonomous Al-driven threat investigation within a
single platform.

e Juno Al Analyst helps analysts to perform investigations.

e CIEM capabilities cover human identities, service accounts, workload identities, API
keys, machine identities, and cloud roles.

e CIEM integrates with the wide range of cloud identity providers described above.

o DSPM capabilities that cover cloud object storage environments.

e Network findings are correlated with workload activity, identity permissions, and
attack paths.

e Runtime-driven vulnerability prioritization correlates vulnerability data with live
runtime telemetry to distinguish exploitable vulnerabilities from inactive exposures,
improving remediation prioritization and reducing alert fatigue.

e Runtime monitoring detects suspicious processes, privilege escalation attempts,
malware execution, and other unauthorized activities.

e Container runtime monitoring provides visibility into production workload behavior.

e Supports real-time threat monitoring, threat hunting, incident investigation, attack
path analysis, forensic visibility, and cloud-native detection.

e CSPM capabilities include graph-based attack path visualization, blast radius
analysis, and runtime-aware exposure assessment.
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e Flexible deployment supports agentless and agent-based approaches.
Challenges

e Does not cover Oracle OCI.

e Limited GenAl capabilities.

e DSPM capabilities are limited to cloud object storage systems and do not cover
common cloud databases and data lakes.

e Does not support software composition analysis or DAST.

e Limited coverage of risks related to container registry; does not detect unscanned or
outdated images or weak TLS configurations.

e Automated response capabilities are primarily delivered through policy-based actions
and SOAR/XDR integrations rather than fully autonomous Al-driven remediation.
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Upwind — Upwind Cloud Security Platform
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While many CNAPP platforms focus on what cloud environments look like, Upwind Cloud
Security Platform continuously analyzes how they behave, combining runtime intelligence,
agentic Al, and Al security posture management to prioritize the risks and threats that matter
most.

Founded in 2022 and headquartered in San Francisco, California, Upwind is a cloud security
company focused on runtime-powered CNAPP capabilities. The Upwind Cloud Security
Platform combines CSPM, CIEM, DSPM, cloud workload protection, Kubernetes security,
cloud detection and response, DevSecOps security, API security, and Al security within a
unified platform. Its runtime fabric continuously correlates cloud assets, applications,
identities, workloads, APls, network activity, and data flows to improve risk prioritization and
reduce alert noise.
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The platform supports AWS, Microsoft Azure, Google Cloud Platform, OCI, OpenStack,
VMware environments, Kubernetes platforms, and hybrid deployments.

Upwind Cloud Security Platform applies Al across threat detection, attack path analysis,
prioritization, and remediation workflows, and now includes a growing portfolio of specialized
autonomous security agents. These agents support areas such as offensive security
analysis, defensive operations, remediation, and Al-assisted investigations, with Choppy Al
orchestrating agentic workflows across the platform.

For identity and entitlement risks, Upwind Cloud Security Platform analyzes human
identities, service accounts, machine identities, API keys, workload identities, and cloud
roles. It integrates with federated identity providers such as Okta and Microsoft Entra ID as
well as cloud services. It identifies excessive permissions, dormant entitiements, privilege
escalation paths, orphaned accounts, compromised credentials, exposed secrets, and least-
privilege violations. Effective permission analysis incorporates inherited permissions, cross-
account access, trust relationships, and workload identities. Identity findings are integrated
into attack path analysis and runtime threat detection to improve prioritization and incident
investigation.

Upwind Cloud Security Platform provides DSPM capabilities that identify and classify
sensitive data across cloud storage services and managed cloud data platforms. It extends
beyond traditional DSPM-style storage scanning by inspecting Layer 7 API traffic to identify
sensitive data in transit, including PIl, PHI, PCI, prompts, and Al-related data exchanges. It
detects public exposure, excessive sharing, geographic policy violations, missing encryption
controls, internet-accessible storage, and insufficient backup protections. It supports disk
and object storage, Amazon S3, Azure Blob Storage, Google Cloud SQL, and Amazon EBS
mountable volumes. It does not support other common cloud databases or data lakes. Data
exposure is correlated with identity permissions, workload access, and attack path analysis
to highlight business-critical risks.

For cloud network related risks, Upwind Cloud Security Platform continuously maps cloud
network topologies, virtual networks, subnets, routing configurations, security groups, hybrid
connectivity, and internet-facing assets. Using eBPF sensors and Layer 3—7 telemetry
collection, the platform continuously monitors workload communication patterns, API
interactions, Kubernetes networking behavior, and external connectivity. It identifies exposed
management interfaces, overly permissive firewall rules, segmentation weaknesses,
insecure protocols, certificate risks, and lateral movement opportunities. Full topology
mapping is combined with runtime network telemetry to provide visibility into actual network
behavior and exposure. This capability becomes particularly relevant for Al agents and
autonomous workloads.

For cloud compute service and serverless risks, Upwind Cloud Security Platform provides
vulnerability management, workload monitoring, runtime threat detection, malware detection,
serverless security, workload configuration analysis, and forensic visibility across cloud
workloads, containers, Kubernetes environments, Linux, Windows, VMware, and GPU-
based Al infrastructure. Runtime monitoring identifies suspicious processes, unauthorized
file modifications, privilege escalation attempts, malware activity, and attacks against cloud
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workloads. Runtime context is also used to prioritize vulnerabilities based on actual workload
activity and exploitability.

Upwind Cloud Security Platform provides DevSecOps capabilities including Infrastructure-
as-Code scanning, container image analysis, software composition analysis, CI/CD
integration, SBOM generation, container runtime protection, code-to-cloud correlation, and
configuration drift detection. Support extends across major laC frameworks, container
ecosystems, CI/CD pipelines, and software package types. It provides automated
recommendations and Al-assisted investigation capabilities. The platform correlates
development-stage findings with deployed cloud resources and runtime activity, enabling
developers to understand which issues create real operational risk.

For risks related to GenAl security, Upwind Cloud Security Platform integrates Al security
capabilities within its core CNAPP architecture, extending visibility and policy enforcement
from cloud Al services to Al applications and endpoints through dedicated Al sensors. It
validates deployment configurations for Al services, monitors Al endpoints, detects shadow
Al usage, validates model provenance, identifies unauthorized model deployments, and
enforces Al security policies across supported cloud Al platforms. Coverage includes AWS
Bedrock, Azure Al, Google Vertex Al, self-hosted models, and SaaS Al platforms. The
platform also provides governance controls spanning Al assets, model provenance, identity,
data, network, and guardrail policies throughout the Al deployment lifecycle, although it is
not intended to replace dedicated Al governance platforms.

For cloud threat detection and response Upwind Cloud Security Platform combines runtime
telemetry, cloud activity monitoring, attack path analysis, identity monitoring, threat
intelligence, and incident management within a unified platform. It supports automated
response actions, containment workflows, incident lifecycle management, playbook-driven
response, and integration with SIEM, SOAR, and XDR platforms. Runtime awareness allows
the platform to correlate active exploitation attempts with known attack paths and exposed
assets.

CSPM capabilities include continuous asset discovery, configuration assessment, attack
path analysis, compliance monitoring, risk scoring, drift detection, and support for major
security frameworks and regulatory standards. Dynamic attack path analysis continuously
recalculates escalation paths using runtime context, identity exposure, network exposure,
and data access relationships. This provides a more operationally focused view of cloud risk
than static posture assessments alone.

Organizations seeking a CNAPP solution that leverages runtime intelligence to improve risk
prioritization, strengthen cloud threat detection, and unify cloud, application, API, and Al
security should consider Upwind Cloud Security Platform.

Strengths

e Runtime-first architecture that combines agentless cloud scanning with eBPF-based
runtime telemetry.

e Identity telemetry used to detect privilege escalation chains and anomalous identity
behavior.
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e |t extends beyond traditional DSPM-style storage scanning by inspecting Layer 7 API
traffic to identify sensitive data in transit.

e Using eBPF sensors and Layer 3—7 telemetry collection, the platform monitors
workload communication patterns, APl interactions, Kubernetes networking behavior,
and external connectivity.

e Provides runtime visibility into Al services, LLM usage, Al agents, MCP integrations,
and Al-driven APl communication patterns.

e Supports workload behavior profiling to identify deviations that may indicate
compromise.

e Automated recommendations, Al-assisted investigation capabilities, and support for
continuous cloud-native deployment models.

e CSPM uses runtime telemetry to validate the operational significance of posture
findings.

e Flexible deployment with agentless and runtime-based options.

Challenges

e DSPM coverage is limited to Amazon S3, Azure Blob Storage, Google Cloud SQL,
and Amazon EBS mountable volumes.

e Does notinclude native SAST capabilities, but this is in development.

e Documentation and support are only available in English.
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Wiz — Wiz Al-Application Protection Platform
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Wiz Al-Application Protection Platform has evolved from a market-leading CNAPP into a
platform to secure cloud-native and Al-native applications through a unified security graph,
contextual risk analysis, and increasingly autonomous security operations.

Founded in 2020 and headquartered in New York, Wiz pioneered an agentless approach to
cloud security and risk prioritization. In 2026, Google completed its acquisition of Wiz, further
enhancing Google's cloud security portfolio and providing Wiz with access to Google's global
cloud infrastructure, Al capabilities, and enterprise ecosystem. Wiz continues to operate
under the Wiz brand and remains focused on delivering a cloud-native security platform that
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combines CSPM, CIEM, DSPM, cloud detection and response, vulnerability management,
Kubernetes security, software supply chain security, runtime protection, and Al security
capabilities. Central to the platform is the Wiz Security Graph, which correlates cloud
resources, identities, workloads, vulnerabilities, data assets, code repositories, and runtime
telemetry into a unified model of cloud risk.

The platform supports AWS, Microsoft Azure, Google Cloud Platform, Oracle Cloud
Infrastructure, Kubernetes environments, containers, SaaS platforms, and hybrid
deployments.

For cloud identity and entitlement risks Wiz Al-Application Protection Platform provides
CIEM capabilities that analyze human and non-human identities, service accounts, workload
identities, API credentials, trust relationships, and cloud permissions. The platform employs
behavioral baselines to detect anomalous activities, and identifies excessive privileges,
privilege escalation paths, dormant entitlements, least-privilege violations, and lateral
movement opportunities. Identity findings are incorporated directly into attack path analysis
to show how compromised identities could be leveraged to access sensitive resources or
data.

The platform includes agentless DSPM capabilities that discover, classify, and assess
configuration risks across cloud storage services, databases, SaaS repositories, data lakes,
Snowflake environments, Microsoft 365, and SharePoint. The platform includes more than
300 classification rules together with Al-powered classification capabilities for unstructured
data. It detects attack paths to sensitive data, "shadow data" (without proper controls), and
exposed secrets. It correlates data exposure findings with vulnerabilities, identity
permissions, internet exposure, and attack paths to improve prioritization and remediation.

The platform provides agentless discovery and analysis of security risks across cloud and
hybrid network environments. Its Security Graph correlates network configurations (VPCs,
subnets, route tables, security groups, internet gateways, load balancers) with other risk
factors like vulnerabilities and misconfigurations to identify critical attack paths and effective
network exposure across multi-cloud and hybrid setups, including on premises via Outposts.
Wiz utilizes Cloud Configuration Rules to enforce secure network configurations and
performs dynamic scanning to validate external exposure. While it analyzes network
configurations and topology, it does not perform deep packet inspection or runtime detection
of unencrypted connections for network traffic.

For cloud compute service and serverless risks, the platform uses cloud provider APIs to
assess vulnerabilities, container security, Kubernetes security, workload monitoring, runtime
validation, malware detection, serverless security, and workload exposure analysis. Wiz
Defend detects malware using hash-based and pattern-based analysis, and runtime
monitoring to identify suspicious activity potentially related to anti-malware bypass or failure.
Wiz's Runtime Sensor enhances vulnerability detection by validating which vulnerable
packages are actively loaded into memory and executing, providing critical context for
prioritization.
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For DevOps-related risks, Wiz Code provides integrated application and infrastructure
security across the software development lifecycle. The platform scans source code for
vulnerabilities (SAST), software composition risks (SCA), secrets, sensitive data, malware,
Al model risks, and infrastructure-as-code (laC) misconfigurations, while providing real-time
feedback within developer IDEs and pull requests. Unified policy enforcement spans code to
cloud, and runtime findings are correlated back to the originating repository, infrastructure
definition, pull request, and developer, enabling security teams to prioritize vulnerabilities
based on their exposure and exploitability in production. The platform's code-to-cloud
capabilities enable security teams to trace runtime findings back to infrastructure definitions,
repositories, pull requests, and individual lines of code, improving collaboration between
security and development teams.

Wiz Al-Application Protection Platform offers visibility and risk reduction across the entire Al
lifecycle, from code to runtime. It correlates risks across four layers, infrastructure, models
and guardrails, data and access, and application code, using the Wiz Security Graph to
detect exploitable attack paths specific to Al applications. This includes an Al-BOM and
detects malicious code in Al models, to deliver a unified approach to Al security posture
management.

For threat detection and response, Wiz Defend includes Al Remediation, Response, and
Investigation with Mika Al for Al-generated storylines and response recommendations. It
also supports integration with existing SecOps tools for workflow orchestration. It unifies
cloud and runtime context within the Wiz Security Graph to provide accurate threat
detections. It enables precise, automated responses that consider the full blast radius and
attack path, to help reduce Mean Time To Respond in complex cloud environments.

Wiz Al-Application Protection Platform CSPM includes continuous asset discovery,
configuration assessment, compliance monitoring, attack path analysis, drift detection, risk
scoring, and governance reporting. It supports over 400 compliance frameworks out of the
box. Users can also import compliance framework files in PDF format, and Wiz's
Compliance Framework Al Assistant will generate custom compliance frameworks directly
from the imported files. This helps create frameworks that align with an organization's
policies, streamlining the process of mapping Wiz Policies to their specific compliance
requirements.

The platform includes multiple specialized Al agents, including the Blue Agent for
autonomous threat investigation, the Red Agent for continuous attack simulation and exploit
validation, the Green Agent for remediation planning and workflow automation, and Mika Al
which provides operational guidance and security recommendations. The result is a practical
implementation of agentic security operations that aligns closely with the emerging
requirements of Al-native and cloud-native environments.

Organizations seeking a CNAPP solution that combines agentless deployment, graph-based
risk analysis, code-to-cloud visibility, advanced Al security, and agentic security operations
should consider Wiz.
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Strengths

e Broad multi-cloud platform coverage spanning the leading public cloud providers,
Kubernetes, containers, SaaS applications, and hybrid environments. Broad CNAPP
coverage across CSPM, CIEM, DSPM, runtime security, DevSecOps, and Al
security.

e Security Graph provides contextual attack path analysis and risk prioritization.

e CIEM capabilities that employ behavioral baselines to detect anomalous activities.

¢ Runtime Sensor detects which vulnerable packages are actively loaded into memory
and executing.

e Wiz Defend supports Al Remediation, Response, and Investigation with Mika Al for
Al-generated storylines and response recommendations.

e For GenAl it offers visibility and risk reduction across the entire Al lifecycle, from
code to runtime.

e Includes multiple specialized Al agents for autonomous threat investigation,
continuous attack simulation, remediation automation, and operational guidance.

e CSPM supports over 400 compliance frameworks out of the box.

e Agentless-first architecture simplifies deployment and scaling.

Challenges

e While Wiz's eBPF-based runtime sensor provides runtime workload protection, its
agentless scanning approach may introduce limitations.

e While the platform only stores metadata, Wiz depends upon the cloud service for
encryption key management.

e The platform is not yet certified to the French government cloud standard
SecNumCloud.
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Vendors to Watch

Besides the vendors covered in detail in this document, we observe some other companies
in the market that readers should be aware of. These vendors did not participate in the rating
for several reasons but nevertheless offer a significant contribution to the market space.

Aikido Security

Headquartered in Ghent, Belgium, Aikido Security focuses on developer-centric application
and cloud security delivered through a unified platform. It delivers a code-to-cloud platform
that combines application security, cloud security posture management, vulnerability
management, and runtime protection.

Why worth watching: The company's developer-centric approach and rapid innovation
have helped it gain visibility as an emerging challenger in cloud-native security. Its European
location helps it to address growing EU regulatory and sovereignty requirements.

Armo

Headquartered in Tel Aviv, Israel, Armo focuses on Kubernetes security and cloud-native
application protection built around open-source technologies. Armo's CNAPP platform builds
on the open-source Kubescape project to deliver Kubernetes security, posture management,
vulnerability assessment, and runtime protection.

Why worth watching: The combination of open-source adoption and commercial enterprise
capabilities gives Armo a potentially disruptive position in cloud-native security.

AWS

AWS provides a broad range of security services to protect users of its cloud. These offer
CNAPP capabilities, though not as a single branded product.

Why worth watching: AWS’s approach to CNAPP is modular and deeply integrated into its
cloud infrastructure and GenAl services, which makes it suitable for organizations already
committed to AWS.

Caveonix

Caveonix was founded in 2017 and has its headquarters in Falls Church, Virginia, USA. It
focuses on cloud governance, security, compliance automation, and cyber resilience for
enterprises and government organizations. Caveonix RiskForesight provides CNAPP
capabilities spanning CSPM, CIEM, compliance management, risk analytics, and multi-cloud
governance through a policy-driven platform.

©2026 KUPPINGERCOLE ANALYSTS AG 82



sKuppingercole LEADERSHIP COMPASS: 81068
ANALYSTS . . N n
Cloud Native Application Protection Platforms (CNAPP)

Why worth watching: Caveonix's strength in compliance automation, governance, and
support for highly regulated environments makes it particularly relevant for organizations
facing complex regulatory and audit requirements.

Cyscale

Cyscale is a cloud security company founded in 2019 and headquartered in London, United
Kingdom. Cyscale offers a cloud-native CNAPP platform focused on CSPM, CIEM, DSPM,
and compliance management across major public cloud providers.

Why worth watching: As a European vendor with a strong cloud governance focus, its
CNAPP platform can provide contextual security insights to understand vulnerabilities and
attack paths.

Datadog

With its headquarters in New York City, Datadog is best known for its cloud observability,
monitoring, and security platform for applications and infrastructure. Datadog Cloud Security
integrates posture management, workload protection, application security, and threat
detection into its observability platform.

Why worth watching: Datadog's ability to unify security and observability data is helpful for
DevOps and platform engineering teams looking for operational efficiency.

Data Theorem

Data Theorem was founded in 2013 and is headquartered in Palo Alto, California, USA. Data
Theorem specializes in application security, API security, cloud security, and software risk
management. Data Theorem Cloud Secure combines CSPM, cloud asset discovery,
vulnerability management, API security, and application risk visibility to help organizations
secure cloud-native applications and infrastructure.

Why worth watching: Data Theorem's ability to correlate cloud, application, API, and

software supply chain risks provides visibility across cloud-native environments.

Elastic

Headquartered in Amsterdam, Netherlands and San Francisco, California, Elastic develops
the Search Al Platform for search, observability, and security analytics. The Elastic CNAPP,
announced in 2023, extends the Elastic platform with cloud security posture management,
runtime protection, threat detection, and security analytics capabilities.

Why worth watching: Elastic's ability to combine security telemetry, observability data, and
search-driven analytics creates a unified operations platform from an EU vendor.
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Fidelis Security

Founded in 2022 with its headquarters in Bethesda, Maryland, Fidelis Security focuses on
cyber defense, threat detection, deception, and cloud security for enterprise environments.
Fidelis Halo® delivers CNAPP capabilities including CSPM, CWPP, container security,
vulnerability management, and cloud threat detection.

Why worth watching: Fidelis continues to enhance Halo's runtime and threat detection
capabilities, making it a noteworthy specialist provider in the cloud security market.

Oracle

Oracle Corporation is a multinational information technology company founded in 1977 and
headquartered in Austin, Texas. Over the years, the company has grown into one of the
largest players in the software industry, as well as a prominent cloud service provider.

Why worth watching: OCI Cloud Guard and Oracle Security Zones provide CSPM, CWPP,
and compliance automation for securing cloud workloads within the Oracle Cloud
Infrastructure (OCI).

Rapid7’

Headquartered in Boston, Massachusetts, Rapid7 focuses on exposure management,
vulnerability management, security operations, and cloud security. Rapid7 InsightCloudSec
provides CNAPP capabilities spanning CSPM, CIEM, container security, and cloud risk
management while leveraging the company's broader exposure management portfolio.

Why worth watching: Rapid7 continues to strengthen its cloud-native security capabilities
as a challenger in the CNAPP market.

Skyhigh Security

Headquartered in San Jose, California, USA, Skyhigh Security (a Symphony Technology
Group company) focuses on data-centric security, security service edge (SSE), CASB, data
loss prevention (DLP), SaaS security, and cloud security. Skyhigh Cloud Native Application
Protection provides CNAPP capabilities including CSPM, CIEM, cloud workload protection,
cloud risk analytics, and data-aware cloud security controls integrated with the company's
broader data protection portfolio.

Why worth watching: Skyhigh's combination of CNAPP, DSPM, DLP, and SaaS security
capabilities can address the convergence of cloud security and data security requirements.
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Trend Micro

Headquartered in Tokyo, Japan, with significant operations in North America, Trend Micro is
a global cybersecurity vendor focused on cloud security, endpoint protection, and threat
intelligence. Trend Micro Vision One combines CSPM, CWPP, CIEM, DSPM, and cloud
detection and response capabilities into a mature CNAPP platform backed by decades of
enterprise security experience.

Why worth watching: Trend Micro's large installed base, strong runtime protection
capabilities, and increasing investment in Al-driven cloud security make it an alternative in
the CNAPP market.
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