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Software supply chain security is no longer optional, and in 2026, attestation remains the
market's most critical gap.

Platform vendors have acquired their way into SSCS while focused specialists still lead on
secrets detection, SBOM generation, and code signing, though that edge is narrowing.
Regulations (EU CRA, NIST SP 800-218, DORA, NIS2) and threats (Al-generated code,
weaponized open-source packages) have made provenance, attestation, and threat
intelligence baseline expectations, not differentiators.

Buyers should anchor on risk priorities, not feature breadth. The decisive questions: How
demonstrably ready is the vendor on provenance and Al-code governance? Does platform
consolidation justify trading specialist depth? Is active open-source threat prevention real or
roadmap?
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Introduction

Software supply chain security (SSCS) has become a boardroom concern faster than most
organizations can respond. Attackers have repeatedly shown that the most reliable path
through hardened perimeters runs through software an organization already trusts. Build
pipelines and open-source dependencies have served as entry points, not because
defenders were careless, but because the trust placed in these systems was reasonable
and, until recently, rarely questioned.

Many enterprises are still adjusting, and the gap between awareness and operational
readiness remains significant. Supply chain integrity is often treated as a reactive concern,
addressed after an incident rather than built into development and delivery from the start.

The SSCS market divides along lines that roughly mirror how organizations produce and
consume software. Teams building for internal use tend to prioritize dependency visibility
and tight integration with existing DevSecOps tooling. Vendors shipping to external
customers or operating in regulated industries face stricter requirements around provenance
and demonstrable compliance. Frameworks like SLSA and NIST SP 800-218 are beginning
to impose structure on what was largely informal practice, though adoption is uneven and
interpretation varies widely across vendors.

A further divide exists between vendors offering targeted point solutions and those building
toward unified software supply chain governance platforms. Dependency scanners and
artifact signing tools often lead in their respective categories but carry integration burdens
that teams tend to underestimate. Integrated platforms reduce operational complexity but
can struggle to keep pace with the rate at which individual tool categories evolve. The right
choice depends on an organization's existing tooling investments and appetite for that
integration work.

Buyers evaluating this space should look beyond feature comparisons and consider how
well a solution fits into existing engineering workflows and how it handles the gap between
stated policy and how developers actually work. Security that imposes friction will be worked
around. The most effective implementations make the secure path the natural one.

In this Leadership Compass, we assess solutions that help organizations establish and
advance their software supply chain security programs. For the foundational principles
underpinning this evaluation, please refer to Methodology.

Key Findings

The SSCS market is divided into platform players and niche specialists. A small
number of vendors are building or acquiring toward broad supply chain coverage, typically
extending from an established base in application security, cloud security, or DevOps
tooling. Alongside them sits a larger group of focused vendors that compete based on one or
two capabilities. Buyers face a genuine architectural choice between the integration
advantages of a platform and the depth of a specialist.

Established application security and cloud security vendors are moving into SSCS
aggressively. Large platform companies are acquiring supply chain capabilities rather than
building them organically, using M&A to fill gaps in pipeline security, malicious package
detection, and artifact integrity. This is reshaping the competitive market quickly, and
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vendors that were niche leaders twelve months ago may now find themselves competing
against integrated offerings from much larger players.

Niche vendors still lead in specific capability areas, but their advantage is narrowing.
Focused vendors often outperform platforms in categories like secrets detection, SBOM
generation, or code signing. That technical edge is real, but it comes with coverage gaps in
adjacent areas that platform vendors are steadily closing through acquisition and organic
development.

SSCS has expanded well beyond code testing and vulnerability management. Security
leaders now expect coverage across build pipeline integrity, SBOM generation, secrets
detection, package repository controls, code signing and attestation, and downstream
consumer risk management. Vendors that define their scope narrowly around traditional
application security testing will increasingly find themselves competing in only a fraction of
the market.

The market is actively consolidating. Platform vendors are acquiring their way into SSCS
rather than building from scratch. Palo Alto Networks acquired Cider Security for its AppSec
pipeline capabilities. Veracode acquired Phylum's malicious package detection technology to
strengthen its SCA offering. Checkmarx acquired Tromzo for Al-native security agents.

Non-human identity (NHI) security is emerging as a critical adjacent concern. The
explosive growth of service accounts, API keys, OAuth tokens, and machine credentials has
created an attack surface that traditional IAM tools were not designed to manage. The
sprawl of secrets in code repositories is accelerating, and SSCS solutions are being asked
to address this problem as part of their scope.

Al-generated code is creating new supply chain risks that most vendors are only
beginning to address. With a significant and growing share of production code now written
or assisted by Al, the provenance and trustworthiness of that code become a supply chain
question. The market is in the early stages of developing governance, certification, and
scanning approaches specific to Al-authored code.

Weaponized open-source packages have moved from a theoretical risk to an
operational reality. Attacks targeting package registries through dependency confusion,
typosquatting, and maintainer account compromise are now frequent enough that passive
vulnerability scanning is no longer sufficient. Buyers should expect package firewall and
threat intelligence capabilities as part of a complete SSCS offering.

Regulatory and framework pressure is accelerating buyer urgency. The EU Cyber
Resilience Act, NIST SP 800-218, US executive orders on software security, SLSA, PCI
DSS, DORA, and NIS2 are all imposing new obligations around software provenance,
SBOM disclosure, and supply chain attestation. Vendor readiness to support compliance
with these requirements varies widely.

Code signing and attestation are the most underserved capability areas relative to
their growing importance. Despite the regulatory and framework emphasis on provenance,
vendor support remains thin. This represents one of the clearest mismatches between where
policy is heading and what the market currently delivers.

Deployment flexibility and interoperability are persistent weak points across the
market. Most vendors have invested in detection and analysis capabilities at the expense of
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operational flexibility. Organizations with complex, hybrid, or multi-cloud environments
should scrutinize deployment models and integration support before committing.

Usability tracks with product maturity, not with vendor size or funding. Vendors with
the most polished user experiences tend to be those that have iterated on their platforms the
longest. Newer or more specialized entrants often lag here, and buyers should weigh hands-
on evaluation over feature lists when assessing operational fit.

Market Analysis

Software supply chain security has outgrown its origins in code scanning and vulnerability
detection. Most large enterprises now understand that protecting the software they develop
and use requires controls spanning the entire development and delivery process, from
source code integrity through build environments, dependency management, artifact signing,
and distribution. Incidents that prompted this awareness, such as compromised build
systems and tainted open-source packages, showed that traditional application security
testing covers only one part of a much longer chain.

Regulation has been the market's single biggest accelerant. A wave of government
mandates and industry frameworks has imposed structure on what had been an informal
discipline, formalizing expectations for provenance, disclosure, and attestation. SBOM
generation, which was a niche concern as recently as 2022, is now often a contractual or
regulatory requirement in many procurement situations. Sector-specific rules add further
weight in financial services and critical infrastructure. These mandates are not optional. They
include deadlines and audit requirements, and they are accelerating buying decisions that
might otherwise have been delayed.

Vendors in this market can broadly be grouped into three tiers. At one end, established
application security, cloud security, and DevOps platform vendors are extending into SSCS,
typically through acquisition. Palo Alto Networks, Veracode, and F5 are representative of this
group, bringing wide customer bases and integration ecosystems but still absorbing and
maturing their newly acquired supply chain capabilities. In the middle, a set of vendors with
breadth across multiple SSCS capability areas but without the wider platform reach of the
first tier. At the other end, niche specialists that lead in a single domain but carry thin
coverage elsewhere. Choosing among these tiers ultimately weighs platform breadth and
native integration against best-in-class depth in a single domain.

SSCS is no longer only about finding known vulnerabilities in dependencies. Leading
solutions now combine software composition analysis with package firewalls and threat
intelligence to block malicious packages before they enter development environments. Build
integrity verification ensures that CI/CD pipelines have not been tampered with and that
deployed artifacts match what was intended. Secrets detection has expanded into full non-
human identity governance, covering discovery, scope mapping, rotation, and revocation of
machine credentials across the enterprise. Al agents operating under their own credentials
and permissions are increasingly being treated as first-class identities that require lifecycle
management. Code signing and attestation, though still underdeveloped across vendors, is
the area where regulatory requirements are pointing most urgently.

The market is maturing rapidly but still has room for improvement. Operational maturity still
trails analytical maturity across the industry. The infrastructure required to integrate cleanly
into diverse toolchains and hybrid environments has drawn less investment than the
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detection and analysis layers sitting on top of it. The spread of Al-authored code sharpens
the problem: as machine-generated contributions fill production codebases, their origin and
reliability become supply chain questions few vendors yet answer.

Consolidation is now the defining structural force. Two years of acquisitions have already
redrawn the competitive map, and the pace of dealmaking is climbing, not leveling off. A
specialist that looked like a category leader a year ago can find its edge suddenly folded into
a larger vendor's platform. Buyers evaluating this space should consider not only the current
capabilities of a vendor but also its likely trajectory, whether it will be acquired, whether it can
sustain independent investment, and whether its technology will remain differentiated as
platform vendors close the gap. Selecting the right solution means looking beyond feature
comparisons to assess fit with existing engineering workflows and the ability to
accommodate rapidly evolving regulatory and identity governance requirements.

Delivery Models

Software supply chain security solutions are predominantly delivered as cloud-based SaaS.
Most modern CI/CD pipelines already run in cloud or hybrid environments, and SSCS tooling
has followed. SaaS delivery allows vendors to maintain up-to-date threat intelligence feeds,
continuously push detection rule updates, and scale scanning capacity to match the volume
of commits, builds, and package downloads flowing through enterprise development
organizations. For organizations with cloud-native development practices, SaaS is the
default and often the only delivery model a vendor offers. Deployment flexibility is less
mature in SSCS than in adjacent security markets.

Organizations operating in regulated sectors, defense, government, or financial services
frequently require on-premises or air-gapped deployment options that many SSCS vendors
cannot accommodate. Some vendors offer containerized or self-hosted alternatives, but
these tend to lag their SaaS counterparts in feature parity and update cadence. Hybrid
models in which scanning and policy enforcement run locally, while threat intelligence and
management consoles remain cloud-hosted, exist in limited form and are not yet common.

Integration architecture matters as much as the deployment model. SSCS tools must be
embedded into developer workflows at multiple points, including IDE plugins, Git hooks,
CI/CD pipeline stages, package registry proxies, and artifact repositories. How well a vendor
covers these integration points varies considerably. Platform vendors with roots in
application security or DevOps tooling tend to offer broader integration coverage, while niche
specialists may integrate deeply at one stage of the pipeline but leave other stages
unaddressed. Buyers should evaluate integration depth against their specific toolchain rather
than taking vendor compatibility claims at face value. Licensing models in SSCS have not
been standardized. Some vendors price per developer seat, others per repository or project,
others per scan volume or number of monitored artifacts.

A few have adopted consumption-based models tied to the number of dependencies
analyzed or to the number of SBOMs generated. This makes direct cost comparison difficult
and can lead to unpredictable spending as the scanning scope expands across business
units and product lines. Organizations planning enterprise-wide rollouts should model pricing
carefully against their growth trajectory and treat the gap between initial deployment cost
and full-scale cost as a material evaluation criterion.
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Required Capabilities

The following is a list of criteria for evaluation in this Leadership Compass on Software
Supply Chain Security:

Source Code Integrity

Pre-commit and commit-time scanning for vulnerabilities, secrets, and policy
violations

Signed commits and branch protection policy enforcement
Detection of unauthorized or anomalous code changes

Integration with major Git-based version control platforms (GitHub, GitLab, Bitbucket)

Build Integrity and CI/CD Security

Verification that build environments have not been tampered with
Build provenance generation conforming to SLSA or equivalent frameworks

Pipeline configuration scanning for misconfigurations, excessive permissions, and
insecure defaults

Support for hermetic and reproducible builds

Integration with major CI/CD platforms (Jenkins, GitHub Actions, GitLab ClI, Azure
DevOps)

Software Bill of Materials (SBOM) Capabilities

Automated SBOM generation in CycloneDX and SPDX formats

SBOM ingestion, storage, and lifecycle management for first-party and third-party
software

Dependency graph visualization covering transitive dependencies
SBOM comparison and drift detection across build versions
Export and sharing to meet contractual and regulatory disclosure requirements

VEX (Vulnerability Exploitability eXchange) statement generation

Vulnerability and Dependency Management

Software composition analysis covering direct and transitive dependencies

Continuous monitoring against vulnerability databases (NVD, OSV, vendor-specific
advisories)

Reachability analysis to verify if vulnerable functions are actually invoked

Prioritization using EPSS, Known Exploited Vulnerabilities (KEV) data, and
contextual risk scoring

Automated or assisted fix recommendations and pull request generation
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o Infrastructure as Code (laC) misconfiguration scanning across Terraform,
Kubernetes, and cloud templates

Secrets Detection and Management

e Scanning of repositories, CI/CD configurations, container images, and collaboration
tools for hardcoded secrets

o Broad detection coverage across secret types (API keys, tokens, certificates,
database credentials, cloud provider keys)

e Real-time alerting with integration into developer workflows

e Secret rotation and revocation workflow support

e Historical scanning to detect secrets in prior commits
Package Repository Security

o Package firewall or proxy to intercept and evaluate packages before they enter
internal registries

o Detection of malicious packages, typosquatting, dependency confusion, and
maintainer account compromise

o Policy enforcement governing permitted packages, versions, and licenses

e Coverage of major package ecosystems (npm, PyPIl, Maven, NuGet, Go modules,
RubyGems)

o Threat intelligence feeds for known malicious packages
Code Signing and Attestation

e Signing of source code, build artifacts, container images, and SBOMs

o Signature and attestation verification at deployment or consumption time

o Support for Sigstore, Notary, or equivalent frameworks

o Key management integration with Enterprise KMS and HSMs

o Attestation documents conforming to in-toto or SLSA provenance specifications
Consumer-Side Risk Management

e Risk scoring and security metadata for software delivered to downstream consumers

o Compliance reporting against EU Cyber Resilience Act, NIST SP 800-218, PCI DSS,
DORA, and NIS2

o Customer-facing portals for communicating software security status
General Platform Requirements

o Flexible deployment (SaaS, self-hosted, hybrid, air-gapped)

o SIEM and SOAR integration for security event correlation

e APIs for custom policy enforcement and workflow automation
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Developer tooling: IDE plugins, CLI tools, Git hooks
IT Service Management system integrations for tracking remediation
Container and Infrastructure as Code scanning

Reporting dashboards covering compliance status and vulnerability trends

The following items are considered as additional and innovative capabilities:

Non-human identity discovery, inventory, and lifecycle governance, covering service
accounts, API keys, and machine credentials across the enterprise, with support for
scope mapping, rotation enforcement, and revocation

Agentic Al identity governance, treating Al agents as identities with their own risk
profiles, permission boundaries, and audit trails

Al-generated code governance: provenance tracking, certification, and policy
enforcement for code produced by Al coding assistants

Al-enhanced malicious package detection and anomaly identification in build
pipelines

Generative Al for natural language policy authoring and compliance report generation

Honeytoken deployment to detect unauthorized access to repositories, secrets, and
build systems

Runtime integrity verification confirming deployed software matches signed and
attested build artifacts

Automated compliance mapping that links SSCS controls to specific regulatory
requirements and generates audit evidence
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Leadership

Selecting a vendor of a product or service must not be based only on the information
provided in this KuppingerCole Leadership Compass. The Leadership Compass provides a
comparison based on standardized criteria and can help identify vendors that should be
considered for further evaluation. However, a thorough selection process should include a
detailed analysis and a Proof of Concept (PoC) or pilot phase, based on the specific criteria
of the customer.

Overall Leadership
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The Overall Leadership chart reflects how vendors balance product strength, innovation, and
market presence. The chart evaluates vendors in this market across two dimensions. The
horizontal axis measures Product Leadership, and the vertical axis measures Innovation
Leadership. Overall Leaders are those in the upper right-hand quadrant, with the bubbles
colored red. Vendors in this quadrant score highly in both dimensions, earning Overall
Leadership status. These organizations ship mature products while maintaining strong
innovation.

The Overall Leaders ranked by product strength are Veracode, Sonatype, Palo Alto
Networks, Cycode, and Data Theorem.

Veracode earns its Overall Leadership position by evolving from application scanning into a

unified application risk management platform, pairing mature application security testing with
a dedicated software supply chain layer. Its Package Firewall blocks malicious open-source

packages before they enter the codebase, while its first-to-market, Al-powered Fix capability
gives developers remediation choices rather than just flagging problems.

Sonatype is an Overall Leader thanks to a mature, integrated platform that governs open-
source components across their full lifecycle, from the Nexus Repository and Repository
Firewall through to Lifecycle policy enforcement and SBOM management. Its long-standing
position at the center of the open-source supply chain underpins both its broad market reach
and its leading capabilities in dependency and component risk management.

Palo Alto Networks earns its Overall Leadership position through the breadth of its integrated
security platform, folding software supply chain security into Cortex Cloud, a unified "code-
to-cloud-to-SOC" Cloud-Native Application Protection Platform (CNAPP) that connects
posture management with real-time threat detection and response. Strengthened by
acquisitions such as Cider Security and Koi Security and backed by one of the widest
customer bases and integration ecosystems in the market, it offers supply chain protection
as part of a single, consolidated security experience.

Cycode earns its Overall Leadership position by converging application security testing,
software supply chain security, and posture management onto a single Context Intelligence
Graph that correlates risk from code to runtime. Its next-generation, low-noise SAST engine,
kernel-level CI/CD protection through the eBPF-based CIMON agent, and a high feature-
release velocity together pair mature platform coverage with sustained innovation.

Data Theorem earns its Overall Leadership position through full-stack runtime analysis and
dynamic inventory discovery, using its Analyzer Engine to observe applications at runtime
and surface the third-party APIs, SDKs, and open-source components they actually use. By
generating SBOMSs from running applications and comparing them against vendor-supplied
SBOMs to expose the delta, and by extending visibility into fourth-party and nested
dependencies, it combines a distinctive technical approach with proven enterprise scale
across billions of users.

Product Leadership

Product leadership is the first specific category examined below. This view is based on the
presence and completeness of required features as defined in the required capabilities
section above. The chart is horizontal and divided into two areas: the vendors to the right of



sMUuppingercolie LEADERSHIP COMPASS: 80889
ArArvETE Software Supply Chain Security

the chart and colored red are Product Leaders, and those to the left and colored black are
Product Leadership Challengers.

Product Leader

GITGUARDIAN
ORCA SECURITY DATA THEOREM
NETRISE PALO ALTO NETWORKS

VERACODE

NSFOCUS
CLOUDSMITH
ARNICA

The Product Leaders in order of placement are Veracode, Sonatype, Palo Alto Networks,
Lineaje, Data Theorem, and Cycode. Product leaders have the most complete mix of
functionality, security, interoperability, deployment options, and usability, as defined in the
required capabilities section above.

Veracode is recognized as a Product Leader for the completeness of its suite: SAST across
more than 130 languages, alongside SCA, DAST, Container Security, Risk Manager
(ASPM), and the Al-powered Fix, delivered as a largely in-house portfolio with broad CI/CD,
IDE, and registry integrations. Its Package Firewall and Phylum-powered malicious-package
detection extend that coverage across the full path from the developer's IDE to the
deployment gate.

Sonatype qualifies on the strength of a tightly integrated open-source governance stack, the
Nexus Repository, Repository Firewall, and Lifecycle policy enforcement, which spans the
entire component lifecycle, paired with mature SBOM management and deep dependency
and component risk intelligence.

Palo Alto Networks ranks as a Product Leader because it delivers supply chain security as
one capability within Cortex Cloud, its code-to-cloud-to-SOC CNAPP, giving buyers posture
management, threat detection, and response in a single platform supported by one of the
widest integration ecosystems in the market.

Lineaje earns its place through the depth of its composition and integrity analysis: full
transitive dependency decomposition to many levels of nesting, tamper detection and
provenance built on a proprietary component fingerprint, a mature SBOM lifecycle. Its
completeness is concentrated in software composition, integrity, and SBOM management
rather than native code testing, which it sources from third-party engines.

Data Theorem is recognized for a runtime-first approach to completeness: its Analyzer
Engine exercises live applications to inventory the third-party APIs, SDKs, and open-source
components actually in use, generates SBOMs from running software to expose the delta



sMUuppingercolie LEADERSHIP COMPASS: 80889
ArArvETE Software Supply Chain Security

against vendor-supplied SBOMs, and traces fourth-party and nested dependencies at
enterprise scale.

Cycode rounds out the Product Leaders by unifying application security testing, supply chain
security, and posture management on a single Context Intelligence Graph that correlates
risk from code to runtime, complemented by a low-noise, next-generation SAST engine and
kernel-level CI/CD protection through its eBPF-based CIMON agent.

The remaining vendors are challengers in Product Leadership.

Innovation Leadership

Next, we examine innovation in the marketplace. Innovation is, from our perspective, a key
capability in all IT market segments. Customers require innovation to meet evolving and
even emerging business requirements. Innovation is not about delivering a constant flow of
new releases. Rather, innovative companies take a customer-oriented upgrade approach,
delivering customer-requested and other advanced features, while maintaining compatibility
with previous versions.

Innovation Leader

ORCA SECURITY
ARNICA DATA THEOREM

NSFOCUS PALO ALTO NETWORKS
‘— VERACODE
CLOUDSMITH SONATYPE

NETRISE CYCODE

GITGUARDIAN

This view is based on the evaluation of innovative features recently added together with the
vendor’s history in innovation. The chart is horizontal and divided into two areas: the vendors
to the right of the chart and colored red are Innovation Leaders and those to the left and
colored black are Innovation Leadership Challengers.

Innovation Leaders are those vendors that deliver advanced products, not only in response
to customers’ requests but also because they are driving technical changes in the market by
anticipating what will be needed in the months and years ahead.

There is a correlation between the Overall, Product, and Innovation Leaders, which
demonstrates that leadership requires feature-rich products that are looking over the horizon
to bring advancements to help their customers. Innovative features in SSCS include
package firewalls that block malicious open-source components before they enter the
development environment, Al-powered remediation that proposes and applies fixes rather
than merely flagging issues, software composition analysis enriched with threat intelligence
and behavioral malicious-package detection, signed SBOM generation with policy-gated



sMUuppingercolie LEADERSHIP COMPASS: 80889
ArArvETE Software Supply Chain Security

enforcement, and provenance and attestation controls extended to Al and machine-learning
components themselves.

Equally important are the governance capabilities that make these advances trustworthy,
including guardrails against prompt injection, assurances that customer data is not used to
train foundation models, configurable autonomy and safety controls for Al agents, and
forensic traceability of Al decision chains.

The Innovation Leaders in this edition of the Leadership Compass on SSCS are Veracode,
Sonatype, Palo Alto Networks, Data Theorem, and Cycode.

Other vendors are placed as challengers in Innovation Leadership.

Market Leadership

Finally, we analyze Market Leadership. This is an amalgamation of the number of customers
and their geographic distribution, the size of deployments and services, the size and
geographic distribution of the partner ecosystem, and the financial health of the participating
companies. Market Leadership, in our view, requires global reach.

Market Leader

Entrant Emerging Contender Challenger
ARNICA

CLOUDSMITH CYCODE
NETRISE VERACODE
-\ { SONATYPE
NSFOCUS j PALO ALTO NETWORKS
GITGUARDIAN DATA THEOREM
LINEAJE

ORCA SECURITY

Entrant Emerging Contender Challenger

Sonatype leads the market, with Palo Alto Networks, Veracode, and Data Theorem. We see
highly motivated challengers and anticipate more activity from complex market players in the
future.

The SSCS market is steadily growing, and there is ample opportunity for all these vendors to
gain additional customers and market share.
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Product and Vendor Evaluation

This section provides a structured evaluation of each product and vendor included in this
KuppingerCole Leadership Compass. Each profile contains a description of the company
and its offering, an analysis of relevant capabilities for this market segment, and an
assessment of strengths and challenges. Where applicable, vendors are positioned as
Leaders in the Product, Innovation, or Market categories.

In addition to these standard Leadership Compass categories, we provide detailed capability
ratings for every vendor. These ratings are visualized in a spider chart that reflects
performance across the functional and technical criteria defined for this market segment.
The spider chart complements the written analysis and enables direct comparison across
solutions.

For this Leadership Compass, the capability categories evaluated are described below.

Security: This covers the degree of security provided by the product or service. For
products, it looks at internal security practices and controls that enable secure customer use,
including authentication, access controls, and encryption. It also considers known
vulnerabilities, how the vendor responds to them, and the presence of relevant security
features.

Deployment: This covers how easy or difficult it is to deploy, operate, and discontinue the
product or service. For products, it considers implementation effort, operational complexity,
and the degree to which required components are integrated. It also looks at what is needed
to manage the solution over time, including upgrades and decommissioning.

Interoperability: This covers the ability of the product or service to integrate with other
vendors’ products and widely used standards and technologies. It considers support for
common protocols and formats, as well as the availability of secure and well-documented
Application Programming Interfaces (APIs) for programmatic access.

Usability: This covers how easy the product or service is to use and administer. For
products, it looks at whether user interfaces are logical and intuitive and whether the
experience is consistent across the vendor’'s components. It also considers administrative
efficiency and the clarity of configuration and reporting workflows.

Source Code Integrity: This category evaluates how well a solution protects the integrity of
source code and its dependencies. It considers software composition analysis of direct and
transitive dependencies, detection of code tampering and unauthorized changes,
dependency-graph visibility, and the handling of compromised, malicious, or low-reputation
components before they enter the codebase.

Build Integrity & CI/CD Security: This category covers protection of the build process and
delivery pipeline. It examines pre-build checks, hardening and monitoring of CI/CD
platforms, detection of compromised build dependencies and pipeline tampering, build
artifact and provenance generation, and alignment with frameworks such as SLSA for
verifiable, isolated, and reproducible builds.

SBOM Capabilities: This category measures the generation, ingestion, and management of
Software Bills of Materials. It considers supported formats such as CycloneDX and SPDX,
the richness of component metadata, VEX and exploitability enrichment, format translation
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and merging, drift detection over time, and, for consumers, the ingestion, validation, and
analysis of third-party SBOMs.

Vulnerability & Dependency Management: This category assesses the discovery and
prioritization of vulnerabilities across first-party and open-source code. It considers detection
breadth, contextual prioritization using exploitability, reachability, and runtime signals,
license and legal-risk assessment, and the availability of automated or guided remediation
such as recommended upgrades and fix generation.

Secrets Detection & Management: This category evaluates the detection of hardcoded
credentials and other secrets across code, history, pipelines, and collaboration tools. It
considers detector breadth and accuracy, validity checking of discovered secrets, pre-
commit and pipeline prevention, and the governance of non-human identities and machine
credentials throughout their lifecycle.

Package Repository Security: This category covers protection against package-repository
and open-source registry attacks. It considers the detection of typosquatting, namespace
and dependency confusion, and malicious packages, publisher and signature verification,
registry and proxy controls such as package firewalling, and the breadth of supported
package ecosystems.

Consumer-Side Risk Management: This category measures capabilities for organizations
consuming third-party and open-source software. It considers automated component and
supplier risk assessment and scoring, continuous monitoring and threat intelligence, update-
impact analysis, open-source project-health and maintainer signals, and integration with
external risk-rating and governance systems.

Code Signing & Attestation: This category evaluates the signing and verification of
artifacts and the generation and validation of provenance and attestations. It considers
support for signing mechanisms such as Sigstore and GPG, automated signing within the
pipeline, provenance verification, and the establishment of verifiable trust and tamper-
evidence across the supply chain.



sMUuppingercolie LEADERSHIP COMPASS: 80889
ArArvETE Software Supply Chain Security

Arnica — Arnica Platform
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Founded in 2021 and headquartered in Alpharetta, Georgia, Arnica is a venture-backed
start-up focused on software supply chain security and application security posture
management for modern, developer-centric organizations. Its platform takes a distinctive
“pipelineless”, SCM-native approach: rather than running inside CI/CD pipelines or relying on
developer-installed tooling, it connects directly to source code management systems and
analyzes code on every push and pull request. The product is delivered as SaaS and serves
both software producers and consumers, with a free visibility tier and paid tiers for
prevention and remediation. Arnica positions itself around developer-native workflows that
aim to address the large majority of risks before code reaches production. Commercially,
Arnica is offered on a freemium model, with a free tier alongside paid subscription plans.

Integration is the defining characteristic of the platform. Arnica connects to GitHub, GitLab,
Bitbucket, and Azure DevOps as a native application through a one-click setup, deliberately
avoiding direct Cl integration so that coverage is complete from day one across all
repositories rather than only those wired into a pipeline. Findings and remediation prompts
are surfaced in pull requests and routed to developers through ChatOps tools such as Slack
and Microsoft Teams and into issue trackers including Jira and Azure DevOps Boards. The
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platform does not depend on IDE plugins, instead operating server-side against repository
events.

For source code integrity, Arnica provides software composition analysis, detection of
secrets with automated validation and remediation, static analysis, and infrastructure-as-
code checks, along with dependency-graph-style visibility. It detects vulnerable, malicious,
and low-reputation dependencies through a combination of SCA, SBOM analysis, package-
reputation signals, and vulnerability intelligence. The platform can detect drift in code,
dependencies, and security posture over time, and maps container images back to their
source repositories, though it is not positioned as a dedicated build system or |aC
configuration management tool.

For vulnerability management, it combines both deterministic and Al-based SAST with SCA
and secrets detection. Arnica applies function-level reachability analysis to determine
whether vulnerable code paths are actually reachable from application code, deprioritizing
unreachable dependencies to reduce noise, though it analyzes statically rather than
observing runtime execution. Risk is prioritized using exploitability likelihood and reputation
signals, and remediation is delivered through developer-native workflows that direct the right
fix to the right code owner.

SBOM capabilities are oriented toward operational validation rather than formal generation
and exchange. SBOMs are automatically generated and updated as part of continuous
analysis tied to repository activity and dependency changes, and Arnica correlates SBOM
data with real source-code, dependency, and risk context. This consumer-side analysis
scales with usage and feeds the platform's broader supply-chain risk picture.

Container and cloud-native coverage centers on container image scanning with automated
image-to-repository mapping, connecting images to their exact source repository, branch,
and commit so that fixes can be made at the code level. Arnica is not a dedicated cloud
security posture management or laC-scanning platform; its controls focus on the source-
code and dependency layers rather than runtime cloud configuration.

For package repository security, Arnica provides preventive and detection-based controls
against common package-repository attack vectors, including low-reputation and malicious
dependencies, at the source-code and dependency-policy level. Package reputation scoring
evaluates maintainer trustworthiness, account age, download velocity, and community
signals to flag risky packages before a CVE exists. Rather than acting as a registry proxy, it
enforces dependency policies at the point where code is committed.

On the consumer side, Arnica supports organizations that both consume and produce
software, with automated, evidence-based supply-chain risk assessment derived from code
and dependencies. It continuously monitors new risks and surfaces ownership and
accountability for remediation. Arnica is explicitly not a vendor questionnaire, procurement,
or supplier-management platform; its strength is in technical, code-level supply-chain risk
rather than third-party vendor governance workflows.

The platform itself integrates with customer SCM tools for identity and builds its own
behavior and identity graph to attribute risk and ownership. It enforces role-based access
control scoped by responsibility, protects data in transit, and encrypts data at rest, and
enforces strict access controls. Audit logs are centrally stored, immutable, and access-
restricted. Arnica relies on the native access controls of the integrated SCM platforms rather
than enforcing authorization for external supply-chain tools itself.
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For policy and governance, Arnica provides prebuilt and customizable policy rule sets for
secure development and supply-chain security, with event-driven, policy-based alerting
through email, ChatOps, and issue trackers. It offers audit-ready forensic context at the
source-code level, including commit history, timestamps, ownership attribution, and policy
decisions. Policy enforcement is applied at the SCM event level rather than as gates across
a separate build pipeline.

Runtime visibility and reporting are delivered through consolidated dashboards covering
secrets exposure, SBOM drift, policy compliance, Al-generated and agentic code
governance, ownership attribution, and remediation status, with real-time, event-driven
monitoring and alerting. Findings and remediation context are presented within the SCM
platforms and issue trackers developers already use. As a code-and-dependency-focused
tool, Arnica does not provide runtime build-anomaly detection or full incident-response
orchestration.

Beyond Al-based SAST, the company has introduced Arnie, an agentic software-
development-security suite, and an Agentic Rules Enforcer that injects security guardrails at
the point of Al code creation in tools such as Copilot, Cursor, and Claude Code. This reflects
a clear strategy of governing Al-assisted development at generation time rather than only
scanning afterwards, treating Al coding agents as a first-class part of the software supply
chain.

Arnica's roadmap centers on evolving into a developer-native SDLC governance platform,
with planned enhancements including expanded agentic-rule enforcement coverage,
broader Al SAST language support, and deeper SBOM and provenance intelligence. The
most frequent customer requests are for deeper Al-assisted remediation and expanded
agentic enforcement for Al coding tools, signalling where the product is heading over the
next year.

Strengths

e Frictionless, pipelineless deployment that connects to SCM as a native app with no
CI/CD changes

e 100% repository coverage from day one, including feature branches

o Real-time, developer-native workflows that route the right fix to the right code owner
e Low-noise results via function-level reachability analysis

o Package reputation scoring that flags risky dependencies before a CVE exists

e Broad single-platform coverage: SCA, SAST, secrets, laC, and licenses

e Forward position on securing Al-assisted development (Agentic Rules Enforcer, Al
SAST)

o Automated secrets detection, validation, and remediation

o Free visibility tier lowers the barrier to adoption

e Strong ownership and accountability attribution through its identity graph
Challenges

o Lighter footprint in build integrity, provenance, and attestation
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o No formal third-party vendor risk management or procurement workflows
e Some advanced capabilities are tied to higher SCM (like GitHub Enterprise) tiers

e Younger, smaller vendor with a platform-only model and limited professional services
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Cloudsmith — Cloudsmith Platform
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Founded in 2016 and headquartered in Belfast, Northern Ireland, Cloudsmith is a cloud-
native, fully managed artifact management platform that positions itself as the secure system
of record for an organization’s software artifacts. Delivered entirely as SaaS, with Cloudsmith
handling all platform maintenance and operations, it serves both software producers and
distributors and is priced through a base subscription with included usage allowances, with
the option to purchase additional allowances up front or use on-demand usage beyond
them. Its central premise is that a single, observable home for all artifacts is the foundation
of a secure software supply chain, and it supports more than thirty package formats as well
as raw files of any type in a single repository. Commercially, Cloudsmith is offered on a
freemium model, with a free tier alongside paid subscription plans.

Cloudsmith integrates with the major CI/CD systems, including GitHub Actions, GitLab
CI/CD, and Bitbucket Pipelines, and exposes a full REST API and CLI for any toolchain,
along with a verified Terraform provider and a CircleCI orb. Developers push and pull
artifacts using language-native and OS-native package manager commands with no
proprietary client required. Issue-tracker and ChatOps systems are reached through
webhooks rather than dedicated connectors. The platform is designed to slot into existing
pipelines as the artifact store and policy-enforcement layer.
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For source code and artifact integrity, Cloudsmith supports license, vulnerability, and
malicious package detection across in-house artifacts and open-source dependencies and
can govern detected issues through configurable policies spanning license compliance,
vulnerability thresholds, and package provenance, including publish-date rules that mitigate
the risk of consuming freshly published malware. Vulnerabilities are surfaced with full CVE
record details, including CVSS scores and fix information. Cloudsmith supports GPG, RSA,
or ECDSA signing depending on package format for all packages, including customer-
supplied signing keys, with ECDSA signing currently in early access. Docker images can be
signed via Cosign, either automatically on upload using a repository-managed ECDSA key
or by the customer using their own Cosign workflow, and SBOM signing is also supported
through Cosign.

Cloudsmith is an artifact manager rather than a code testing vendor, so it does not provide
native SAST, DAST, or IAST. Vulnerability management is centered on the dependencies
and artifacts it stores: it scans packages for known vulnerabilities and malware. For
remediation, it integrates with Renovate and Dependabot and can be configured to replace
quarantined packages with approved versions. License compliance is enforced through
metadata extraction and policy.

SBOM capabilities include auto-generation of CycloneDX-formatted SBOMs for containers
and support for direct upload of SPDX-formatted SBOMs, with all CycloneDX metadata
supported and SBOM signing available through Cosign. Because pricing is based on
delivery and storage rather than document count, there is no direct limit on the number of
SBOMs generated. The platform's role as the central artifact store gives it a natural vantage
point for maintaining component inventories across the organization.

Container and cloud-native support is a core strength: Cloudsmith's container registry is fully
Docker-compatible and OCIl-compliant, allowing images to be stored alongside other
package types. The platform is deployed across six regions spanning Europe, APAC, and
the Americas and uses a CDN-backed edge network for fast, reliable global artifact delivery
with intelligent caching and regional failover. It is, however, an artifact and registry platform
rather than a Kubernetes or laC posture management tool.

Package repository security is Cloudsmith's defining capability. Acting as a dependency
firewall, it caches packages from open-source repositories, scans them for vulnerabilities
and policy compliance, and ships them to developers only once they are deemed safe,
automatically quarantining suspect packages for inspection. Cloudsmith supports
vulnerability and malicious-package detection across a very broad set of ecosystems,
including npm, PyPI, Maven, NuGet, Debian, Red Hat RPM, Helm, Conan, CocoaPods, and
Hugging Face, among many others.

On the consumer side, Cloudsmith supports both software consumption and distribution use
cases, auto-generating CycloneDX SBOMs and accepting SPDX uploads, and making CVE
and malicious-package security information available to users. It is not a vendor risk or
supplier management platform; its consumer value lies in controlling and securing the third-
party components flowing into the organization through the central registry rather than in
supplier questionnaires or procurement workflows.

The platform itself supports SSO via SAML and OIDC with providers such as Okta, Azure
AD, and Google and requires MFA for privileged and administrative access, with SCIM for
automated provisioning. Data is encrypted at rest with AES-256 managed through AWS
KMS and in transit with TLS 1.2 or higher, and PII is masked or pseudonymized where
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required. Logs are stored centrally with write-once-read-many tamper protection and
restricted access. Authentication to other services can use ephemeral tokens rather than
stored secrets.

Policy, governance, and compliance are delivered through an OPA-based engine using
Rego. Policy evaluation is triggered whenever a package or artifact is uploaded, when a
policy is created or edited, and when threat intelligence is updated, with a fallback
reevaluation if none of those events has occurred. When a developer requests a package
that is not already in Cloudsmith and must be pulled from an upstream source, that package
can be evaluated against policy before it is served, a configurable behavior for customers
who want enforcement applied before proxy. Cloudsmith operates as a secure system of
record and an enforcement layer that supports customers' broader compliance obligations,
and it holds independently audited ISO/IEC 27001 certification, though it notes it is not
separately FIPS-validated.

Runtime visibility and reporting are provided through dashboards and APIs, with detailed
client and audit logs that can be queried in the browser, accessed via API, or exported as
raw files for analysis. Webhooks fire across repository events such as package quarantine,
enabling integration into downstream monitoring and response. Threat intelligence is
ingested from TrivyDB, OSV.dev, and FIRST.org for EPSS, which in turn aggregate
upstream sources such as the NVD. Incident response orchestration itself is left to integrated
tools.

Cloudsmith's Al and machine-learning story is centered on treating models as first-class
artifacts: its ML Model Registry lets teams store, version, govern, and secure machine-
learning models and LLMs alongside other artifacts, with proxying and caching of upstream
sources such as Hugging Face so that pulls originate in Cloudsmith with full visibility. The
platform also integrates with generative Al through an MCP server that lets LLMs interact
with the workspace.

Cloudsmith operates a high-velocity continuous-delivery model, shipping multiple minor
releases daily. Its roadmap emphasizes a shift from point-in-time scanning to continuous,
near-real-time re-evaluation of the entire artifact estate, alongside a centralized CVE
Explorer for exploring global threat intelligence and its impact on the organization. This
direction reinforces its positioning as a living, policy-enforcing system of record rather than a
static store.

Strengths

e Cloud-native, fully managed universal artifact management across 30+ package
formats

e Single source of truth that consolidates fragmented registries

o Built-in dependency firewall with vulnerability and malicious-package scanning
o Flexible OPA/Rego policy engine with automated quarantine and promotion

o CDN-backed global distribution with strong performance and high availability
o Native ML model and dataset registry with Hugging Face proxying

o Artifact and SBOM signing via Cosign

o Consistently praised, responsive customer support
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e |SO/IEC 27001 certified
Challenges

o Usage-based pricing (bandwidth and storage) can be unpredictable for large or high-
traffic teams

e Cryptographic modules not independently FIPS 140-3 validated (relevant wherever
validated cryptography is required)

o Legacy Ul is being phased out; new customers onboarding since early 2026 are
provisioned directly into the newer interface, with the legacy Ul retained only for
customers who onboarded before then

o Primarily an artifact management and policy layer rather than a full SCA/SAST suite
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Cycode — Cycode Platform
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Founded in 2019 and headquartered in Tel Aviv, Israel, Cycode is an Agentic Development
Security Platform that pioneered the convergence of application security testing, software
supply chain security, and application security posture management into a single product.
Delivered as SaaS and aimed at mid-size and enterprise DevSecOps teams, its architecture
is built around a Context Intelligence Graph, a hybrid graph data model that correlates
findings across the software development lifecycle from code to runtime. The platform's
premise is to replace fragmented scanner stacks with one correlated, context-aware view of
risk. Commercially, Cycode is licensed as a subscription, with pricing quoted on request
rather than publicly disclosed.

PRODUCT INNOVATION

y3iaval
y3iaval
y3aval
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Cycode integrates broadly across source control, including less common systems such as
Gerrit, Helix Core, and Unity Version Control, and provides a single unified IDE plugin
covering SAST, SCA, laC, and secrets, in contrast to vendors that require separate plugins.
It connects to the rest of the toolchain through ConnectorX, an integration marketplace of
more than a hundred connectors for third-party SAST, DAST, SCA, CNAPP, and DevOps
tools. ChatOps notifications are delivered through Slack and Teams, and documentation is
available to authenticated users.

For source code integrity, Cycode delivers industry-leading secrets detection that extends
beyond the repository across the wider SDLC and protects CI/CD pipelines through CIMON,
an eBPF-based agent that provides kernel-level visibility into build runners and detects and
blocks malicious process injection and anomalous behavior. The platform also offers code-
leak detection that monitors internal and external repositories and public code-hosting
platforms for exposed sources. Artifact signing is supported, with CIMON able to sign builds
after CI/CD completes using customer-provided keys.

Vulnerability management centers on Cycode's next-generation SAST engine, acquired with
Bearer in 2024, which is purpose-built to cut the noise of legacy static analysis and reports a
markedly lower false-positive rate than conventional tools, alongside native SCA, laC,
secrets, and container scanning. For DAST and API testing, Cycode ingests findings from
partners such as Invicti, Black Duck, Burp Suite, and Salt rather than testing natively. Risk is
prioritized through exploitability and reachability analysis that filters findings down to those
that are reachable and exposed. Cycode also applies Al exploitability analysis that examines
the usage context of a vulnerable, reachable function to determine whether the conditions
required for exploitation are actually met, helping triage findings that have mitigating
controls.

SBOM capabilities include generation with vulnerability and license metadata, and the
platform can detect vulnerabilities disclosed over time against known components. Cycode
does not currently perform SBOM-to-SBOM drift comparison, focusing instead on continuous
vulnerability monitoring of the components it inventories. Its broader differentiator at this
layer is the extension of bill-of-materials thinking to Al through an Al Bill of Materials.

Container and cloud-native coverage includes native container scanning and integration with
registries such as GitHub Package Registry, GitLab Container Registry, and Nexus, along
with any registry implementing the Docker Registry v2 API. laC scanning is native and
policy-driven, and customers can define their own custom compliance frameworks. The
platform's strength is correlating these findings with code and pipeline context on the graph
rather than acting as a standalone CNAPP.

For package repository security, Cycode provides a multi-layered defense against package
repository attacks, combining proactive scanning with real-time runtime protection of the
pipeline through CIMON. It covers a wide range of ecosystems, including npm, PyPI, Maven,
NuGet, Go, Dart, Hex, Composer, and Swift. The combination of dependency scanning and
kernel-level CI/CD monitoring is intended to catch both known vulnerable components and
active supply chain attacks during the build.

On the consumer side, Cycode combines first-party and third-party risk on a single graph
and prioritizes by exploitability, ownership, and blast radius. Its emphasis is on technical,
code-and-pipeline supply-chain risk and aggregation of existing tool findings rather than
vendor questionnaire automation or supplier procurement workflows, which fall outside the
platform's scope.
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The platform itself is accessed primarily through SSO, encrypts data at rest with AES-256,
and enforces role-based access control with custom roles built on a permission matrix.
Exception workflows allow security teams to require justification when proposing exceptions,
with audit trails maintained.

Policy, governance, and compliance are handled through a permission-matrix RBAC model
and Rego-based custom laC policies, with structured exception workflows and audit trails.
Cycode ships out-of-the-box compliance mappings and supports automated evidence
collection aligned with NIST SSDF, SOC 2, ISO 27001, and CIS benchmarks. Its policy
enforcement spans the IDE, pull request, CLI, and Al coding tools, reflecting its shift-left, fix-
before-commit philosophy.

Runtime visibility is delivered through a complete technology inventory of the SDLC covering
pipelines, artifacts, and Al technologies, with runtime pipeline protection via CIMON and
consolidated dashboards. Findings are routed through ChatOps integrations such as Slack
and Teams. The Context Intelligence Graph underpins code-to-cloud traceability and blast
radius analysis, and Maestro orchestrates the full vulnerability lifecycle, from confirming
exploitability through generating fixes and opening pull requests, with an auditable record.

ML drives exploitability analysis and its low-noise SAST, while generative Al generates
remediation suggestions, builds queries, and creates policies and rules. Cycode Maestro is
positioned as an Al security conductor that orchestrates purpose-built agents to triage,
remediate, and ship fixes, and the company has launched an Al and ML Inventory with an Al
Bill of Materials to combat shadow Al, discovering Al models, agents, and MCP servers
across the SDLC and governing them with guardrails.

Cycode maintains an exceptionally high innovation velocity, adding around 100 features per
quarter and roughly 450 over the past year, and plans to continue accelerating in 2026.
Near-term roadmap items include a dedicated Al governance module building on the Al and
ML Inventory and AIBOM, and longer-term work focuses on deepening enterprise maturity
and expanding the platform's context intelligence. This pace of release is one of the
platform's most distinctive characteristics.

Strengths

e Pioneering convergence of AST, SSCS, and ASPM on a single Context Intelligence
Graph

e Broad native scanning: SAST, SCA, secrets, laC, and container

e Low false positive next-generation SAST engine (from the Bearer acquisition)
e 100+ ConnectorX integrations aggregating third-party tool findings

o Kernel-level CI/CD runtime protection via CIMON (eBPF)

o Code-leak detection across internal, external, and public sources

o Exceptionally high feature-release velocity

o Al-native direction with Maestro agentic remediation and AIBOM for shadow-Al
governance

e Strong, responsive enterprise support with named customer-success engagement
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Challenges

Complex setup and a steep learning curve given the platform's breadth, though
Cycode reports near-instant multi-scanner deployment via SCM integration and cites
reference customers who reached broad coverage within weeks

Alert noise can affect fast-moving teams, though Cycode counters that correlation,
risk-based prioritization, and its Maestro agent workflows are designed to distill alerts
into prioritized, exploitable risks

Enterprise-oriented pricing that can be hard for smaller teams to predict, though
Cycode notes a defined per-developer licensing model for product modules and
usage-based token pricing for Al features

DAST and API testing rely on third-party integrations rather than native engines,
though Cycode reports native DAST and API security now in early access with
customers

24/5 rather than 24/7 support
CSA STAR Level 1 (self-assessment) only
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Founded in 2013 and headquartered in Palo Alto, California, Data Theorem is a modern
application security vendor with deep roots in API, mobile, web, and cloud security, whose
Supply Chain Secure product extends that heritage into software supply chain security. Its
distinguishing approach is full-stack runtime analysis and dynamic inventory discovery:
rather than relying solely on static analysis and processing of supplied SBOMs, its Analyzer
Engine observes applications at runtime to discover the third-party APIs, cloud services,
SDKs, and open-source components they actually use. Delivered primarily as Saa$S, with an
optional container-based deployment, the platform serves organizations whose applications
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collectively reach billions of users, including several of the largest banks. Commercially,
Data Theorem is licensed as a subscription, with pricing quoted on request rather than
publicly disclosed.

Data Theorem follows an agentless, API-first integration model. It provides documented, CI-
native workflows and webhook- and API-based integrations across a wide range of CI/CD
platforms, with native bug tracking and ChatOps hosted in the SaaS platform. A results API
is a primary way customers retrieve supply-chain findings programmatically, and the platform
integrates with issue trackers and SIEM/SOAR tools such as ServiceNow and Splunk. Its
model favors runtime and API-driven discovery over deep embedding in the build pipeline.

For source code integrity, Data Theorem combines SCA, SAST, and DAST with binary
analysis, decompilation, and bytecode analysis that extend visibility into fourth-party
dependencies and nested embedded libraries. The platform does not currently provide
cryptographic code signing or signature-based provenance tooling, focusing instead on
discovery, analysis, and runtime validation of what software actually contains and calls. This
runtime perspective is intended to surface third-party risk that source-only approaches miss.

Vulnerability management spans SAST, DAST, SCA, and container analysis, with the
Analyzer Engine and proprietary hacker toolkits used to probe applications across each layer
of the stack. Risk is prioritized using CVEs, exploitability, runtime validation, and
dependency context, reflecting the platform's emphasis on confirming real-world exposure
rather than reporting every theoretical finding. The combination of static and dynamic testing
across the full application stack is the company's core differentiator.

SBOM capabilities are seen as a benefit for consumers. Data Theorem generates SBOMs
dynamically from the running application and ingests vendor-supplied SBOMs, then
compares the two to expose the delta between what a vendor documents and what the
application contains. It supports the popular SPDX and CycloneDX formats with interchange
between them, and scales to enterprise volumes of thousands of SBOMs per month. This
runtime-versus-declared comparison is central to its attack-surface-management approach.

Container and cloud-native coverage is provided through Cloud Secure and API Protect.
Container image metadata and artifacts can be ingested from supported registries or through
CI/CD pipelines via API, and Cloud Secure analyzes Kubernetes configurations and
workloads across generic distributions. The platform's cloud security posture management
and runtime observability complement its supply-chain analysis by tying third-party exposure
to live cloud assets.

For package repository security, Data Theorem provides detection, analysis, and
governance for package-repository attack vectors, including typosquatting and malicious
dependencies across the software stack. It integrates with registries for inspection and
analysis but does not itself operate as a package registry, mirror, or firewall. Its contribution
at this layer is visibility and risk detection rather than active blocking at ingestion.

On the consumer side, Data Theorem strongly supports organizations consuming third-party
and open-source software through SBOM ingestion, dynamic discovery, and risk-based
scoring that draws on CVEs, exploitability, runtime validation, and dependency context. Its
focus is technical supplier risk validation, automatically categorizing assets under known
vendors and alerting on policy violations and high third-party embed rates, rather than
questionnaire-based GRC or procurement workflows.
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The platform handles authentication exclusively through federated identity providers and
supports perfect forward secrecy with modern TLS configurations. Audit and transaction logs
are stored in a dedicated, non-interactive, tamper-resistant logging system, and encryption
keys are protected by HSM-backed, cloud-provider-managed key management. Role-based
access control provides fine-grained permissions scoped to specific applications, APIs, and
cloud assets.

For policy, governance, and compliance, Data Theorem provides RBAC with asset-scoped
permissions, logs administrative actions and configuration changes for forensic review, and
routes alerts via email, Slack, Teams, and SIEM/SOAR platforms. Integrations are supported
through APIs, webhooks, and native connectors such as ServiceNow and Splunk. Build-
system access control enforcement remains customer-managed, consistent with the
platform's agentless model.

Runtime visibility is where the platform is strongest, providing a unified, governance-focused
view across code, dependencies, SBOMs, containers, laC, APIs, and cloud services,
including secrets exposure, malicious-dependency detection, and intellectual-property
governance signals. The results APl is a primary delivery method for many customers, and
runtime observability with active blocking is available through API Protect. This continuous,
runtime-anchored attack-surface view is the platform's defining characteristic.

Al and machine learning feature in full-stack application categorization, relationship
mapping, and vulnerability analysis. The company has introduced datatheorem.ai, a chat Al
agent that automates tier-one and tier-two AppSec advice and suggests secure code. More
distinctively, it has launched Al Watermarks, which embed cryptographically verifiable
identifiers for software governance and IP protection, and Code Canary, which inserts
deception and early-warning controls into the supply chain. The platform also detects GenAl-
generated code across first-, third-, and fourth-party supply-chain code.

Data Theorem's roadmap centers on expanded software supply chain governance,
enhanced malicious-dependency and malicious-merge detection, and broader automation
for remediation and exception workflows, alongside deeper correlation across code,
dependencies, APIs, and cloud. The most frequent customer requests are for deeper supply
chain governance and dependency risk intelligence, signaling continued investment in the
supply chain layer that complements its established API and cloud strengths.

Strengths

o Distinctive full-stack runtime analysis and dynamic inventory discovery beyond static
and SBOM approaches

o Deep API, mobile, web, and cloud security heritage

e Analyzer Engine with proprietary hacker toolkits across SAST, DAST, SCA, and
container analysis

o Discovers fourth-party dependencies and nested embedded libraries

e Dynamically generates SBOMs and compares them against vendor-supplied SBOMs
to expose the delta

o Agentless, API-first integration model

o Al-driven governance features such as Al Watermarks and Code Canary deception
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o 24x7x365 global support
e Long-standing enterprise customers in regulated industries, covering billions of users
Challenges
¢ No native code signing or signature-based provenance tooling
e Focused on runtime and API/mobile/cloud rather than build-pipeline integrity

e English-only documentation and support
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Founded in 2017 and headquartered in Paris, France, GitGuardian is a specialist in secrets
detection and non-human identity security rather than a broad supply-chain platform, and
that focus is the source of its strength. Its platform spans internal monitoring, public
monitoring, NHI governance, and developer endpoint protection, and it is the most installed
security application on the GitHub Marketplace, trusted by more than 600,000 developers.
Delivered as Saa$S with a self-hosted option and a free tier for individual developers and
small teams, GitGuardian is producer-focused: it helps organizations secure their own code,
credentials, and machine identities rather than analyzing third-party dependencies.
Commercially, GitGuardian is offered on a freemium model, with a free tier alongside paid
subscription plans.

GitGuardian integrates broadly through its open source ggshield CLI, which works with all
major CI/CD platforms and can run in any environment via a Docker image, and as a native
GitHub application that surfaces findings inline on pull requests. It monitors repositories
across GitHub, GitLab, Bitbucket, and Azure DevOps, and extends scanning into
collaboration tools such as Slack, Jira, and Confluence. The platform also integrates with Al
coding agents through an MCP server, and connects to more than twenty tools across
development, security, and identity infrastructure including Okta, AWS, and ServiceNow.
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The platform's core capability is secrets security. It identifies more than five hundred specific
secret types, from API| keys and database credentials to private keys and certificates, using
a combination of specific and generic detectors honed since 2017 against billions of
commits. It scans full git history to catch secrets that were committed and later deleted,
detects multi-line and Base64-encoded secrets, and validates whether each detected
credential is still active so teams can prioritize live, exploitable secrets. GitGuardian does not
provide traditional SCA, dependency analysis, or code signing.

In vulnerability terms, GitGuardian is deliberately narrow: it performs secrets detection only,
not general SAST, DAST, IAST, or container vulnerability scanning. It detects exposed API
credentials rather than API security flaws, and scans container images for hardcoded
secrets rather than for vulnerable packages. This single-minded focus is what allows it to
achieve the breadth of detector coverage and the low false-positive rate it is known for.

GitGuardian does not generate, ingest, or manage SBOMs, and does not maintain a third-
party software inventory; SBOM lifecycle management is outside its scope. This is a direct
consequence of its producer-and-secrets focus rather than a gap in an otherwise broad
platform, and organizations needing SBOM capabilities pair GitGuardian with a dedicated
SCA or SBOM tool.

For container and cloud-native security, GitGuardian's contribution is limited to scanning
container images and registries for hardcoded secrets through ggshield, across the major
container registries and any modern Kubernetes cluster. It does not assess container
vulnerabilities, 1aC misconfigurations, or cloud posture. Again, the platform's value at this
layer is preventing credential exposure rather than broad container security.

GitGuardian does not provide protection against package-repository attacks such as
typosquatting, dependency confusion, or malicious packages; it is not a package firewall or
SCA tool. Its only adjacency to this layer is scanning container images and packages for
embedded secrets. Organizations seeking package repository defense would combine
GitGuardian with a dedicated software supply chain tool.

On the consumer side, GitGuardian is explicitly producer-focused and does not monitor
third-party dependencies for vulnerabilities, updates, or changes, nor does it offer vendor
communication or relationship management. Its consumer-side relevance is indirect: by
preventing the organization's own secrets from leaking, it reduces a leading supply-chain
attack vector. Third-party component risk falls outside its remit.

The platform itself supports federated authentication and, for self-hosted deployments,
certificate-based authentication, with role-based access control across four predefined roles
from owner to restricted member. It maintains a centralized audit log capturing all user
activity with actor, action, and context, suitable for demonstrating SOC 2 and NIST
compliance. The product's security posture reflects its Enterprise adoption among regulated
organizations.

For policy and governance, GitGuardian provides RBAC, a policy engine for enforcing
secrets rules across version control systems, CI/CD tools, and collaboration platforms, and
detailed audit logging. Alerts are delivered in real time via email, Slack, PagerDuty, Splunk,
and custom webhooks, and an auto-healing playbook can automatically share incidents with
the responsible developer to accelerate remediation. The platform does not enforce build-
system authorization beyond its own console.
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Visibility centers on a single-pane incident dashboard that groups detected secrets into
incidents, attaches validity status and risk scores, and tracks remediation. The same view
covers NHI governance data and vaulted-secret status. Reviewers note that while initial
setup and the dashboard are straightforward, the incident interface can feel dense and
effortful during large-scale investigations, where security engineers must filter and tune
alerts; managing alert volume at scale is the platform's most commonly cited challenge.

Al and machine learning increasingly differentiate the platform. A machine-learning false-
positive remover cuts false positives by around half, and an ML-powered risk score provides
automatic incident prioritization. A GitGuardian MCP server brings secrets-security context
natively into Al coding agents, and the company's research has highlighted that Al-assisted
commits leak secrets at roughly twice the baseline rate, positioning secrets governance as a
key control for Al-assisted development.

GitGuardian's roadmap emphasizes Al agent governance, additional integrations with
platforms such as Wiz and AWS Security Hub, OIDC support, and more granular alerting.
This direction extends its core secrets-and-NHI mission into the Al era.

Strengths
e Best-in-class secrets detection breadth: 500+ specific detector types
o Validity checking that prioritizes live, exploitable credentials
e Full git history, multi-line, and Base64-encoded secret detection
e Scanning beyond code into Slack, Jira, Confluence, and developer endpoints
e Open source ggshield CLI for pre-commit and CI/CD prevention
e Most-installed security app on the GitHub Marketplace, 600k+ developers

e Clear expansion into non-human identity governance, honeytokens, and public
monitoring

e ML-powered false-positive remover and risk scoring

e MCP server bringing secrets context into Al coding agents

e Free tier for individual developers and small teams
Challenges

e Narrow by design: not an SCA, SBOM, package-firewall, or broad supply chain
platform

e No third-party dependency or component vulnerability monitoring
e Incident dashboard can feel dense and effortful at large scale

e Alert volume requires ongoing filtering and tuning
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PRODUCT

Founded in 2022 and headquartered in Santa Clara, California, Lineaje is a full-lifecycle
software supply chain security company built around deep software composition analysis,
SBOM management, and tamper detection, with a strong orientation toward compliance and
government use. Its product family comprises SCA360 for analysis, SBOM360 for SBOM
management, the SBOM360 Hub for secure SBOM exchange, Gold Open Source for
vulnerability-free components, a Third Party Risk Manager, and UnifAl for securing and
governing agentic Al applications. Delivered as Saa$S, Lineaje serves organizations that
source, build, or buy critical software, and is trusted by technology, financial, and public-
sector customers managing large, complex software portfolios. Commercially, Lineaje is
licensed as a subscription, with pricing quoted on request rather than publicly disclosed.

43avan
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Lineaje integrates with all standard Git-compliant repositories and exposes its full
functionality through both a Ul and CLI, with APIs providing the deepest and broadest
access to its services. Its model is oriented around decomposing and analyzing software
wherever it sits in the lifecycle rather than embedding as a pipeline gate, though its CLI can
be invoked from CI/CD gates and GitHub Actions where teams want pipeline enforcement;
this suits both producers analyzing their own builds and consumers assessing software they
acquire.

For source code integrity, Lineaje's SCA discovers and assesses the complete supply chain,
including all direct and transitive dependencies, and can decompose software from any
starting state to reconstruct its full component tree, reportedly to many levels of nesting. Its
distinguishing capability is integrity: a proprietary Lineaje hash uniquely fingerprints every
component, and the platform attests provenance and geo-provenance and detects tampers,
malware, and code quality and security posture issues for each component and commit. This
tamper detection focus is aimed squarely at SolarWinds-style supply chain compromises
that conventional tools miss.

For vulnerability management, Lineaje analyses components against its own policies and
also integrates with third-party and open-source SAST tools, pulling their findings for
remediation through coding assistants. Rather than competing as a standalone SAST or
DAST engine, it concentrates on open-source and dependency risk, prioritizing issues using
out-of-the-box and user-defined policies and feeding them into its automated fix capabilities.

SBOM management is Lineaje's heritage and a core strength. The platform generates,
attests, assesses, and publishes compliant SBOMs across an entire portfolio, supports an
extended SBOM+ format beyond the NTIA minimum dataset, and links VEX and CSAF
documents to SBOMs to communicate non-impacting vulnerabilities and mitigations. The
SBOM360 Hub provides a secure, private exchange for sharing SBOMs and attestation
through the distribution chain, and a comparison capability assesses the delta between
SBOM versions. Consumers can ingest and evaluate vendors' SBOMs against a single

policy.

Lineaje's container capabilities extend its analysis to all layers of an image, identifying
vulnerabilities and automatically generating compatible, more secure container clones for
deployment, an approach it markets as self-healing containers. This lets DevSecOps teams
eliminate vulnerabilities just before deployment without manually rebuilding images,
complementing its source-level analysis.

For package repository security, Lineaje detects tampering in every package across open-
source repositories, applying its fingerprinting and integrity analysis to flag compromised or
modified components. Its Gold Open Source offering provides a catalogue of vulnerability-
free, compatible packages and images, effectively giving consumers a curated, hardened
source of open-source components rather than acting as an inline registry firewall.

On the consumer side, Lineaje is well-suited to organizations ingesting third-party and open-
source software: it assesses the risk and integrity of third-party applications, places them
into four risk levels with detailed analysis, and supports vendor SBOM ingestion and
evaluation through its Third Party Risk Manager and SBOM360 Hub. Its emphasis is on
technical, evidence-based supplier risk and SBOM-driven due diligence rather than
questionnaire-based GRC workflows.
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The platform itself supports SSO with MFA enforced by the customer's identity provider and
encrypts and securely stores logs in the cloud. As a younger company, it has less
extensively documented administrative and security tooling than that of the larger platform
vendors, though its public sector and regulated industry deployments indicate a credible
security posture.

For policy, governance, and compliance, Lineaje is strongly oriented toward regulatory
requirements, with a focus on US Executive Order 14028, CISA attestation, and SBOM
mandates, as well as support for global regulations such as the EU Cyber Resilience Act. Its
attestation and provenance technology is designed to produce independently verifiable
evidence of supply chain integrity, and the SBOM360 Hub centralizes compliant SBOM
distribution with privacy and access controls.

Visibility centers on a single pane view of software supply chain risk spanning attestation,
geo-provenance, licenses, code quality, and secrets, with SBOM search across many
tracked attributes and historical risk profiles. The platform is designed to let customers
search all deployed software quickly to locate newly disclosed vulnerabilities and deeply
embedded components, reducing time to discovery after an incident.

Al is increasingly central to Lineaje's strategy, building on what the company describes as
one of the deepest datasets tied to the software supply chain. It applies agentic Al to
autonomously generate and apply fix plans for source code, dependencies, and containers
after approval. It offers self-healing containers and a unified MCP server, UnifAl, for securing
agentic Al applications. The company frames responsible, human-reviewable automation as
essential, with transparent, auditable workflows that enable rollback and root cause analysis.

Lineaje's roadmap reflects rapid expansion: it shipped Gold Open Source packages and
images in early 2025, autonomous fix for source code and dependencies later that year, and
is extending into security controls for Al development, agents, LLMs, and MCP servers. The
company reports outcomes such as substantial risk reduction at the source and meaningful
reductions in developer maintenance effort, signaling a clear push toward autonomous, Al-
driven supply-chain remediation.

Strengths
o Deep transitive dependency discovery, decomposing software to many nesting levels
o Distinctive tamper detection and attestation via a proprietary component fingerprint
e Provenance and geo-provenance analysis aimed at SolarWinds-style compromises

o Mature SBOM lifecycle: generation, attestation, the SBOM360 Hub exchange, and
an SBOM+ format

e VEX and CSAF linkage to SBOMs

e Gold Open Source catalogue of vulnerability-free, compatible packages and images
o Self-healing containers that auto-generate hardened clones

o Agentic Al auto-fix for source code, dependencies, and containers

e Strong compliance and public-sector orientation (EO 14028, CISA attestation, EU
CRA)



sKUppingercoie LEADERSHIP COMPASS: 80889

ANALYSTS

Software Supply Chain Security

Challenges

Smaller footprint in native application security testing (relies on third-party SAST)
Lighter runtime and operational tooling than the larger platforms
Maturity profile of a younger vendor

Detailed administrative and access controls are not detailed in public materials



sMUuppingercolie LEADERSHIP COMPASS: 80889
B Software Supply Chain Security

NetRise — NetRise Platform
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Founded in 2020 and headquartered in Austin, Texas, NetRise is a software supply chain
security platform that specializes in identifying risk in compiled software and firmware,
addressing a layer that source-code-centric tools cannot reach. Its premise is that much of
an organization's real exposure lives in binaries, firmware, and off-the-shelf software where
source is unavailable, and it analyses these artifacts directly. Delivered as a cloud-based
SaaS platform, NetRise serves both software makers and software consumers, with strength
in extended loT, firmware, telecom, critical infrastructure, and public-sector environments.
Commercially, NetRise is licensed as a subscription, with pricing quoted on request rather
than publicly disclosed.

Rather than embedding into developer pipelines, NetRise ingests source code and, in
particular, compiled binaries and firmware images uploaded to its platform, and then
integrates the results into customer workflows. The company works closely with clients to
integrate into their processes and provides a knowledge base for documentation. This
artifact-centric model suits procurement and QA teams validating third-party and OEM
software before it is deployed, rather than developers scanning their own commits inline.
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For software integrity, NetRise's core capability is deep binary analysis: it decomposes
compiled software and firmware without source access to surface components,
vulnerabilities, misconfigurations, and hardcoded credentials, and it can verify that a
compiled artifact matches its declared manifest, catching discrepancies between what was
intended and what actually ships. Reachability analysis and Linux-kernel auto-remediation
help prioritize and address real exposure, and NetRise Provenance adds component origin
and trust-signal analysis.

NetRise approaches vulnerability management from the binary rather than the source side. It
does not offer a developer-focused static analysis product. Instead, its ZeroLens capability
detects weaknesses in compiled code that source scans miss. Findings are enriched with
exploitability context, including weaponization, privilege level, and CVSS impact, and
prioritized using auto-run and execution-aware analysis so teams focus on components that
actually execute rather than dormant code paths.

SBOM generation is a strength, and NetRise positions itself around producing the most
complete, binary-derived SBOMs available, spanning more than two hundred software
artifact types and a wide range of firmware operating systems from embedded Linux and
RTOS variants to Cisco IOS XE. SBOMs are generated in CycloneDX and SPDX, enriched
with vulnerabilities, VEX and remediation data, license classification, NetRise-specific
metadata, and a crypto bill of materials, with SBOM drift detection on the near-term
roadmap.

Container and cloud-native security is not NetRise's focus; its analysis centers on firmware
and compiled software artifacts rather than live containers or cloud workloads. Organizations
needing container or cloud posture management would pair NetRise with a dedicated
CNAPP, using NetRise for the binary and firmware layers those tools do not reach.

For package repository security, NetRise's contribution is indirect: by decomposing binaries
and firmware it surfaces the embedded open-source and third-party components and their
known vulnerabilities, but it does not operate as a package registry, proxy, or inline firewall.
Its value is visibility into what is actually present in shipped artifacts rather than preventing
risky packages at ingestion.

On the consumer side, NetRise is well-suited to organizations assessing software and
devices they buy: it lets buyers make purchasing decisions based on verified, binary-derived
evidence rather than supplier self-attestation, build a full-image component inventory, and
triage third-party firmware risk against the actual binary rather than application-layer claims.
This consumer-and-procurement orientation, validating vendor and OEM software, is one of
its clearest differentiators.

NetRise retains analysis metadata and operates an ISO/IEC 27001-aligned information
security management system, with formal ISO/IEC 27001:2022 certification actively being
pursued. As a focused platform, its administrative and access tooling is less extensively
documented than the larger suites, though its public-sector and critical-infrastructure
deployments indicate a credible posture.

For policy, governance, and compliance, NetRise aligns strongly with regulatory drivers,
generating standards-aligned SBOMs in CycloneDX and SPDX with VEX, and mapping to
executive orders, NERC-CIP, and government standards, with EU Cyber Resilience Act
reporting on the roadmap. Its evidence-ready reporting is designed to support audits and
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customer assurance requests, particularly for device manufacturers and operators in
regulated sectors.

Visibility centers on a central repository for vulnerability management that lets users search
across every device and vendor to locate vulnerable components quickly, going beyond
basic CVE tracking by also factoring in cracked credentials and misconfigurations. NetRise
continuously monitors the NVD, CISA KEV catalogue, and threat-actor and botnet
intelligence to keep its risk picture current, reducing time to discovery after a new
vulnerability is disclosed.

Al is increasingly central to the platform through two features, RiseAl Insights and RiseAl
Chatbot. RiseAl Insights uses an LLM to interpret encrypted, packed, or high-entropy
binaries that deterministic analysis cannot fully resolve, producing a human-readable report
of likely behavior, frameworks, and target platforms. RiseAl Chatbot adds a conversational
interface in the platform's Asset View, letting security teams query SBOM, vulnerability, and
posture intelligence in natural language and initiate governed remediation workflows; both
are opt-in and disabled by default. Combined with auto-run-based reachability and
invocation-graph analysis and Linux-kernel auto-remediation, this positions NetRise to
expose behavioral risk in compiled code that conventional scanning overlooks, with an
integrated Al remediation assistant now available.

NetRise's roadmap reflects an active build-out following a recent replatforming: recent
additions include the rearchitected platform, reachability analysis, Linux-kernel auto-
remediation, SBOM editing, NetRise Provenance, the RiseAl assistant, and a crypto bill of
materials, with CRA reporting slated for 2026. This indicates rapid expansion from a
firmware-analysis core toward broader supply-chain provenance and remediation.

Strengths
¢ Unmatched binary and firmware analysis without source code access

e Most complete binary-derived SBOMs across 200+ artifact types and many firmware
OSes

e Manifest verification comparing compiled artifacts against declared intent

o Execution-aware, auto-run-based reachability and invocation graph analysis

o Exploitability enrichment (weaponization, privilege level, CVSS)

* RiseAl natural-language search and conversational asset intelligence

o Strong fit for XloT, OT, telecom, and regulated procurement use cases

e Consumer-and-procurement orientation validating vendor and OEM software

e Praised onboarding experience and responsive, knowledgeable support
Challenges

o Narrow footprint in developer-facing testing and container or cloud runtime security

o CRA reporting still on the roadmap

e ISO/IEC 27001 certification still in progress

o Artifact upload model rather than inline pipeline integration
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Founded in 2000 and headquartered in Beijing, China, NSFOCUS is a global network and
cyber-security vendor, publicly listed, that has built an end-to-end software supply chain
security offering as part of a broader security portfolio. Its solution is positioned as a full-
lifecycle governance platform spanning the code, build, deploy, and runtime phases,
reflecting a view that traditional application security alone no longer counters modern supply
chain threats. NSFOCUS serves both software producers and consumers, with significant
deployment across critical information infrastructure sectors including banking and financial
services, energy, government, transportation, and manufacturing. Commercially, NSFOCUS
is licensed as a subscription, with pricing quoted on request rather than publicly disclosed.

NSFOCUS integrates its supply chain capabilities into the development and delivery
lifecycle, combining detection tooling with governance processes such as supply-chain asset
registers and supplier management. Its model emphasizes closed-loop risk management
across open source components, third-party libraries, and container images, supported by
white papers and reference architectures rather than a single developer-installed agent. The
platform is oriented toward organizations building structured, auditable supply-chain
governance programs.

For source code and build integrity, NSFOCUS combines software composition analysis with
binary analysis, behavioral sandboxing, and threat intelligence to identify stealthy supply
chain attacks such as open source poisoning and build script tampering. This layered
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approach is designed to detect threats that static analysis alone would miss, and to provide
what the company describes as defensible, visible, and fast-responding protection across
the build pipeline.

Vulnerability management draws on a deep integration of SCA, SAST, DAST, and IAST,
giving NSFOCUS breadth across both first-party code and third-party components. The
platform supports full identification and closed-loop remediation for open source
components, third-party libraries, and container images, and applies vulnerability-reachability
technology to help prioritize issues that are actually exploitable in context.

SBOM capabilities include automated SBOM generation as a core part of the offering,
supporting the transparency and inventory requirements that increasingly drive supply-chain
programs. NSFOCUS complements this with an SBOM situation-awareness capability that
visualizes supply chain risk at scale, helping security teams track and respond to
component-level exposure across large portfolios.

Container and cloud-native coverage is built into the lifecycle model, with the platform
supporting full identification and risk management for container images alongside open-
source and third-party components. Container security is treated as one element of the end-
to-end framework rather than a standalone product, integrated with the platform's broader
detection and runtime protection.

For package repository and component security, NSFOCUS applies its combination of SCA,
binary analysis, and threat intelligence to detect malicious and tampered components,
including poisoning attacks targeting open source packages and build scripts. Its emphasis
is on detection and closed-loop response within a governance framework rather than
operating as an inline package registry firewall.

On the consumer side, NSFOCUS supports supplier management and the establishment of
supply chain asset registers, enabling organizations to inventory suppliers, software, and
services and to assess third-party risk against SBOMs and security test reports. This
governance-led, audit-oriented approach reflects the platform's strength in structured
supplier oversight, particularly for regulated critical-infrastructure operators.

As a large, established security vendor, NSFOCUS brings enterprise-grade operational
maturity to the platform itself, though detailed configuration of its administrative and access
controls is less publicly exposed than its threat protection capabilities. Its scale and long
history in network and cybersecurity underpin its security posture, and it has been authorized
by China's CAICT to conduct software supply chain product security testing.

For policy, governance, and compliance, NSFOCUS frames its offering explicitly around
supply-chain governance, supplier management, and security supervision, aligning with
national standards and structured inspection regimes. Its solution is designed to support
organizations subject to critical infrastructure regulation, with an emphasis on continuous risk
assessment, remediation support, and auditable governance processes.

Runtime visibility and monitoring are integral to the platform's code-to-runtime model,
combining runtime threat protection with the SBOM situation awareness view to give security
teams a consolidated picture of supply chain risk. The platform is built to move organizations
from passive incident response toward what NSFOCUS describes as active immunity, with
continuous monitoring across the lifecycle.
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Al is a stated strategic pillar under the company's “Al plus Full-Stack Security” positioning.
NSFOCUS has integrated LLM capabilities, including a tie-in with DeepSeek to provide
remediation suggestions, alongside its SBOM situation awareness visualization and
vulnerability reachability technology. This reflects a direction toward Al-assisted analysis and
remediation layered on its detection capabilities.

NSFOCUS's roadmap centers on strengthening supply chain security situational awareness,
software asset lifecycle management, and supplier management and governance, consistent
with its focus on critical infrastructure customers. Continued investment in Al-assisted
detection and remediation is a recurring theme, positioning the platform to deepen its closed-
loop, governance-oriented capabilities.

Strengths
e Broad integrated stack: SCA, SAST, DAST, and IAST in one platform

e Binary analysis and behavioral sandboxing against poisoning and build-script
tampering

o Automated SBOM generation with situation-awareness visualization

o Vulnerability-reachability technology for contextual prioritization

o Closed-loop, governance-led model with supplier management and asset registers

¢ Runtime threat protection completing a code-to-runtime lifecycle

o Deep penetration of critical-infrastructure sectors

o Al-assisted analysis and remediation (including a DeepSeek integration)

e CAICT authorization to conduct supply-chain product security testing
Challenges

o Comparatively limited public detail on several platform capabilities

e Market presence is concentrated in its home region

e Provided limited responses to the evaluation questionnaire compared with peers

o Administrative and access controls are less exposed than threat protection features
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Orca Security — Orca Cloud Security Platform
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Founded in 2019 and headquartered in Portland, Oregon, Orca Security is an agentless-first
cloud-native application protection platform, and software supply chain security is one
capability within that broader cloud platform rather than its primary focus. Orca pioneered
patented SideScanning technology, which reads workload data directly from cloud provider
APIs without installing agents, giving complete visibility across a cloud estate within minutes
of connection. The Orca Cloud Security Platform consolidates many point solutions,
including CSPM, CWPP, CIEM, vulnerability management, container and Kubernetes
security, DSPM, API security, and Al-SPM, into one interface for AWS, Azure, and GCP.
Commercially, Orca is licensed as a subscription, with pricing quoted on request rather than
publicly disclosed.

For supply-chain-relevant integration, Orca connects to source control through native
applications for GitHub, GitLab, Bitbucket, and Azure DevOps, and into CI/CD systems such
as AWS CodeBuild, Bitbucket Pipelines, Buildkite, and Drone via CLI steps. It provides IDE
integrations for VS Code, Cursor, Intellid, and Windsurf, enabling shift-left scanning
alongside its agentless cloud coverage. This combination lets Orca apply some pipeline and
code-level controls while retaining its core agentless model for runtime cloud assets.
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For source code integrity, Orca offers container image scanning that includes SCA, secrets
detection, and best-practice checks, and developers can use the Orca engine in the IDE and
through SCM integrations to scan code for vulnerabilities and exposed secrets across
GitHub, GitLab, and Azure DevOps. Its strength here is correlating these findings with the
wider cloud context Orca already holds, rather than acting as a dedicated build integrity or
artifact signing tool.

Vulnerability management is a long-standing Orca strength, extended to the supply chain
through SCA across a broad set of ecosystems including .NET, C and C++, Go, Java and
Kotlin, Node.js, PHP, Python, Ruby, Rust, and Swift. Orca identifies each container
vulnerability and package as reachable or unreachable to prioritize real exposure, and its
attack-path analysis correlates vulnerabilities, misconfigurations, network exposure, and
data sensitivity so teams focus on risks that are genuinely exploitable rather than treating
every finding equally.

Orca generates SBOMs and inventories software components as part of its broader asset
visibility, though SBOM lifecycle management and exchange are not the platform's central
focus. Its value at this layer comes from tying component inventory to the runtime cloud
context, so that a vulnerable package can be assessed in light of whether the workload
running it is actually exposed.

Container and cloud-native security is where Orca is strongest. The agentless platform
covers VMs, containers, Kubernetes, and serverless functions, detecting vulnerabilities,
misconfigurations, exposed secrets, and compliance issues across the cloud estate, and
supports laC security for Terraform, CloudFormation, Bicep, the AWS CDK, Azure
Blueprints, and Docker. With more than two hundred out-of-the-box, customizable
compliance frameworks, it provides deep container and cloud coverage that complements its
supply chain security capabilities.

For package and component risk, Orca surfaces vulnerable and risky packages through its
SCA and container scanning, prioritizing them with risk factors such as CVSS and EPSS
scores, fixability, known exploits, and social trends. It is not an inline package repository
firewall; its emphasis is on detecting and prioritizing risky components in the context of
where they run rather than blocking them at ingestion, with malicious package detection and
AI-BOM capabilities now generally available.

On the consumer side, Orca's strength is risk-based prioritization of third-party and open
source component exposure using multiple factors, set against the full picture of an
organization's cloud environment. It is oriented toward technical risk assessment within the
cloud estate rather than vendor questionnaire automation or supplier management
workflows, which fall outside the platform's scope.

The platform itself is agentless and retains only metadata from scanned environments,
reducing its footprint in customer infrastructure. Orca enforces policy and access controls
and integrates with major identity and security tooling, and it is FedRAMP-authorized at the
moderate level, reflecting a posture suitable for regulated and public-sector cloud
environments.

For policy, governance, and compliance, Orca provides more than two hundred out-of-the-
box customizable compliance frameworks including PCI DSS, ISO 27001, and GDPR, and
lets users write custom rules in Rego for laC and OpenGrep for SAST. Enforcement spans
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Git hooks, pull and merge requests, CI/CD, and the container image build stage, giving it a
credible shift-left policy story layered on its agentless runtime coverage.

Visibility is delivered through a unified dashboard providing additional cloud context to
support evidence-based remediation, with native apps for the major SCM platforms.
Reviewers consistently praise the speed of agentless deployment and the breadth of
visibility, while noting that the initial baseline scan of a new environment can generate an
overwhelming volume of alerts, that the agentless model provides near-real-time rather than
real-time data with scans on roughly a daily cadence and no inline blocking, and that
reporting and dashboards could be more customizable.

Al is increasingly woven through the platform: Orca applies generative Al to simplify
investigations and accelerate remediation, offers agentless reachability analysis, and
provides natural language search, suspicious behavior alerts, and Al-driven remediation
recommendations. It also secures customers' own Al through AI-SPM, and its Al-assisted
attack path analysis is central to turning a large volume of raw findings into a prioritized,
actionable risk picture.

Orca's roadmap brings it closer to a dedicated supply chain posture, with planned work
including SCA reachability, Al-based triage, automated version-bump fix pull requests, and
bulk remediation. This direction extends its agentless cloud strength further left into the
development pipeline and deepens its supply-chain-specific capabilities.

Strengths
o Rapid, agentless-first deployment via patented SideScanning

e Exceptionally broad cloud visibility across VMs, containers, Kubernetes, and
serverless

o Consolidated CNAPP folding supply chain checks into wider cloud security
e Strong attack path analysis and risk-based prioritization
o SCA reachability across a broad set of language ecosystems
o 200+ out-of-the-box customizable compliance frameworks
e Rego and OpenGrep custom policy with enforcement from Git hook through build
o |IDE and SCM integrations for shift-left scanning
e GenAl-driven investigations and Al-SPM for securing customers' own Al
e FedRAMP authorized at moderate level
Challenges

e Supply chain depth may trail dedicated specialists, as it is one capability within a
cloud-centric platform rather than its core focus

e Daily scan cadence with no inline blocking
o Initial baseline scans can generate overwhelming alert volume

e Reporting and dashboards could be more customizable
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o Several supply-chain-specific features (SCA reachability, Al-based triage, automated
fix pull requests) still on the roadmap
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Palo Alto Networks — Cortex Cloud
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Founded in 2005 and headquartered in Santa Clara, California, Palo Alto Networks is a
publicly traded cybersecurity vendor serving more than 70,000 organizations globally and
reaching software supply chain security as one capability within Cortex Cloud, its Cloud-
Native Application Protection Platform. The supply chain functionality originated as Prisma
Cloud Application Security and has been folded into the unified Cortex Cloud offering,
positioned as a single code-to-cloud-to-SOC platform. It is delivered primarily as SaaS, with
a self-hosted option for private, government, and hybrid environments, and a Cortex engine
underpinning its Infrastructure-as-Code scanning. The platform serves both software
producers and consumers, with strong capability for connecting application risk to cloud
runtime context. Commercially, Palo Alto Networks is licensed as a subscription, with pricing
quoted on request rather than publicly disclosed.
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Cortex Cloud provides native version-control integrations for GitHub, GitLab, Bitbucket, and
Azure DevOps, and the Cortex CLI can scan any Git-based repository locally. It supports the
major CI/CD platforms natively, as well as any system that can run the CLI, with IDE plugins
for VS Code and the JetBrains family for real-time scanning and inline fixes. Roughly 90-
95% of platform functionality is accessible via REST APIs, complemented by the Cortex-CLlI
tool. Issue tracking and incident integrations include Jira, ServiceNow, PagerDuty, and
Splunk, with ChatOps support for Slack and Microsoft Teams. The platform is designed to
apply guardrails directly within developer tooling.

For source code integrity, Cortex Cloud delivers context-aware SCA that connects
infrastructure and application risk, scanning open-source dependencies against the NVD,
OSV.dev, and proprietary intelligence and visualizing full transitive dependency trees
through its Supply Chain Graph. Secrets detection combines signature-based matching with
a fine-tuned entropy model across laC templates, container images, and source files, and
pre-commit hooks and pipeline gates can block secrets and policy violations. The platform
enforces branch protection and VCS hardening through Cortex-CLI policies. It focuses on
scanning and policy enforcement rather than native artifact signing and works customers
toward SLSA alignment without generating signed provenance attestations itself.

Vulnerability management centers on SCA, SAST, and laC analysis, with prioritization driven
by CVSS, exploit availability, and runtime reachability, and a focus on surfacing the ratio of
reachable to unreachable vulnerabilities. Smart Fix recommendations identify the smallest
safe version upgrade to resolve issues in direct and transitive dependencies across Python,
JavaScript, Java, Go, Ruby, and .NET ecosystems. The platform does not currently provide
native DAST or IAST; its testing emphasis is SAST, SCA, laC, secrets, and container
scanning. License compliance identifies and classifies open source licenses and enforces

policy.

SBOM generation is provided through Cortex-CLI in CycloneDX, SPDX, and CSV formats,
including PURLs and NTIA minimum elements, and SBOMs can be enriched with
vulnerability, license, and policy compliance context. The Supply Chain Graph consolidates
component inventories across repositories and pipelines into a unified view, and continuous
scanning detects dependency drift over time. The platform supports SBOM import and
generation in multiple formats; it does not natively generate in-toto or SLSA provenance
attestations, focusing instead on inventory, analysis, and policy enforcement.

Container and cloud-native security is a core strength given the platform's CNAPP heritage.
Cortex Cloud scans Dockerfiles, container images, and Kubernetes manifests, integrates
with all major container registries including GitHub and GitLab Container Registry, and
supports Docker, containerd, CRI-O, and OpenShift along with managed and self-hosted
Kubernetes. Its Cortex-powered laC scanning spans Terraform, CloudFormation,
Kubernetes, Helm, ARM, and Bicep, with more than 1,000 built-in policies and container
compliance reporting aligned to HIPAA, PCI DSS, SOC 2, and GDPR.

Cortex Cloud protects against package repository attacks through SCA scanning,
dependency analysis, and malicious package detection, integrating with private and public
registries to apply package security controls. Supported ecosystems include npm, PyPI,
Maven, NuGet, RubyGems, Cargo, Go modules, and Docker. The platform's emphasis is on
detecting malicious and vulnerable dependencies and blocking risky code from reaching
production through code scanning and container sandbox analysis, rather than operating as
a standalone package firewall.
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On the consumer side, Cortex Cloud analyses open-source and third-party components for
vulnerability history, maintainer activity, project health, and security posture, and provides
continuous monitoring with real-time alerts through its Intelligence Stream. Smart Fix
recommendations assess upgrade impact and suggest the minimal safe update, and license
compliance detects conflicts and enforces policy. The platform focuses on technical
scanning and risk data rather than supplier-questionnaire automation, procurement
workflows, or vendor risk-rating ingestion, providing data that can feed external GRC and
procurement systems.

The solution itself integrates with enterprise identity providers via SSO and SAML while also
offering a native user directory, and controls delegated administration through a multi-
layered RBAC and ABAC model. Administrative actions are captured in detailed audit
logging, with reporting available through customizable out-of-the-box dashboards. Data at
rest and in transit is protected using FIPS 140-2 validated cryptographic modules, and the
platform is certified for FIPS 197. MFA is supported through identity-provider integration, and
net-effective-permission analysis links identity risk to misconfigurations and vulnerabilities.

For policy, governance, and compliance, Cortex Cloud takes a policy-as-code approach built
on Cortex-CLlI, with more than 1,000 built-in policies, custom policies in Python and YAML,
OPA/Rego support, and Git-versioned composite policies. Enforcement is available at every
lifecycle stage from pre-commit through runtime, with full exception management including
time-bound exceptions, mandatory justification, and audit trails. The platform aligns with
NIST SSDF practice areas, the EU Cyber Resilience Act, US Executive Order 14028, and
OWASP SCVS Level 2, and Palo Alto Networks maintains SOC 2 Type Il certification and
ISO 27001 alignment.

Runtime visibility and incident response are where the platform's breadth is most evident.
Cortex Cloud unifies findings across SBOM, SCA, SAST, laC, container, and CI/CD pipeline
security into a single dashboard, with the Supply Chain Graph providing multi-tier
dependency visualization and risk-propagation analysis. SmartGrouping consolidates
disjointed signals into cases and SmartScore prioritizes them by real-world exposure and
production behavior. The platform extends to the SOC through native integration with Cortex
XDR, XSIAM, and XSOAR, mapping incidents to MITRE ATT&CK, with playbook
orchestration and automated rollback available through those SOAR capabilities.

Cortex Cloud applies ML to entropy-based secrets detection, context-aware vulnerability
prioritization, anomaly detection, and intelligent alert grouping, and uses generative Al and
an agentic workforce that can block builds, rotate credentials, open pull requests, and isolate
workloads when malicious or vulnerable activity is detected. Its Al Security Posture
Management module governs large language models, Al coding agents, and pipelines,
extending an Al bill of materials across the supply chain, reflecting the platform's view that Al
assistants and MCP servers are now part of the supply chain attack surface.

Palo Alto Networks maintains a high-velocity release cadence driven by substantial R&D
investment, introducing dozens of features each year. Recent additions include the ASPM
Command Center as a single source of truth for securing the supply chain before
deployment, the autonomous Al agent workforce, AI-BOM and Al-SPM governance, and a
unified protection agent. Forward-looking work spans enhanced Al-powered remediation,
deeper SAST language coverage, expanded SBOM lifecycle management, and the ongoing
consolidation of Prisma Cloud capabilities into Cortex Cloud. Detailed roadmap items are
held under NDA.
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Strengths

Breadth of an integrated platform with supply-chain security folded into Cortex Cloud

Unified code-to-cloud-to-SOC model connecting posture management with detection
and response

ASPM Command Center as a single source of truth for the supply chain
SmartGrouping and SmartScore prioritization by real-world exposure

Agentic Al workflows that block builds, rotate credentials, open PRs, and isolate
workloads

Al-SPM and Al-BOM governing Al models, agents, and MCP servers
Cortex-powered laC scanning across all major frameworks

Native extension into the wider Cortex portfolio (XSIAM, XDR, XSOAR)
One of the widest customer bases and integration ecosystems in the market

Strong compliance automation across 100+ frameworks

Challenges

Reached SSCS partly through acquisition; the Cider Security capabilities (acquired
2022) are well integrated, while the more recent Koi Security acquisition (2026) is still
being folded in

No native DAST, IAST, or code signing

Supply chain depth may trail dedicated specialists, as it is a module within a broad
CNAPP rather than a standalone focus

Complexity, documentation, Ul, and pricing noted as improvement areas
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Sonatype — Nexus One Platform
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Founded in 2008 and headquartered in Fulton, Maryland, Sonatype, a vendor with long-term
focus on open source software management, is best known as the originator of Apache
Maven Central and the Nexus Repository. Its offering, the Nexus One Platform, is positioned
as an Al-native, agentic DevSecOps solution that unifies open-source intelligence,
automated governance, and developer productivity. The platform comprises Nexus
Repository, Repository Firewall, Lifecycle, SBOM Manager, and the Guide product, with
source code testing capabilities provided through an OEM partnership with OpenText
(Fortify). Licensing is moving to a usage-based model across the suite, and the platform
supports both software producers and consumers across the full SBOM lifecycle.
Commercially, Sonatype is licensed as a subscription, with pricing quoted on request rather
than publicly disclosed.
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Sonatype Lifecycle integrates with major version control providers for automated scanning
and pull-request commenting, and provides native plugins for Jenkins, Azure DevOps,
Bamboo, TeamCity, and Bitbucket Pipelines, with a CLI and REST APIs covering any other
CI/CD environment. IDE plugins extend shift-left scanning into IntelliJ, Android Studio,
PyCharm, and WebStorm. Issue tracker integration is native and bidirectional with Jira,
GitHub, and Azure DevOps, and ChatOps support spans Slack, Microsoft Teams, Discord,
and Mattermost via customizable webhooks. The platform follows an integration-first strategy
anchored on its repository and policy engine.

For source code and component integrity, Sonatype is a long-established specialist in
software composition analysis, analyzing full dependency trees including transitive
dependencies against custom organizational policies. Advanced Binary Analysis identifies
components within compiled binaries and archives, and Advanced Binary Fingerprinting
provides provenance tracking from ingestion to production. Behavioral analysis detects
dependency confusion and typosquatting in real time before components reach the build,
while the Repository Firewall prevents malicious or non-compliant components from
entering. Integration with Sigstore and GPG enables automated signing of build artifacts,
metadata, and SBOMs, with a stated roadmap toward higher SLSA levels through build
service isolation. Secrets scanning is delivered through the Fortify OEM partnership.

Vulnerability management combines Sonatype's proprietary open-source intelligence with
SAST, DAST, and IAST provided through OpenText Fortify. Risk is prioritized using CVSS,
reachability analysis, and customizable policy severity, with reachability allowing
organizations to deprioritize a large share of vulnerabilities that are unreachable in
application logic. Sonatype emphasizes root cause remediation through precise version
upgrade guidance, reporting high success rates for its recommended upgrade paths across
Java, JavaScript, Python, Go, .NET, and Ruby. Automated legal risk assessment covers
more than one hundred license types.

SBOM capabilities are a notable strength, reflecting Sonatype's role as a core contributor to
the CycloneDX standard. SBOM Manager and Lifecycle support generation, ingestion, and
validation in both CycloneDX and SPDX formats, enriched with proprietary vulnerability data,
PURL identifiers, license information, and VEX exploitability data. The platform detects
SBOM drift and continuously monitors fixed SBOMs for newly disclosed vulnerabilities,
maintaining a longitudinal record of each application's risk profile for point-in-time
compliance audits and global search by component, CVE, or hash.

Container and cloud-native security is delivered through Lifecycle's container analysis, which
scans images for OS-level packages and application-layer dependencies, supported by
admission controllers and runtime monitoring across CNCF-certified Kubernetes
distributions. The Infrastructure-as-Code pack enforces policy on Kubernetes manifests,
Helm charts, and Dockerfiles. Combined with Fortify, the platform delivers configuration
compliance reporting against CIS Benchmarks, CISA KEV, DISA STIGs, FedRAMP, and
NIST SP 800-190.

Nexus Repository acts as a centralized artifact store with mirroring, caching, access control,
and registry-layer enforcement, while the Repository Firewall adds real-time blocking of
malicious and suspicious components, including dependency confusion, namespace attacks,
and typosquatting, automatically releasing cleared components back into the pipeline. The
platform supports a broad set of ecosystems and package formats, including Maven, npm,
NuGet, Helm, Conan, APT, YUM, CocoaPods, and Swift. Nexus Repository is among the
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most widely deployed artifact managers in the industry, used by millions of developers
across thousands of organizations.

On the consumer side, SBOM Manager and Lifecycle support ingestion and validation of
third-party SBOMs in SPDX and CycloneDX at Enterprise scale, automating supplier due
diligence by verifying SLSA attestations and SBOMSs against organizational policy.
Continuous monitoring tracks applications even when they are not being rebuilt, alerting on
newly discovered vulnerabilities, and open source intelligence includes maintainer change
detection, dependency age tracking, and project health signals. Sonatype is explicit that it is
a supply chain security platform rather than a vendor risk management system, so it does
not provide supplier portals or procurement workflow automation and relies on its proprietary
intelligence rather than third-party GRC risk feeds.

For the security of the solution itself, Sonatype integrates with corporate identity providers
via LDAP/AD, SAML 2.0, and OIDC, supporting Okta, Microsoft Entra ID, and Ping. Native
MFA is available in IQ Server, and SSO inherits MFA and biometric controls from the identity
provider. Fine-grained RBAC scopes administration to organization or application level, and
a detailed audit trail records policy changes, waivers, and administrative access.
Communications are secured with TLS, sensitive data is encrypted at rest with AES-256,
and customers can manage their own keys in self-hosted deployments or rely on cloud KMS
in SaaS.

Policy, governance, and compliance are delivered through a built-in policy engine, rather
than OPA/Rego, that applies configurable rules for vulnerabilities, licenses, component age,
and integrity across IDE, CLI, CI/CD, repository, and artifact-publishing enforcement points.
The platform ships with more than eighteen default policies, including templates for NIST
SSDF, SBOM health, and a dedicated Al/ML model policy, and provides structured, time-
bound waiver workflows with audit logging. Sonatype maintains ISO/IEC 27001 certification
and SOC 2 Type Il attestation, and aligns with NIST SSDF, the EU Cyber Resilience Act, US
Executive Order 14028, and higher SCVS maturity levels, with secure-coding controls
supplied by Fortify.

For runtime visibility and reporting, the platform provides dashboards, structured and
exportable audit logs, real-time policy evaluation, and out-of-the-box compliance policy
packs mapping risk to regulatory controls. Build anomaly detection combines machine
learning with statistical rules, and granular RBAC protects build secrets and configurations.
Sonatype is candid that it does not provide traditional incident response tooling; its
preventive model instead quarantines malicious open-source components before they reach
the developer, build environment, or CI/CD pipeline. Coverage is focused on the
development lifecycle rather than endpoint or identity monitoring.

ML and behavioral models classify malicious packages and auto-block supply chain attacks,
compute Safety Ratings, and drive automated vulnerability triage to reduce noise. The most
significant recent innovation is Sonatype Guide, released in late 2025, which surfaces
component and vulnerability intelligence to Al coding assistants while code is being
generated, supported by an MCP server. Sonatype has also extended its SCA technology to
govern Al/ML models with the same rigor as open source libraries, and Fortify's Audit
Assistant adds Al-driven triage of SAST results.

Sonatype's roadmap is heavily oriented toward Al and platform consolidation. Recent
additions include Sonatype Guide, malware defense for Nexus Repository, and SBOM
Manager 2.0, while planned work over the next year spans repo-agnostic malware defense,
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agentic vulnerability fixing through a Guide Agent, an entry-level Lifecycle SCA product,
expanded Al and cryptographic BOM support, additional repository formats, and integrations
with partners such as CrowdStrike and Palo Alto Networks. The company publishes
numerous customer case studies and generates custom ROI reports, citing measurable
remediation and productivity gains in regulated industries.

Strengths

Dominant Nexus Repository, the world's most widely used artifact manager
Deep open source and dependency management heritage

Highest market presence of any vendor in this Leadership Compass
Repository Firewall blocking malicious and risky components at the registry
Proprietary vulnerability research praised for low false positives

Advanced Binary Fingerprinting for provenance and integrity

Core contributor to the CycloneDX SBOM standard

Strong, consistently praised customer support and success engagement

Al model governance and Sonatype Guide for Al coding assistants

Mature policy engine with fine-grained, lifecycle-stage enforcement

Challenges

SAST, DAST, and IAST provided via an OEM partnership (OpenText Fortify) rather
than built in

UX and reporting interfaces criticized as unintuitive for infrequent users
Historically Java-centric, with broader ecosystem coverage added more recently
Weaker Azure DevOps integration noted by users

Multi-app navigation across the platform can feel clunky
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Veracode — Veracode Platform
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Founded in 2006 and headquartered in Burlington, Massachusetts, Veracode is an
established application security vendor that has extended into software supply chain
security. Its offering is delivered primarily as a multi-tenant SaaS platform, with select on-
premises components such as IDE plugins, CLI tools, and the Container Security agent, and
is sold on a subscription basis. The Veracode product suite spans Static Analysis (SAST),
Software Composition Analysis (SCA), Dynamic Analysis (DAST), Container Security, Risk
Manager (ASPM), and the Al-powered Veracode Fix. The platform serves both software
producers and, through SCA and Risk Manager, organizations consuming third-party
software, operating data centers across North America, Europe, and Asia-Pacific.
Commercially, Veracode is licensed as a subscription, with pricing quoted on request rather
than publicly disclosed.
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Veracode integrates natively with GitHub, GitLab, Bitbucket, Azure DevOps, and Perforce for
source code management, and provides connectors for the major CI/CD platforms including
Jenkins, GitHub Actions, GitLab CI/CD, Azure DevOps Pipelines, CircleCl, TeamCity,
Bamboo, and AWS CodePipeline. Developers interact with the platform through IDE plugins
for VS Code, Intellid, Visual Studio, and Eclipse, along with CLI tools, SDKs, and REST APIs
covering an estimated 90 to 95 percent of platform functionality. Issue-tracker integrations
include JIRA, Azure Boards, and GitHub and GitLab Issues, while ChatOps support extends
to Slack and Microsoft Teams. The solution is designed to embed into DevSecOps pipelines
as both an inline scanner and a policy gate.

Veracode SCA discovers direct and transitive dependencies, identifies known vulnerabilities,
detects malicious packages, and assesses license risk using machine-learning-powered
analysis. Static Analysis detects hard-coded credentials and cryptographic weaknesses, with
secrets detection available across SAST, Container Security, and pre-commit CLI scanning.
Container Security supports image signing and signature verification, and the platform
performs pre-build checks, compromised dependency detection, and policy enforcement
through its CI/CD integrations. Full SLSA-aligned provenance and attestation capabilities are
present for containers and being enhanced across other artifact types, with build-system
hardening remaining the customer's responsibility.

Veracode Static Analysis supports more than 130 languages and frameworks with a
reported false positive rate below 1.1 percent, complemented by Dynamic Analysis,
Container Security, and SCA. Risk is prioritized using CVSS, CWE classification, EPSS
exploitability data, reachability analysis, and runtime context when integrated with Risk
Manager. Automated remediation is delivered through Veracode Fix, which proposes and
applies code fixes rather than only reporting them, with manual guidance and alternative
library suggestions where direct fixes are unavailable. License compliance uses ML-based
classification to detect conflicts and legal risk.

SBOM generation is supported in CycloneDX, SPDX, and JSON formats, with component
metadata covering versions, licenses, vulnerabilities, and full dependency relationships.
SBOMs can be extended with EPSS exploitability and business-impact context through Risk
Manager, which can also ingest and consolidate SBOMs from multiple sources via its
Universal Connector. Continuous differential monitoring tracks dependency changes, new
vulnerabilities, license changes, and unauthorized component additions over time, and a
centralized component inventory is accessible through the Ul, APls, and reports.

Veracode Container Security scans container images for vulnerabilities, misconfigurations,
and secrets, and analyzes Infrastructure-as-Code files including Terraform, CloudFormation,
Kubernetes manifests, Docker Compose, and Helm charts. It integrates with container
registries such as Docker Hub, Amazon ECR, Azure Container Registry, Google Container
Registry, JFrog Artifactory, Harbor, and Quay, and with Kubernetes distributions including
OpenShift, EKS, AKS, GKE, Rancher, and Tanzu. Container compliance reporting covers
CIS benchmarks and security best practices.

Package repository security is delivered through Veracode SCA enhanced by the acquired
Phylum technology and the Package Firewall introduced in 2025. The platform detects
typosquatting, namespace and dependency confusion, malicious code injection, and
compromised maintainer accounts, with newly published packages analysed within seconds.
The Package Firewall blocks malicious and risky packages at the point of ingestion, before
they enter the development environment, and integrates with artifact repositories including
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Nexus, Artifactory, and Azure Artifacts. Supported ecosystems span npm, PyPI, Maven,
NuGet, RubyGems, Go, Composer, Cargo, and CocoaPods.

On the consumer side, Veracode SCA provides automated discovery, vulnerability detection,
license compliance, malicious package identification, and maintainer and community health
assessment for third-party and open source components. Continuous monitoring issues real-
time alerts on new CVEs, maintainer changes, and policy violations, and update-impact
analysis shows the security and compatibility implications of component upgrades. The
platform focuses on dependency analysis and security evidence rather than full third-party
risk management workflow automation, though it can integrate with GRC platforms via APls
and the Universal Connector.

The solution itself is administered through fine-grained role-based access control with
permissions spanning platform administration, application access, policy management, and
findings. Administrative activity is captured in detailed audit logs covering user actions, policy
changes, mitigation approvals, and APl access. The platform supports SAML and single
sign-on for identity integration, REST API access secured with HMAC authentication, and
forwards security events to SIEM and ITSM systems. Veracode maintains SOC 2 Type |l
certification covering the security, availability, and confidentiality of its cloud platform.

Veracode offers policy-as-code through version-controlled configuration files, predefined and
custom policy templates mapped to OWASP, CWE/SANS, PCI DSS, HIPAA, NIST, and ISO
27001, and enforcement points spanning pre-commit, commit, build, merge, and deployment
gates. Mitigation approval workflows allow security teams to review and document
exceptions with full audit trails. The platform aligns with NIST SSDF, the emerging EU Cyber
Resilience Act, and US Executive Order 14028, and provides supply-chain controls
supporting these frameworks.

Runtime visibility and incident response are centered on Veracode Risk Manager, which
consolidates findings from SAST, SCA, DAST, Container Security, and more than 50 third-
party tools into a unified code-to-cloud view. Dashboards cover application risk heatmaps,
portfolio trends, compliance status, and executive scorecards, with real-time alerting on new
vulnerabilities and policy violations. Dependency graph visualization exposes transitive
relationships and vulnerable components, and incident-response features include automated
ticket creation, remediation tracking, fix verification, and ITSM integration. Developer
environment security is reinforced through IDE plugins, inline scanning, and training.

Veracode makes extensive use of Al and machine learning. Veracode Fix applies a
patented, Al-driven remediation engine, while ML powers malicious-package detection
through Phylum, anomaly detection on dependency changes, license classification, and risk
scoring and triage within Risk Manager. Generative Al is used to automate authenticated
dynamic testing and to generate code fixes. The company positions itself as a provider of
application risk management for the Al era, backed by analysis of trillions of lines of code,
and applies the same supply chain scrutiny to Al-assisted development that it applies to
open-source components.

Veracode's roadmap centers on deepening supply chain protection, with recent additions
including the Package Firewall, a threat feed, and automated malware curation, and planned
work spanning additional supply chain risk metrics, enhanced policy capabilities, improved
SBOM coverage, and license enhancements. Documented customer value includes
substantial reductions in remediation time through Veracode Fix and measurable reductions
in flaw half-life for teams using its training resources.
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Strengths

Broad, mature application security testing across the portfolio
Industry-leading SAST: 130+ languages and a very low false-positive rate
Package Firewall blocking malicious open-source packages at the point of ingestion

Phylum-powered malicious-package detection analyzing new packages within
seconds

Al-powered Veracode Fix that proposes and applies remediation

Largely proprietary suite (SAST, SCA, DAST, Container Security, Risk Manager) with
limited OEM reliance

Risk Manager (ASPM) consolidating findings across code to cloud
Broad CI/CD, IDE, and registry integration ecosystem

SOC 2 Type Il certified with 20+ years of Enterprise deployment
Alignment with NIST SSDF, EU CRA, and EO 14028

Challenges

Lighter footprint in dedicated build system and third-party risk workflow automation
Reliance on customer infrastructure for some build-integrity controls

Full SLSA provenance and attestation still being enhanced beyond containers
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Vendors to Watch

Besides the vendors covered in detail in this document, we observe some other companies
in the market that readers should be aware of. These vendors did not participate in the rating
for several reasons but nevertheless offer a significant contribution to the market space.

Aikido Security — Aikido Platform

Founded in 2022 and headquartered in Ghent, Belgium, Aikido Security is a developer-first,
all-in-one application security platform that bundles software composition analysis, static
analysis, secrets detection, infrastructure-as-code scanning, container scanning, dynamic
testing, and cloud posture management into a single product. It is aimed at small and mid-
market engineering teams, with public pricing and a free tier that allow self-service
onboarding. Commercially, Aikido is offered on a freemium model, with a free tier alongside
paid subscription plans.

Why worth watching: Aikido folds software supply chain security into a broad, low-noise
AppSec platform, combining dependency scanning with reachability analysis and triage to
filter false positives, malicious package prevention, and one-click auto-fixes. By mixing its
own engines with curated open-source scanners under a developer-friendly experience, it
offers mid-market teams a fast, consolidated path to supply-chain and application security
without enterprise sales friction.

Apiiro — Apiiro Platform

Founded in 2019 and headquartered in Tel Aviv, Israel, Apiiro is a deep application security
posture management vendor that has extended its platform with integrated software supply
chain security, adding native CI/CD pipeline and source control visibility, detection,
assessment, and governance. It is built for larger enterprises with mature application security
programs. Commercially, Apiiro is licensed as a subscription, with pricing quoted on request
rather than publicly disclosed.

Why worth watching: Apiiro's differentiator is its patented Risk Graph, a code-to-runtime
model that maps source code, components, pipelines, owners, and runtime exposure to
identify toxic combinations and prioritize material risk. By building a deep inventory of the
application and supply chain estate and aggregating findings from existing scanners, with
developer-centric guardrails and emerging GenAl governance, it represents an influential
ASPM-led approach to securing the software supply chain.

Chainguard — Chainguard Images

Founded in 2021 and headquartered in Kirkland, Washington, Chainguard takes a
prevention-first approach to supply chain security, providing minimal, hardened container
images and language libraries that are built from source to carry zero or near-zero known
vulnerabilities, based on its Wolfi distribution and rebuilt continuously in an automated
factory. Commercially, Chainguard is licensed as a subscription, with pricing quoted on
request rather than publicly disclosed.
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Why worth watching: Rather than scanning vulnerabilities in existing images, Chainguard
eliminates them at the source and ships each artifact with sighed SBOMs and provenance
attestations, with FIPS-validated and STIG-hardened variants for regulated environments.
For organizations standardizing on a hardened, governed image catalogue, it offers a
differentiated, foundational layer of supply chain defense, though its focus is intentionally
narrow to images and packages.

Checkmarx — Checkmarx One

Checkmarx is a long-established US/Israeli application security company, founded in 2006 in
Israel and headquartered in Atlanta, Georgia. Its Checkmarx One platform brings together
static analysis, software composition analysis, infrastructure-as-code, API security, dynamic
analysis, and container security with application security posture management.
Commercially, Checkmarx is licensed as a subscription, with pricing quoted on request
rather than publicly disclosed.

Why worth watching: Checkmarx One consolidates supply chain security with the rest of its
AppSec suite on a single platform and data model, adding malicious package protection that
blocks threats at ingestion, repository health scoring, and policy controls over Al components
such as coding assistants, agents, and MCP servers through AI-BOMs. Its breadth and
Enterprise footprint make it a notable presence in the supply-chain conversation even
though it did not participate in this rating.

Endor Labs — Endor Labs Platform

Founded in 2021 and headquartered in Palo Alto, California, Endor Labs is a software
supply chain security platform built around function-level reachability analysis, with software
composition analysis spanning more than forty languages alongside SAST, secrets
detection, CI/CD pipeline security, and SBOM and VEX generation. Its customers include
several prominent technology and Al companies. Commercially, Endor Labs is licensed as a
subscription, with pricing quoted on request rather than publicly disclosed.

Why worth watching: Endor Labs addresses the alert fatigue problem that plagues
traditional SCA by tracing whether vulnerable functions are actually reachable from real
entry points, reducing SCA noise by roughly eighty percent so teams focus on genuinely
exploitable risk. Its reachability-led, developer-centric approach, extended toward container
images and Al-assisted development, represents one of the more influential directions in
modern supply chain security.

JFrog — Artifactory and Xray

Founded in 2008 and headquartered in Sunnyvale, California, JFrog is best known for
Artifactory, one of the most widely deployed universal artifact repositories, complemented by
the Xray software composition analysis and security product and a broader software supply
chain platform. Commercially, JFrog is offered on a freemium model, with a free tier
alongside paid subscription plans.
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Why worth watching: JFrog sits at the center of many organizations' build and release
pipelines as the system of record for binaries and artifacts, and pairs that position with
dependency scanning, malicious-package detection, and SBOM capabilities through Xray
and its supply-chain offerings. Its deep entrenchment in DevOps toolchains gives it a natural
vantage point over the software supply chain and makes it an important vendor to watch.

Snyk — Snyk Platform

Founded in 2015 and headquartered in Boston, Massachusetts, Snyk is a developer-first
application security company whose platform unifies software composition analysis,
container security, infrastructure-as-code security, and static code analysis. It is widely
adopted across cloud-native engineering organizations and embeds security directly into
developer tooling and CI/CD pipelines. Commercially, Snyk is offered on a freemium model,
with a free tier alongside paid subscription plans.

Why worth watching: Snyk treats software supply chain security as one capability within a
broad, developer-friendly AppSec platform, pairing open-source dependency scanning with
reachability analysis, container and laC scanning, and code security under a single
experience. For organizations, whose supply chain strategy is part of a wider application
security program rather than a standalone tool, Snyk is a common default, and its scale and
developer reach make its direction influential for the market.

Socket — Socket Platform

Founded in 2020 and headquartered in San Francisco, California, Socket focuses on one of
the most dangerous parts of the software supply chain: malicious open source packages.
Rather than relying on known vulnerability databases, it analyses package behavior, naming
patterns, and provenance to identify hostile packages, and integrates with package
managers across ecosystems including npm, PyPI, Go, and Rust. Commercially, Socket is
offered on a freemium model, with a free tier alongside paid subscription plans.

Why worth watching: Traditional vulnerability scanners look for known CVEs, but many
supply chain attacks involve packages that are not vulnerable in the conventional sense but
intentionally malicious, stealing credentials, running suspicious install scripts, or hiding
obfuscated code. Socket's behavioral, install-time analysis catches these threats before they
reach developers, addressing a gap that CVE-based tooling structurally cannot cover, which
makes it a distinctive and increasingly relevant vendor to watch.
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