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Executive Summary

How should security leaders rethink access when activity on their
network is no longer just human?

That question is becoming urgent. Consider the But now, Al agents, copilots and automated
scale of the gap: workflows don't work that way. They operate
continuously, inherit permissions, and move across
» 90% of organizations lack the security maturity systems at machine speed. Access is no longer
needed to defend against modern Al-driven episodic, and it's no longer fully human-driven.
threafs.!

Where does that leave the architecture
o 54% of ClOs report they've already seen organizations have spent years building?
unauthorized Al agent actions.?
This report examines
o 57% describe their current approach to Al
security as reactive.’
-  Where traditional SASE falls short

The Al age has led o gaps in fraditional of covering Al-driven access
security models, including Secure Access
Service Edge (SASE). - What next-generation SASE

requires for the Al age
SASE brought structure to a fragmented security

landscape, giving organizations a cohesive way -> How organizations are responding,
to govern how people reach applications and and where to start

data. But that structure was built around human

behavior: defined sessions, predictable activity - Key success factors for ClO and
and clear boundaries. security leaders
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Introduction

How Al is shaking the
foundations of secure access

In 2019, SASE landed on the scene—with Gartner
first introducing the term, defined as a new

model that combined wide-area networking and
cybersecurity into a unified cloud-native service.*
SASE emerged to answer a specific problem set,
including fragmented tools, inconsistent access,
and the transition to cloud and distributed work.

That need isn't going away. In fact, it's stronger than
ever. The global SASE market is projected to grow at
a 20.1% CAGR through 2028, driven by decentralized
workforces, data sovereignty regulations, and real-
time threat response demands.®

But along with that growth comes a need to evolve.

"While core [SASE] features such as cloud access
security broker services, secure web gateway,
SD-WAN, and ZTNA remain essential, differentiation
is now driven by Al, data loss prevention, and digital
experience management," Forrester reports.®

The takeaway: SASE isn't a legacy category in
decline. It's actively expanding. The question isn't
whether to invest in SASE, but how to evolve it
for the Al era.

INDUSTRY OUTLOOK REPORT | 2026




Three Big Shifts

in How Al
Changes Access

SASE's original architecture rested on
assumptions that made sense in a human-first
enterprise. Al agents and copilots have broken

this foundation — and it continues to happen at

incredible speed. By the end of 2026, 40% of
enterprise applications will include task-specific
Al agents, up from just 5% in 2025.7 This
evolution is driving three fundamental shifts.

First, identity is no longer only human.
The foundational assumption of enterprise
security — that identities represent
accountable human beings — is being
systematically dismantled by the growth of
non-human identities (NHls).

Non-human identities now outnumber human
identities by an average of 92 fo Tin enterprise
environments, with 97% carrying excessive
privileges.8 According fo McKinsey, "Agentic
systems introduce short-lived, task-specific
machine identities that can be created and
destroyed programmatically — often within
seconds to minutes. Agents increasingly gain
access dynamically as they execute workflows
rather than having access assigned through
static roles.”
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Second, the interaction layer requires control.

Work no longer happens only at the network
perimeter or the endpoint as it has in the past.

Now, it happens within the interaction layer itself

— in browsers, SaaS apps, GenAl tools, and
API-driven agent workflows. It is within these
interactions that data is created, transformed,
and shared.

This creates ever-expanding risk: 57% of
employees use personal GenAl accounts for
work purposes, with 33% admitting to inputting
sensitive information into unapproved tools.”

Third, activity is continuous and machine
speed.Al agents operate continuously, chain
actions across systems rapidly, and execute in
ways that have no clear session boundaries —
fundamentally changing what monitoring
activity means.

As organizations scale their Al use, they may also

be scaling risk that never sleeps.
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"With agentic Al, you can't govern what you can't see. Each of these shifts exposes a different crack in legacy
If you don't inventory it and identity bind it, you're not SASE. Next, we'll explore where traditional SASE falls
scaling agents; you're scaling unknown risk," says Rich  short, and what organizations can do about it.
Isenberg of McKinsey."

Comparing predictable access to autonomous activity

DIMENSION TRADITIONAL Al-DRIVEN
SASE MODEL ENVIRONMENT

Who is accessing systems Known human users Human users + Al agents
and non-human identities

How access behaves Session-based, start Continuous, persistent,
and end points always-on activity

How permissions are used Direct, user-initiated actions Delegated, inherited,
and automated actions

Where control is applied Network, endpoint, and app  Interaction layer (browser,
EVEIS Al tools, APls, workflows)

Speed of activity and risk Human-paced, observable Machine-speed, large-scale,
harder fo detect
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Where Traditional
SASE Falls Short

Given the gaps and pressures infroduced by Al, there are several areas where traditional
SASE architecture falls short.

Human-centric identity models
can't detect NHIs

Legacy SASE assumes known users with
predictable behavior. It has no mechanism to
authenticate, monitor, or revoke access for
non-human identities — service accounts,
API tokens, and autonomous agents that now
outnumber human identities by wide margins
and operate with minimal oversight.

More than 350 distinct risks can arise from
autonomous or agentic Al behavior, per

an analysis of the MIT Al Risk Database

— a risk surface legacy SASE was never
designed to address."”

Session-based access
control doesn't account for
continuous activity

SASE was engineered around a login, activity,
logout model. Al agents don't log in or

log out. They operate continuously, inherit
permissions, and spawn sub-agents that may
not be tracked.

"In such cases, static access models — in
which permissions are granted infrequently
and reviewed periodically — are likely to

be insufficient. Identity will evolve toward
continuous authorization for nonhuman
entities, granting access for a period of time or
in a specific context, with the agent's behavior
monitored," McKinsey reports.”

Fragmented visibility across
control points

Network, endpoint, cloud, and browser

are treated as separate domains in legacy
SASE. But Al activity flows across all of them
simultaneously — a single agent workflow
might touch a SaaS API, a browser-based
GenAl tool, and a cloud data store in the
same task, and legacy SASE was never built
to see that activity as one continuous thread.
As the interaction layer becomes the real
control point, the gaps between network,
endpoint, cloud, and browser are exactly
where risk concentrates. Only 30% of ClOs
report full visibility into where Al is used
across their organization.”




Data protection tied to known
locations doesn't hold up

Legacy data loss prevention (DLP) was built
for known data repositories and predictable
movement. Al introduces dynamic data flows
that cross traditional boundaries invisibly —
entering models, flowing through pipelines,
and exiting through outputs legacy tools
cannot inspect.

The risk expands to include data leaking from
places that aren't traditionally protected.

"Historically, the way data discovery classification
has happened is based on tribal knowledge —
it's very supervised, in the sense of the traditional,
human-in-the-loop experience," said Prasidh
Srikanth, Sr. Director of Product Management at
Palo Alto Networks.

"But with the advent of interconnected

application experiences, where each application
is connected to a host of knowledge bases to
deliver a rich end-user experience, you now have
a sprawl of data, or shadow data, on the rise.
And that exposure will only continue to expand
as our enterprises become more interconnected.”

INDUSTRY OUTLOOK REPORT | 2026

What is the biggest risk for
organizations in terms of AI?

"ldentity is top of mind for everyone because
of the scale of the problem, but there is also
a new hidden data discovery problem slowly
starting fo become prominent.

Historically, the way data discovery has
happened is based on tribal knowledge
— it's very supervised, in the sense of the
traditional, human-in-the-loop experience.

But with the advent of interconnected
application experiences, where each
application is connected to a host of
knowledge bases to deliver a rich end-user
experience, you now have a sprawl of data,
or shadow data, on the rise.

Think about non-traditional sensitive

data — mergers and acquisitions, human
resources documents — the things you
don't typically protect from the outset. These
are 'hidden gems' to those who would take
advantage of sensitive data. When that kind
of data becomes broadly accessible, it puts
organizations in a vulnerable position. And

that exposure will only continue fo expand as
our enterprises become more interconnected.”

— Prasidh Srikanth
Sr. Director of Product Management

Palo Alto Networks




What's Re
The Evolution

Given the gaps and pressures introduced by Al, there are several areas
architecture falls short.

Frost & Sullivan
Market Megatrends

anomaly detection and autonomous
threat mitigation

- Hybrid work & workforce
mobility: identity-based, zero frust

for distributed teams

Growth," 2025

- Al-powered security automation:
shift from reactive to proactive, Al-driven

access as a foundational requirement

Source: Frost & Sullivan, "Redefining Enterprise Security: How Al, Zero Trust, and Converged Platforms Are Fueling SASE

- Multi-cloud & edge expansion:
unified secure access across cloud
environments and edge infrastructure

- Regulatory-driven cloud
compliance: evolving data sovereignty
laws reshaping SASE deployment models

-> Vendor consolidation & cost
optimization: integrated platforms
replacing multi-point tools to reduce
overhead and boost ROI
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Mapping these capabilities
tothe next era of SASE

Frost & Sullivan's megatrends describe where
the market is headed. Translating them into
architecture means rethinking capabilities
and response.

Unified identity across human and
non-human actors

Every Al agent, automated pipeline, and API
token must be freated as a first-class identity
— with the same visibility, governance, and
accountability applied to human users. That
accountability starts at the top: 50% of ClOs
will be pushed to restructure and automate
identity and data access management as part
of a zero-trust architecture by 2027, driven by
the growth of Al agents.”®

Continuous, context-aware policy
enforcement

The session-based control model must be
replaced by always-on, intent-aware policy
evaluation that governs what agents do —
not just whether they can log in.
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Control at the interaction layer

Security enforcement must move to where
work actually happens — in browsers, SaaS
tools, and GenAl environments — not just at
the network perimeter.

Data-aware security across the Al lifecycle

Al changes how data moves. Security must
protect data entering Al systems, being
processed, and being shared or exported —
not just data at rest in known repositories.

Helping operations and
IT keep pace, too

Another aspect of SASE evolution for Al is
recognizing that the architecture isn't the only
thing straining under Al's pace. The teams
running it are too.

"I&0O leaders [infrastructure and operations]
are under pressure to deliver faster, safer
infrastructure outcomes with fewer resources.
But tool sprawl, manual processes, and
fragmented automation keep teams stuck in
reactive work," Gartner notes.”

Because Al agents operate around the clock
to execute high-volume tasks, IT teams are
often stuck in reactive mode, unable to keep
up with their strategic mandate of enabling
secure, productive Al adoption. At the same
time, resilience trade-offs in distributed
environments now create single points of
failure, risking total disruption of the Al-driven
productivity businesses depend on for
efficiency and competitive advantage.

The Next Evolution of SASE
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Closing that gap will likely require SASE

itself to take on more of the operational
burden, using Al innovation to fight Al risk.
For example, Al agents built into the SASE
platform itself can be deployed to proactively
diagnose and resolve connectivity issues,
automate root-cause analysis, and cut down
on ticket fatigue — freeing IT teams to move
past reactive troubleshooting and focus on
their strategic mandate.

That shift is already underway in security
operations specifically. As McKinsey notes,
"agentic Al is expected to accelerate Security
Operations Center automation, where Al
agents could soon work alongside humans in
a semi-autonomous manner to identify, think
through, and dynamically execute tasks such
as alert triage, investigation, response actions,
or threat research.’’
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What does it take to
constantly evolve SASE
against new threats?

"First is visibility — a complete
understanding of what is sanctioned,

what's tolerated, and what's not safe for
work. Start with a zero-trust mindset: block
by default, then build exemption workflows
to ease people into sanctioned experiences.

The second layer is a deeper understanding
of what's inside that sanctioned bucket.
Because when something is sanctioned,
that's where broad usage comes into

play — and shadow data becomes more
prominent. You need to understand what's
happening within a sanctioned application.
Low-code, no-code tools can connect to
more than a thousand knowledge bases,
so anyone using a sanctioned platform still
needs strict controls over what they can
and can't connect fo.

The third layer is more granular data
protection. Determine what's allowed in
terms of moving datfa between sanctioned
applications. Then apply granular
protection to your crown jewels of sensitive
data, like secrets or source code — those
policies need to be channel-aware, whether
it's email, endpoint, or network."

— Prasidh Srikanth
Sr. Director of Product Management,
Palo Alto Networks

The Next Evolution of SASE




Where Organizations Are—
and How They’re Responding

Understanding security needs is one thing, but
getting there is another. In this rapidly changing
area, there's work to be done. Organizations that
feel behind are not alone, as this market reality
check shows:

28% of organizations embed security into Al
transformation from the start — meaning 72%
are securing Al as an afterthought.®

84% of organizations struggle to align their
cyber strategy with their broader digital and Al
transformation agenda."”

10% of organizations have reached the
"Reinvention-Ready" maturity tier — the level
at which security is genuinely embedded in Al
strategy and operations.?°

According to Nasstar, "Both [SASE and Al adoption]
tend to follow a similar pattern: leaders want to
adopt them, the vision is exciting, and the potential
upside is enormous, but the path to getting there is
a bit of a mystery."?'

Most organizations are working through three core
decisions as they respond to the rapid change

of Al and the need to adopt or evolve their SASE
implementations.
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Decision #1: Platform vs.
point solutions

The first question most organizations are
wrestling with is whether to consolidate
onto a unified platform or continue
integrating point solutions. The data
increasingly points in one direction: 61% of
ClOs say adopting an integrated platform
for visibility, governance, and protection is
the top priority for using Al more securely
and effectively.??

One factor may be cost, with Forrester
noting that "organizations cited significant
capital and subscription cost reductions
by consolidating SD-WAN, SSE, ZTNA,
and monitoring tools under a single

SASE provider."?

Yet beyond cost, Frost & Sullivan often
notes that "enterprises are moving away
from multi-point tools toward integrated
platforms that simplify management,
reduce overhead, and boost ROI."?4

Decision #2: Where to focus first

Even organizations committed to a platform
approach need an entry point. Several
starting places are emerging, each suited
to different organizational contexts and
existing investments.

A browser-first approach can provide a fast
path to visibility and control — covering
employees, contractors, and unmanaged
devices simultaneously. It acts as an overlay
to existing environments without requiring
infrastructure overhaul.
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Another approach is to expand zero trust
access. Organizations can replace VPN-
based models with identity-based access,
simultaneously building the foundation for
extending controls to Al-driven interactions.

Finally, it's possible to layer Al controls

onto existing SASE infrastructure. This is

an incremental approach for organizations
with significant existing investments, adding
Al-specific visibility and governance without
replacing the underlying architecture.

Decision #3: Evaluating a unified
control plane

The third decision organizations are arriving
at — often after beginning platform
consolidation or expanding zero trust — is
whether a unified control plane is the right
architectural destination.

Organizations that have moved furthest
in their SASE evolution are finding that as
Al activity spans multiple environments
simultaneously, managing policies

across disconnected systems creates
compounding gaps in visibility and
inconsistent enforcement.

A unified control plane that coordinates
policy, enforcement, and visibility across
both human and Al-driven activity is
emerging as the answer fo that problem.




Modern SASE becomes the control
layer for Al-driven work

The fransition fo an Al-driven enterprise,
powered by a new workforce of agents, may
be the greatest productivity opportunity of
our generation. However, it is impossible to
grant true autonomy without first providing
absolute security.

"It is up to technology leaders — including
ClOs, CROs, CISOs, and DPOs — to develop
a thorough understanding of the emerging
risks associated with Al agents and proactively
ensure secure and compliant adoption,"
McKinsey notes.?®

Organizations that adapt SASE to this new
model will be better positioned to scale Al
safely, without losing visibility or control.

The shift is from securing access to governing
continuous, autonomous activity.

So what does that look like in practice?
Security is not a barrier to Al adoption, it's

what makes it durable. Modern SASE is an
important piece of that foundation.
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"If organizations can reach level
two of the maturity model —
complete visibility into their
environment, with a SASE stack
that can keep pace with modern
advancements, plus the right
controls over what is and isn't
allowed — they are already in
a strong position. From there,
enabling the key communication
channels with data protection and
threat protection ensures they
have a strong security program."

Prasidh Srikanth
Sr. Director of Product

Management at Palo Alto Networks

The Next Evolution of SASE
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Key Success Factors for Security Leaders

01 04

Treat non-human identities as Reduce fragmentation across
first-class entities security fools

02 05

Move from static controls to Align security architecture with
continuous enforcement how work actually happens

03 06

Prioritize visibility info Al-driven Build security operations that
activity can match Al speed

Prisma SASE is the industry's most comprehensive SASE platform
built for the Al-driven era. Secure every connection, empower every
worker, and accelerate Al productivity everywhere.

LEARN MORE
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https://www.paloaltonetworks.com/sase
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modernize with confidence and securing the speed
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