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How to Identify the Right Healthcare Customers for Cortex XSIAM®

Ideal Customer Profile
The best-�t healthcare organizations for Cortex XSIAM share these characteristics:

• Large hospital networks, health systems, or research institutions with dedicated SOC teams.
• High volume of security alerts leading to SOC fatigue.
• Cloud adoption and multi-environment security challenges.
• Compliance-driven organizations struggling with HIPAA, HITRUST, or GDPR security mandates.
• Recent ransomware or security incidents, indicating gaps in detection and response.
• Understa�ed security teams struggling to investigate and respond to threats e�ciently.

Who may be a better fit for other solutions from Palo Alto Networks

Some healthcare organizations may not be the best �t for Cortex XSIAM. 
If the customer falls into one of these categories, consider alternative Palo Alto Networks solutions:

• Small to mid-sized hospitals or clinics without a dedicated SOC team.
◦ Alternative: Cortex XDR® Pro for endpoint, network, and workload security without requiring a full SOC.

• Organizations without cloud or SIEM infrastructure that rely primarily on legacy on-prem solutions.
◦ Alternative: Cortex XDR with Cortex XSOAR® for incident response automation.

• Budget-constrained organizations focused solely on compliance rather than advanced threat detection.
◦ Alternative: Cortex® Cloud (CSPM, CIEM, DSPM) for security and compliance automation.

• Healthcare entities prioritizing medical device security rather than SOC automation.
◦ Alternative: Medical IoT Security for device monitoring and compliance.
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From the tra�c cabinet at the road's edge to your Tra�c Management Center (TMC): one platform, one policy, 
complete protection.

Cyber Resilient Intelligent Transportation Systems (ITS) Infrastructure
Zero Trust Security for America's ITS Infrastructure

The Challenge: Connected ITS Brings Connected Risk

Key Use Cases: Real Problems, Palo Alto Networks Solutions

OPEN CABINET PORTS UNENCRYPTED ITS PROTOCOLS NATION-STATE ACTORS

Every tra�c/ITS cabinet is a 
physical entry point. A 
compromised unmanaged switch 
provides instant access to the 
Department of Transportation 
(DOT) backbone.
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Signalized intersections, most 
with IP-connected controllers

Average dwell time in OT 
environments before 
operational impact

The same connectivity that enables smarter roads creates new attack surfaces in Department of Transportation (DOT) networks.

Cost of a data breach per 
incident in the U.S. 

A 2025 DHS bulletin highlighted 
12,000+ Chinese made cameras 
active in U.S. critical infrastructure. 
Default credentials, no encryption, 
no audit trail.

Signal timing commands travel in 
plain text. Any device on the 
network can inject an 
unauthorized phase change: no 
credentials needed.

ITS SEGMENT THE OPERATIONAL RISK PALO ALTO NETWORKS SOLUTION

Tra�c Signal Cabinets PA-400R series: replaces modem,  
switch, and firewall in one DIN-rail unit 
(PA-410R/5G). Zero Touch Provisioning 
(ZTP). Inline real-time prevention.

Open switch ports at road level 
provide instant backbone access from 
any plugged-in device exposing the 
TMC network.

Industrial OT Security with deep 
NTCIP inspection. Unauthorized 
commands blocked before execution.

National Transportation Communications 
for ITS protocol (NTCIP) plain-text 
commands: any network device can 
inject unauthorized timing changes.

Signal Controllers

Device-ID profiles and isolates all 
cameras. Zero Trust policy prevents 
lateral movement.

OEM cameras with default credentials 
on the same network as signal 
controllers.

CCTV Cameras

1. https://ops.fhwa.dot.gov/arterial_mgmt/index.htm
2. Joint research by Palo Alto Networks, Siemens, and the Idaho National Laboratory - https://www.paloaltonetworks.com/resources/whitepapers/securing-ot-environments
3. https://www.ibm.com/reports/data-breach

"Transportation systems today present numerous attack vectors for increasingly sophisticated and bold adversaries."
— ITS America's Cybersecurity Issue Brief
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Platform: One Vendor. Full Stack. Field to Security Operations Center (SOC).

Industrial OT Security delivers passive OT asset discovery. Recognizes 1400+ 
OT/ICS/SCADA applications, 900+ OT threat signatures (April 2026). Deep NTCIP 
inspection. Auto-generates least-privilege policy per device. 351% ROI (ESG study).

Device Security

Unified policy management and enforcement for all field and TMC devices for 
security services such as inline advanced threat prevention (ATP).
Software-Defined Wide Area Network (SD-WAN): Application-aware tra�c steering. 
Fiber and 5G auto-failover. Eliminates manual per-cabinet truck rolls.

Strata Cloud Manager + 
SD-WAN

Just-in-time, session-recorded vendor access replaces standing VPN for privileged 
remote access for remote operators. Prisma Browser™: Clientless contractor access.

Prisma® Access

Ruggedized ML-Powered NGFW for tra�c/ITS cabinets. DIN-rail (PA-410R/5G), 
fanless, -40°C to +70°C. Consolidates modem,  switch, and firewall into one device.

PA-400R series

AI-driven SOC platform. Ingests OT/IT telemetry. Replaces disparate logging (SIEM),  
orchestration (SOAR), and Endpoint (XDR) tools. ITS-specific playbooks. 

Cortex® XSIAM

Every component delivers standalone value. Together they form a complete Zero Trust architecture. Multiple options protect the 
entire DOT organization, not just ITS, particularly Prisma SD-WAN, Prisma SASE and Cortex XSIAM.

Proven in the Field

Analyst & Industry RecognitionGeorgia DOT in Action4

"GDOT partnered with Palo Alto Networks to secure over 
8,000 tra�c cabinets connected to tra�c signals, cameras, 
and ramp meters."

▪ 100% device visibility, rogue and legacy devices identified
▪ Standardized deployment across arterial, interstate 

corridors
▪ Zero disruption to live tra�c operations during rollout

Start your journey to secure ITS Infrastructure

 4.       https://www.itskrs.its.dot.gov/briefings/executive-briefing/its-cybersecurity-2025-update
 5.       https://start.paloaltonetworks.com/forrester-wave-firewall-2024.html
 6.       https://start.paloaltonetworks.com/gartner-hybrid-mesh-firewalls-mq-2025
 7.       https://start.paloaltonetworks.com/forrester-wave-ot-security-2024.html
 8.      https://www.paloaltonetworks.com/resources/whitepapers/economic-validation-report-industrial-ot-security
 9.       https://www.paloaltonetworks.com/blog/security-operations/forrester-tei-unlock-257-roi-with-cortex-xsiam/

Secure Your ITS Infrastructure
Ready to take the next step? Scan to visit our ITS solutions 
page and how we secure transportation networks.

Learn More → Learn More →

Explore our IOT/OT Solutions
Scan to visit our comprehensive Device Security page 
and see how we protect IOT and OT Devices.
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▪ Forrester Wave Leader - Enterprise Firewalls5

▪ Gartner MQ Leader - Network Mesh Firewalls6

▪ Forrester Wave Leader - OT Security Solutions7

▪ 351% ROI - Industrial OT Security (ESG TEI study)8

▪ 257% ROI - Cortex XSIAM (Forrester TEI study)9

https://www.paloaltonetworks.com/engage/secure-dot-infrastructure
https://www.paloaltonetworks.com/network-security/device-security

