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Get Quantum Ready with
Palo Alto Networks

The US government has a strategic focus on winning “industries of the future"—asserting US global
leadership as Al and quantum technologies fundamentally transform our lives in the coming decades.

But the US can't fully win in the age of quantum without prioritizing cybersecurity by upgrading our
technologies to support quantum-safe encryption. Palo Alto Networks is in a distinct place to be the US
government's strategic partner for quantum readiness. Here's why you should and how you can prepare.

Public Key Cryptography Is at Risk

In the next 5-10 years, quantum computers will likely
break today's public key cryptography.

While quantum computers will bring untold benefits

to the US economy, their exponential power will also
inevitably break public key cryptography—the foundational
underpinning of modern cybersecurity. As a result, various
applications that rely on public key cryptography, such

as web connections using HTTPS, secure access VPN,
certificates, and user authentication, will be at risk in the
post-quantum cryptography (PQC) era.

The moment of reckoning is already here: US adversaries
are actively launching "harvest now, decrypt later” attacks,
where they exfiltrate encrypted files now in anticipation of
decrypting them with a quantum computer later—presenting
an immediate risk. Nation-state actors are in a race to
establish quantum computational advantage, and there's
evidence that their efforts are succeeding!

US Government Mandates Agencies to Adopt
Quantum-Resistant Encryption Standards

- CNSA 2.0: Commercial National Security Algorithm
Suite 2.0 (CNSA 2.0) Requirements for National Security
Systems (NSS)

- H.R.7535: Quantum Computing Cybersecurity
Preparedness Act (signed into law on December 21, 2022)

- NSM-10: National Security Memorandum: Promoting US
Quantum Computing Leadership and Mitigating Risks to
Vulnerable Cryptographic Systems (May 2022)

- OMB-23-02: Office of Management and Budget
Memorandum: Migrating to Post-Quantum Cryptography
(November 2022)

It's Time to Upgrade to Post-Quantum
Cryptography

Federal agencies face explicit requirements to begin and
fully transition now to PQCs by following specific timelines
over the next decade. For example, NSS must be updated in
a prescribed time frame as specified by CNSA 2.0:

+ All new acquisitions for NSS must exclusively adhere to
CNSA 2.0 by 2027.

+ All equipment and services must be quantum-compliant
by 2030.

« Fullimplementation for all NSS must be completed by 2035.

Full quantum readiness requires migration from classical
encryption to quantum-resistant encryption (QRE) on a
multiyear transition plan. Therefore, organizations must
make provisions to address quantum threats, like harvest
attacks and unsanctioned PQCs, they're currently
facing. Organizations must begin the complex process of
testing and ultimately transitioning their cryptographic IT
systems, including next-generation firewalls (NGFWs), from
classical to new PQC standards. The journey to upgrading
cryptography is challenging and time-consuming, but the
first steps begin now (figure 1).

1. “Chinese Team Officially Report on Zuchongzhi 3.0, Claims Million Times Speedup Over Google’s Sycamore,” Chinese Academy of Sciences, March 7, 2025.

© 2025 Palo Alto Networks, Inc. Palo Alto Networks and the Palo Alto Networks logo are registered trademarks of Palo Alto Networks, Inc.
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https://www.whitehouse.gov/wp-content/uploads/2022/11/M-23-02-M-Memo-on-Migrating-to-Post-Quantum-Cryptography.pdf
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immediate threats

+ Block unsanctioned PQCs
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Protect against
quantum threats

- Ensure that all networks, applications,
and devices are quantum safe

Figure 1. Roadmap to kick-start your PQC journey

Turn to a Partner in Quantum-
Resistant Encryption (QRE)

Palo Alto Networks is an industry leader in QRE solutions that
protect organizations’ digital infrastructure from quantum
threats. Our cybersecurity platform covers the most extensive
set of use cases to streamline organization PQC adoption and
migration efforts:

+ Site-to-site VPN

+ SD-WAN SSL-VPN

« Remote access VPN
« Web access SSL/TLS

+ NGFW management services

The Palo Alto Networks PQC journey started in May 2023 when
we recognized the need for PQC visibility in the infrastructure
and released Threat IDs to detect and control PQC SSL
sessions. In November 2023, we released PAN-OS® 111 that
detects the presence of PQC and hybrid PQC algorithms

on the network and prevents their misuse. In April 2024, we
implemented a post-quantum VPN solution. As a result, our
quantum-safe VPNs provide protection against immediate
threats such as:

- Harvesting attacks by using such standards as quantum-
resistant keys (e.g., RFC 8784 PPKs), and PQC keys (e.g.,
ML-KEM PQC).

- Unsanctioned PQCs by using threat signatures to detect
and block known PQCs.

Beyond quantum-safe VPNs, we provide the following
capabilities to secure the network and the applications with
PQC capabilities to be fully quantum ready:

- Prisma® Access Browser, a PQC secure enterprise
browser, supports hybrid PQC for all internet applications
that can negotiate PQC.
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- Cipher Translation (releasing in calendar year 2025)
secures legacy applications and endpoint devices that
are unable to upgrade to PQC, by translating traditional
ciphers to PQC and vice versa.

- Quantum Readiness Dashboard (releasing in calendar
year 2025) provides a streamlined automated workflow for
cryptomigration and agility.

The Quantum Readiness Dashboard within Palo Alto
Networks Strata® Cloud Manager enables organizations
to easily conduct cryptographic inventories; visualize their
cryptography usage across their users, devices, firewalls,
and applications; and prioritize upgrades to quantum-safe
encryption across the infrastructure.

We have partnered with the US government and industry to lead
the national ecosystem toward quantum readiness:

+ As a commitment to interoperability and standards, we
helped create a Quantum Random Number Generator
(QRNG) Open API framework to lower the barrier
to organizational QRNG adoption with multivendor
interoperability across the industry. Palo Alto Networks will
support the QRNG Open APl in NGFWs in a future release
SO organizations can create the highest-quality keys.

« Palo Alto Networks is a National Cyber Excellence partner
with the NIST National Cybersecurity Center of Excellence
(NCCoE) Migration to Post-Quantum Cryptography. This
effort demonstrates how federal agencies and enterprises
can use our technologies to conduct crypto inventories and
bolster cryptographic agility for long-term quantum resilience.

Forward-Looking Statements

This document contains forward-looking statements that involve risks, uncertainties and
assumptions, including, without limitation, statements regarding the benefits, impact, or
performance or potential benefits, impact or performance of our products and technologies or
future products and technologies. These forward-looking statements are not guarantees of future
performance, and there are a significant number of factors that could cause actual results to
differ materially from statements made in this document. All forward-looking statements in this
document are based on information available to us as of the date hereof, and we do not assume
any obligation to update the forward-looking statements provided to reflect events that occur or
circumstances that exist after the date on which they were made.

Explore Our PAN-OS Capabilities Here

and Get In Touch With Your Account Teams
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