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AI Coding Agents Are Changing 
How Software Gets Built
Developing new software has shifted from simple prompt-based tools to autonomous coding 

agents that execute commands, manage configurations, and orchestrate complex workflows. 

While this has driven massive efficiency gains, with 42% of code now AI-generated,1 it 

has created a decentralized, risky ecosystem where organizations lack visibility into the 

permissions, deployments, and data usage of these powerful, unmanaged tools.

Although AI coding agents dramatically accelerate engineering velocity, they simultaneously 

disrupt established security models. When an autonomous agent inherits the full access 

privileges of a senior engineer—gaining reach into production credentials, private 

repositories, internal APIs, and interactive shell environments—it effectively becomes an 

unmanaged insider risk.

Leaders must face a fundamental reality. Traditional security frameworks were built around 

three core assumptions: software explicitly authorized by IT, human employees subject to 

standard oversight, and activities occurring at human speeds. Autonomous AI coding agents 

invalidate every one of these assumptions.

220K+
Shadow AI at Scale 

220,000+ software installations discovered across 

14 sources in under 2 weeks.2

135K
Risky Agent Behavior 

135,000 systems were exposed by OpenClaw in  

one week.3

109:1
No Way to Tell a Human from an Agent 

109:1 the ratio in which machines outnumber  

human identities.4

93%
Out-of-Control AI Spend 

93% of enterprises report exceeding their AI budgets, 

with 20%–30% of AI spend entirely unaccounted for.5
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Types of Coding Agents
Coding agents fall into three architectural patterns, and the pattern determines where the security surface sits.

The agent loop and execution both 
run on the customer endpoint, 
controlled by MDM configuration and 
local hooks.

An IDE client executes locally while 
a vendor-cloud console handles 
embeddings, indexing, and 
sometimes remote agent runs. 

There’s no local code at all. The 
customer interacts through a browser 
or ticket, and the vendor's cloud does 
the looping, execution, credential 
handling, and deployment.

Claude Code, Codex CLI, 
Gemini CLI, Cline, and Aider. 

Claude Enterprise, Cursor, 
Windsurf, GitHub Copilot, 
and Gemini Code Assist.  

Devin, Lovable, Replit, Bolt, and v0.

Local execution risk is highest here 
because the full agent runs on the 
developer's machine. 

Risk is split between the local client 
and the vendor's cloud environment.

Risk concentrates entirely in what 
the vendor's environment is trusted 
to do with your code and credentials.

Locally Run Hybrid IDE Fully SaaS

Descriptions

Examples

Risk Profile

Key Takeaway 

The architectural pattern determines where the security surface lives. No matter the 
type, coding agents introduce new risks that require visibility and control across the 
entire workflow.



Five Domains of Coding Agent Risk
Coding agents offer immense utility due to their broad tool access, autonomous execution, and 
seamless extensibility via MCP servers and third-party skills. However, these features expose 
significant gaps in traditional security controls. 

Risk manifests simultaneously across five key domains.

EndpointSupply
Chain

Runtime GovernanceIdentity

Coding Agent Risk Surface
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Domain Risks Questions to Consider

Supply Chain

External components 
and integrations used 
to assemble the agent.

•	 No live inventory of agents, skills, 
and MCP servers across the fleet.

•	 Skills, MCP servers, and subagents 
are connected to internal resources 
with little vetting.

•	 Hidden vulnerabilities such as model 
backdoors, unsafe serialization.

•	 Do we have a live inventory of coding 
agents and their access rights across 
the enterprise?

•	 Can we verify the safety of every 
model, skill, and MCP server before 
developers adopt them?

•	 Can we scan agent artifacts for  
hidden vulnerabilities?

Endpoint

The local environment 
and host system the 
agent operates on.

•	 No visibility into what the agent is 
connected to.

•	 Agent runs with the developer’s 
full local permissions.

•	 Orphan processes, malicious 
extensions, unscoped access  
to secrets.

•	 Can we limit agents to use only 
approved components and tools?

•	 Can we detect and stop unsafe agent 
actions in real time?

•	 Is each agent limited to the tools and 
files its task requires?
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Domain Risks Questions to Consider

Runtime

The network 
requests and data 
flows generated 
during execution.

•	 Code, credentials, and proprietary 
data leave through LLM and tool calls.

•	 Prompt injection triggers file 
changes and system access.

•	 Memory poisoning persists across 
sessions, influencing future tasks.

•	 Can we prevent agents from 
exposing source code, credentials, 
and sensitive data?

•	 Can we stop our agents from 
executing prompt injections?

•	 Can we detect AI-specific threats 
in agent communications?

Identity

The permissions, 
credentials, and 
user accounts the 
agent uses.

•	 Agent runs as the developer, not as a 
separate identity.

•	 Access tokens sit in plaintext, not 
task-scoped, and not short-lived.

•	 No way to tell whether an action was 
the person or the agent.

•	 Does every agent and sub-agent 
have a unique, verifiable identity?

•	 Is access granted only when 
needed, for the action required?

•	 Can we revoke access and trace 
every action to the responsible 
human or agent?

Governance

The oversight and 
compliance frameworks 
designed to maintain 
accountability.

•	 No budgets or limits on token spend 
across teams and tools.

•	 Each team configures tools, models, 
and access independently.

•	 No view of what agents can reach or 
whether access is still needed.

•	 Can we set budgets and control AI 
spend in real time?

•	 Can we track and attribute AI 
costs and access across teams and 
business units?

•	 Can we centrally control which 
models, MCP servers, and tools 
agents can access?
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Secure AI Coding with Palo Alto Networks

DISCOVER ASSESS PROTECT GOVERN

Agentic Endpoint 
Security

Agentic Endpoint 
Security

AI Model Security

AI Runtime 
Security

Agent Identity
Security

AI Gateway

Protect data, govern agents, and control AI costs

WHAT AGENTS
REACH

LLMs MCP Servers

Internal APIs SaaS Apps

Web Cloud• Client-heavy CLI 
• Hybrid IDE  

• SaaS agents 

AI CODING TOOLS

Discover Shadow AI Coding Agents
Designed specifically as an AI-native solution, Agentic Endpoint Security discovers and manages 

autonomous agents directly on the developer endpoint where most coding agents operate. 

Conventional EDR solutions focus primarily on tracking executable binaries. However, modern 

developer environments heavily rely on nonbinary software including local servers, IDE plugins, 

scripts, browser extensions, code packages, and model artifacts that standard endpoint tools fail 

to monitor effectively. Agentic Endpoint Security bridges this visibility gap via:

•	 Complete visibility: Identifies all coding agents, local models, MCP servers, open-source 
packages, browser extensions, AI applications, and active agents running on the endpoint.

•	 Continuous risk and intent assessment: Evaluates risk dynamically over time rather than relying 
solely on initial installation checks.

Because an agent inherits the user’s permissions and credentials, a compromised or misused 

agent represents the ultimate insider threat on the endpoint. Agentic Endpoint can be 

deployed as a standalone endpoint solution or integrated directly within Cortex XDR® and 

Prisma® AIRS™.

https://www.paloaltonetworks.com/cortex/agentic-endpoint-security
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Assess Supply Chain Risks
To prevent compromised components from reaching developer environments, AI Model Security 

evaluates both models and skills prior to deployment. The model scanning engine analyzes more 

than 35 file formats to detect architectural backdoors, risky serialization, license or provenance 

defects, and execution threats at both load time and runtime. Concurrently, the skill scanning 

engine identifies excessive permissions, secret exposure risk, data exfiltration mechanisms, arbitrary 

code execution, and prompt integrity risks. By referencing a prescanned repository of over 3 million 

known models and delivering sub-200ms API responses, these comprehensive checks maintain 

robust security without hindering CI/CD pipelines.

In addition to discovery, Agentic Endpoint Security delivers local assessment of malicious agent 

activities while enabling one-click removal of compromised packages and extensions. Backed by 

Cortex XDR integration, endpoint incidents involving agentic workflows are managed with the same 

rigor as traditional endpoint threats.

Protect Every Identity and Prompt
AI Runtime Security™ provides inline, real-time analysis of all prompts and tool calls. It defends 

against more than 30 prompt injection variants, enforces outbound data loss prevention for PII, 

secrets, and source code, and screens links against a database of over 100 million malicious URLs 

and domains. Integrates seamlessly via gateway, hooks, or native vendor connections.

Agent Identity Security issues cryptographically verifiable, SPIFFE-based identities to every 

agent and subagent, ensuring strict authentication prior to access authorization. Through the 

Agent Identity Broker, zero standing privileges (ZSP) with just-in-time (JIT) provisioning are 

enforced, granting permissions solely for active tasks and revoking them immediately upon 

completion. Sensitive credentials remain entirely concealed from agents, eliminating exposure 

risks from plain-text personal access tokens on endpoints. For compliance and oversight, Agent 

Lifecycle Management streamlines onboarding and automated governance, while Agent Audit and 

Governance delivers comprehensive access reviews and detailed activity logs.

Govern Data, Costs, and Actions In Real Time
Stemming from the Portkey acquisition, AI Gateway serves as the centralized control plane for 

authorizing models, MCP servers, and autonomous agents. Dropping seamlessly into existing stacks 

with roughly three lines of code, it delivers secure, unified access across more than 3,000 LLMs, 

MCP servers, and agents. They’re backed by centralized policy enforcement, semantic routing and 

caching for optimized performance, and audit-ready logging.

Beyond access control, gateway governance acts as a crucial observability and cost-management layer, 

often serving as the key justification for platform team funding. By offering a single unified view across 

usage, users, projects, token counts, latency, and financial metrics, it ensures security and platform 

teams operate from a single source of truth. Rather than reconciling expenses after the fact, budgets 

and rate limits are enforced proactively prior to access, with per-team and per-model quotas. This full 

spend attribution enables organizations to pinpoint and decommission shadow AI infrastructure.

Built for enterprise-grade throughput, AI gateway seamlessly manages approximately 8.3 billion 

requests and 107 trillion tokens monthly across its customer base, delivering submillisecond routing 

latency with 99.999% availability. 
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https://www.paloaltonetworks.com/ai-security/ai-model-security
https://www.paloaltonetworks.com/cortex/agentic-endpoint-security
https://www.paloaltonetworks.com/ai-security/prisma-airs
https://www.paloaltonetworks.com/idira/agentic
https://www.paloaltonetworks.com/ai-security/ai-gateway
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Why Palo Alto Networks
Palo Alto Networks secures AI coding from a unified platform that delivers complete oversight across 

the entire agent lifecycle, governing what gets installed, what runs, what goes out, and whose identity is 

used. Alternative solutions fragment coverage across endpoint tools, model traffic gateways, and identity 

systems. We unify protection across endpoint, runtime, and identity. 

Our threat prevention is based on risk intelligence backed 

by Unit 42® and a community of over 18,000 security 

professionals through the Huntr community, delivering 

continuously updated threat coverage.

For the second consecutive year, we were named a current 

“Company to Beat” in the “Gartner® Al Vendor Race: Palo Alto 

Networks Is the Company to Beat in Al Security Platforms.”6 

Native Integrations
Palo Alto Networks integrates directly with Claude Enterprise 

and OpenAI Codex at the platform level. Protection is enforced 

with minimal admin setup, no changes to developer workflows, 

and no dependency on developers building or maintaining their 

own connectors.

Local systems and tools

Coding Agent

Skill
MCP

(local)

MCP

Skill

HARNESS

MCPs

LLMs

Web

SaaS

Internal 
Systems

Prisma AIRS 
Runtime Security

Model Provider
Backend

ENDPOINT EXTERNAL SYSTEMS

Our collaboration with Palo Alto 
Networks enables developers 
the freedom to innovate with 
OpenAI models on Prisma AIRS, 
supported by centralized visibility, 
governance, and policy controls for 
enterprise code and data.

“
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3000 Tannery Way

Santa Clara, CA 95054

Main:	 +1.408.753.4000

Sales:	 +1.866.320.4788

Support:	 +1.866.898.9087

www.paloaltonetworks.com
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Talk to an AI Expert
If you’re evaluating how to secure AI coding agents in your environment, 

see how our experts can help.in Al Security Platforms.” 

About Palo Alto Networks
Palo Alto Networks (NASDAQ: PANW), the global AI cybersecurity leader, 

protects our digital way of life with a comprehensive portfolio of cybersecurity 

solutions and platforms across Network, Cloud, Security Operations, AI, and 

Identity. Trusted by more than 75,000 customers and powered by Unit 42 

threat intelligence, our AI-driven platforms eliminate complexity, empowering 

enterprises to modernize with confidence and securing the speed of 

innovation. Explore the future of security at www.paloaltonetworks.com.

REQUEST A DEMO ➜
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