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Executive summary

The Cyber Security Charter for Suppliers to the NHS is part of the national implementation plan
supporting the NHS's Cyber Security Strategy: 2023 to 2030. The charter details eight principles
that suppliers must abide by in order to keep working with the NHS. This charter, alongside the
forthcoming Cyber Security and Resilience Bill, aims to create a resilient cybersecurity ecosystem
in which every vendor shares responsibility for patient data and safety.

While the charter might formalise or even increase an organisation’s responsibilities, surpassing
charter requirements could position it as one of the NHS's indispensable strategic partners — so it's
also a great opportunity for increased success. In fact, we can't think of an example of a more direct
link between investment in cybersecurity and commercial viability. As a key supplier to the NHS, it is
important to understand the following:

The Cyber Security Charter for Suppliers to the NHS is not ‘just another checklist’: it's a vital
mandate for safeguarding NHS patients, data, and systems.

Zero Trust is the most effective cybersecurity strategy an organisation can employ to meet the
charter’s requirements.

Platformization is the most reliable way to implement and sustain a Zero Trust cybersecurity
strategy.

The Palo Alto Networks platform is already mapped to NHS England’s cybersecurity
architecture and will allow organisations to demonstrate holistic cyber resilience across their
entire operation.

Collaboration with the NHS has given Palo Alto Networks not only an edge in understanding
NHS-specific needs but also greater credibility with NHS trusts.

Working with Palo Alto Networks to implement Zero Trust and platformization will enable
organisations to guarantee NHS confidence in their cybersecurity and surpass the charter's
requirements, positioning them for increased success in their ongoing partnership with the NHS.
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The Cyber Security Charter for Suppliers to the NHS:
not just a checklist

A cyberattack on the health and social care sector can have immense and far-reaching impact,
causing significant financial and human costs, as the following examples illustrate:

The WannaCry ransomware attack in 2017 cost the NHS an estimated £92 million.

The 2022 attack on Advanced Computer Software Group (Advanced) caused weeks of
disruption to NHS 111 services and cost the vendor millions of pounds.

The 2024 attack on Synnovis caused a system-wide crisis, resulting in the cancellation of
over 1,000 operations and the jeopardising of urgent care services, costing the vendor an
estimated £30 million.

In response to the rise in cyberattacks affecting it, in March 2023 the NHS published the Cyber
Security Strategy: 2023 to 2030, supported by a national implementation plan detailing steps and
defining metrics to increase and measure resilience. Part of that national implementation plan is the
Cyber Security Charter for Suppliers to the NHS, which aims to improve the security of NHS suppliers
to a standard high enough for them to combine with the NHS to ‘defend as one'.

Partnering with Palo Alto Networks offers NHS suppliers a cybersecurity platform whose robust
capabilities directly address the requirements of the charter and the forthcoming Cyber Security
and Resilience Bill — a platform specifically tailored to protect sensitive patient data, secure medical
devices (IoMT), and ensure the uninterrupted delivery of care.

The eight principles state that suppliers to the NHS must:

1. Keep systems supported and completely up to date, paying particular attention to the NHS's
Cyber alerts pages.

2. Achieve and maintain at least ‘Standards Met' as per the Data Security and Protection Toolkit, if
the organisation is required to complete it.

3. Apply Multi-Factor Authentication (MFA) to networks and systems — and support customers to
meet the NHS England MFA policy too.

4. Deploy effective 24/7 cyber monitoring and logging of critical IT infrastructure to prevent and
detect cyberattacks and allow investigation in the event of an incident.

5. Ensure immutable backups of critical business data, with tested plans to ensure the systems
and services provided can't be disrupted.

6. Undertake board-level exercising to ensure confidence in the organisation’s ability to respond in
the event of a cyberattack.

7. Report to customers in a timely manner, adhering to and supporting all regulatory requirements,
and work in partnership with NHS England in the event of a cyberattack.

8. Ensure any software provided to the NHS adheres to the Department for Science, Innovation
and Technology (DSIT) / National Cyber Security Centre (NCSC) software code of practice and
commit to meeting its principles.

Even more importantly, abiding by the charter will ensure suppliers take responsibility for protecting
NHS data, systems, and patients — rather than being responsible for the next ransomware attack
headline and next set of human costs due to disruption of NHS services.

The charter is a direct result of the NHS's need to keep patients safe — and there’s never been a more
direct example of investment in cybersecurity having a positive effect on an ongoing commercial
relationship with the NHS.
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Protecting the supply chain: The vital role of Zero Trust and
platformization

Zero Trust — addressing the highest-level security mandates of the charter

The breaches at Synnovis and Advanced were catastrophic not just because attackers got in, but
because they were able to move laterally within trusted networks to reach critical systems. The

attacks used modern ransomware designed to exploit the interconnected nature of modern cloud
computing, remote work, and complex supply chains. It is security threats such as these that make the
traditional ‘castle and moat’ security model, which trusts anyone and anything inside a network, feel as
antiquated and ineffective as its name suggests.

It's the lateral movement the ‘castle and moat' approach doesn't guard against that's the single
biggest factor in turning minor intrusions into catastrophic, headline-making breaches. Adopting a
modern strategy focused on preventing lateral movement is vital to success as a health and social care
vendor. Zero Trust is the most viable strategy to adopt for that purpose.

Zero Trust is not a product in itself. It's more of a philosophy, a modern approach to cybersecurity
built on the foundational principle of ‘never trust, always verify'. Zero Trust assumes every single
transaction is an attempt at a breach. By assuming breach and verifying every transaction, Zero

Trust eliminates implicit trust and any accompanying risk of lateral movement. Within a Zero Trust
cybersecurity architecture, it doesn't matter if a user, device, or application is already inside — it's still
‘guilty until proven innocent’ and must prove its innocence before being granted access to sensitive
resources. A Zero Trust approach must combine fine-grained, least-privileged access with continuous
trust verification and deep, ongoing security inspection to protect all users, devices, apps, and data
everywhere, effectively eliminating implicit trust and lateral movement. Every single time.

Executed correctly, a Zero Trust approach will directly and reassuringly address even the highest-level
security mandates and granular controls required by the charter.

Consolidation via platformization

According to a research study published in January 2025 by The IBM Institute for Business Value,
the average organisation’s cybersecurity relies on a combination of 83 solutions provided to it by 29
vendors. It seems clear that it's a fragmented approach to cybersecurity that's the most common
strategy, rather than a single, consolidated, unified platform.

However, the IBM study also reveals that 80% of organisations not using a unified platform approach
struggle with negative effects from their cybersecurity’s fragmentation. The executives surveyed
estimate cybersecurity complexity and fragmentation cost their organisations an average of 5% of
annual revenue, and 52% of the executives surveyed rate complexity as the biggest impediment to
security operations.

Acquiring cybersecurity solutions piecemeal and reactively over time results in security tool sprawl
and is an inherently flawed strategy that commonly creates unwieldy, complex systems, risk and
security gaps, whilst draining resources and hindering operational agility.
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Organisations that choose platformization rather than a fragmented cybersecurity approach will
benefit from:

«  Operational efficiency: Security teams spending less time managing tools than defending
systems.

«  Faster threat response: Connected systems making it easier to detect, correlate, and contain
threats quickly.

«  Reduced Total Cost of Ownership (TCO): Consolidation reduces wasted spend on overlapping
tools and redundant capabilities, freeing up budget for innovation. To quantify the potential
savings for your organisation, explore the Forrester Consulting Total Economic Impact™ study.

+ Increased productivity: Work flowing faster without constant tool switching and manual
processes.

«  Successful digital initiatives: Cloud migrations, Al deployments, and other transformation
efforts are more effective.

+  Reduced reputational damage: Closes gaps in visibility and control, thus decreasing the risk of
breaches, which erode customer trust.

Zero Trust is clearly the optimum architecture for gaining and maintaining NHS contracts. It's the
architecture most viable for preventing the lateral movement that concerns the NHS.

That's what makes a single, consolidated platform the most thorough way — and most likely the
simplest and easiest way — to implement and sustain the Zero Trust architecture organisations need to
maintain their ongoing partnerships with the NHS and other health and social care teams.
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From mandate to differentiator

Surpass charter compliance
and unlock new opportunities through platformization

Palo Alto Networks is one of the few vendors that has co-developed reference architectures with
NHS England, and also has tools and solutions formally documented in NHS England’s vendor-
specific segmentation guidance, which NHS network experts use when selecting tools.

Collaboration with the NHS has given Palo Alto Networks not only an edge in understanding NHS-
specific needs but also greater credibility within NHS trusts. NHS teams know Palo Alto Networks
Zero Trust solutions are not just compatible with NHS cybersecurity: they're in complete alignment
with NHS national guidance.

By consolidating their internal security stack onto a Palo Alto Networks platform, organisations can
dramatically reduce Total Cost of Ownership (TCO). Platformization enables organisations to move
from managing dozens of disparate vendor contracts and procurement cycles to a single, predictable
financial model. This eliminates redundant licensing and reduces the significant ‘soft costs’
associated with vendor management, multi-product training, and integration maintenance, freeing
up capital for innovation. To quantify potential savings, find out what the Forrester Consulting Total
Economic Impact™ study has to say about the Palo Alto Networks platform.

The Palo Alto Networks platform is strategically mapped to NHS Zero Trust requirements by default —
organisations can not only adhere to but surpass the eight principles of the charter, enabling them to
guarantee NHS confidence in their cybersecurity; more easily become a preferred vendor; and push
ahead to create new, high-margin revenue streams.
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How all eight requirements are met by Zero Trust platformization

Principle 1: Keep systems supported and completely up to date

Palo Alto Networks Cortex Cloud™ provides the visibility and control organisations need across cloud
environments to protect their ‘crown jewels’ — such as patient data and their production environment
for clinical applications. But more than that, it also embeds security directly into the DevOps pipeline.
By ‘shifting left’, it enables teams to find and fix vulnerabilities in code and dependencies before
deployment, accelerating development velocity.

Principle 2: Achieve and maintain at least 'Standards Met' as per the DSPT

Palo Alto Networks core technologies such as User-ID™, App-ID™, and Device-ID™ use the principle
of least privilege to create granular Zero Trust policies, verifying the full context of every access
request — not just who's requesting access, but what, where, when, why, and how. Palo Alto Networks
automatically adds continuous best-in-class security inspection to the user, application, and device
policy. Leveraging multi-technology prevention and advanced threat intelligence, the Palo Alto
Networks platform proactively stops threats at each stage of the attack chain - such as signatureless
malware and exploited vulnerabilities, advanced phishing attacks, and malicious command-and-
control (C2) beacons such as Cobalt Strike - before they can impact an organisation. Palo Alto
Networks technologies such as Strata™ NGFWs build secure, isolated zones around each part of the
protect surface as ‘digital blast doors’ to ensure any breaches that do occur cannot move laterally.

Principle 3: Apply and support Multi-Factor Authentication

Next Generation Firewalls and Prisma® Access integrate easily with identity providers to enforce
MFA on all access to corporate and cloud environments. This provides a critical, auditable control to
protect IP and business.

Principle 4: Deploy effective 24/7 cyber monitoring and logging

Palo Alto Networks Cortex XDR® can provide unified, 24/7 visibility across an entire technology
estate. [t moves beyond simple logging to advanced, Al-driven threat detection, ensuring services
provided to the NHS will be constantly monitored and that threat issues are resolved in real time.
Because Zero Trust is a continuous lifecycle, tools such as Cortex XDR and AlOps constantly monitor
traffic, inspect for threats, and provide the visibility organisations need to maintain and adapt their
security posture over time.

Principle 5: Ensure immutable backups of critical business data, with tested plans to ensure the
systems and services provided can’t be disrupted

The Palo Alto Networks platform is designed to make backups a true last resort. Protecting backup
infrastructures within secure network segments (Strata NGFWSs) and preventing ransomware
execution on servers (Cortex XDR) helps to ensure recovery plans are always viable.

Principle 6: Undertake board-level exercising to ensure cyberattacks can be adequately
responded to

Palo Alto Networks Unit 42® offers bespoke cyberattack tabletop exercises for executive leadership,
pressure-testing decision-making plans in a realistic but safe environment. Palo Alto Networks Unit
42 is recognised as a Leader in the 2025 IDC MarketScape for Global Incident Response Services.

Principle 7: Report to customers in a timely manner in line with regulations, and work with NHS
England in the event of a cyberattack

An incident response retainer with Unit 42 provides on-demand access to a world-renowned team of
breach investigators. An organisation using this service sends a powerful message to the NHS that
they are prepared to bring in global experts to ensure swift, thorough, and transparent resolution in
the event of a cyberattack.
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Principle 8: Ensure any software provided to the NHS adheres to the DSIT NCSC software code
of practice

Palo Alto Networks Cortex Cloud provides auditable proof of adherence to the NCSC's Secure
Software Code of Practice.

Enabling organisations to protect the NHS

The Palo Alto Networks platformization approach enables suppliers to the Health and Social Care
sector to meet the requirements of the Cyber Security Charter for Suppliers to the NHS by providing:

Holistic Cyber resilience: A single, integrated Palo Alto Networks platform closes the visibility
and policy gaps that attackers exploit, dramatically reducing the likelihood of a costly data
breach. This translates directly to enterprise resilience and a more defensible governance
posture. Palo Alto Networks delivers best-in-class protection capabilities, preventing attacks at
every stage of the attack chain and providing the ultimate in ransomware resilience.

The ability to easily demonstrate superior resilience to enhance competitive standing:

While most enterprise-grade security vendors offer centralised logging and reporting, Palo

Alto Networks platform logging tools are tightly integrated with platform firewalls, endpoint
protection, cloud security, and threat intelligence, thus reducing friction and improving
correlation. Palo Alto Networks logging and reporting functions are designed to support Zero
Trust segmentation, and Palo Alto Networks tools are referenced in NHS-specific segmentation
guidance, giving platform users a strategic advantage in the UK healthcare sector.

Increased operational efficiency and automation: The Palo Alto Networks platform strategy
radically reduces the operational overhead tied to managing multiple consoles and manually
correlating data. The platform’s automation capabilities handle repetitive security tasks,
allowing organisations to achieve a superior security posture and reduce analyst burnout —
without a linear headcount increase.

Dramatically decreased technical debt: Fragmented cybersecurity postures acquire tools
reactively and piecemeal over time. The Palo Alto Networks platform eliminates the use of
disparate security tools in favour of a single automated console, reducing vendor complexity,
operational overhead, and burdensome legacy systems across the NHS estate, positioning the
organisation as a premier, future-proof vendor.

Accelerated Time to Revenue: A Zero Trust approach will streamline DTAC and charter
approvals, enabling organisations to win NHS contracts faster.
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Moving beyond baseline compliance

A Zero Trust platform approach will also allow organisations to move beyond baseline compliance to
providing solutions that solve their customers’ broader security challenges:

Secure trustworthy clinical Al as a differentiator:

As organisations integrate Artificial Intelligence and Machine Learning into their clinical applications,
new attack surfaces will be created. NHS customers will demand assurance that organisations’ Al
models and the sensitive data they use are secure. Palo Alto Networks is recognised as a Leaderin
the Gartner® Magic Quadrant™ for Cloud-Native Application Protection Platforms (CNAPP) because
of its comprehensive approach to cloud security. This leading approach allows organisations to go to
market with not just ‘Al-powered features’ but with a ‘trustworthy and secure Al offering’ — a powerful
differentiator to build confidence with the risk-averse NHS.

Create a ‘sell-through’ partnership model:

The Palo Alto Networks platform can also be a monetisable asset, enabling organisations to create
new, high-margin revenue streams and differentiation. For example, Palo Alto Networks Prisma
Browser enables secure, agentless access to web-based clinical applications, ideal for enabling
locums, third-party specialists, and staff on unmanaged devices.
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Conclusion

Maintaining a partnership with the NHS is dependent on not only an organisation’s compliance with
the charter but also its attitude towards compliance — and risk.

The charter is a necessary step for the NHS, by which it hopes to unify and raise the cybersecurity
posture of its 80,000 suppliers to ‘defend as one.’ Palo Alto Networks believes a Zero Trust approach
and platformization are the best ways to achieve compliance with the charter, and that any
organisation should consider adopting a platform approach as an efficient, financially sound, forward-
thinking strategy to protect both itself and the wider ecosystem in which it operates.

As the global cybersecurity leader committed to making each day safer than the one before through
industry-leading, Al-powered solutions in network security, cloud security, and security operations,
Palo Alto Networks should be considered by any organisation looking at charter compliance and the
forthcoming Cyber Security and Resilience Bill. With our partnership with — and alignment to — the
NHS, we hope to be an even more attractive platform solution partner to its suppliers and vendors.

We offer suppliers to the NHS not only complete alignment with the eight principles of the charter
but also invaluable credibility with NHS trusts. The Palo Alto Networks platform can be leveraged to
transform vendors who meet charter requirements into valued, premium NHS partners who surpass
requirements, making Palo Alto Networks the perfect partner for companies aiming to access further,
on-going income streams from the NHS.

For further information about Palo Alto Networks products and services, visit our website or
book a free consultation with Paul Reid, Major Account Executive - Healthcare Providers and
ISV Ecosystem Partners preid@paloaltonetworks.com
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